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Abstract

Program slicing is a technique for determining the
set of statements of a program that potentially af-
fect the value of a variable at some point in the pro-
gram. Intra and interprocedural slicing of high-level
languages has greatly been studied in the literature;
both static and dynamic techniques have been used
to aid in the debugging, maintenance, parallelization,
program integration, and dataflow testing of programs.

In this paper we explain how to apply conventional
intraprocedural static analysis to binary executables,
for the purposes of static analysis of machine-code and
assembly code, such as debugging code and determin-
ing the instructions that affect an indexed jump or an
indirect call on a register. This analysis is useful in
the decoding of machine instructions phase of reverse
engineering tools of binary executables, such as binary
translators, disassemblers, binary profilers and binary
debuggers.

1 Introduction

It is well known that a series of programmers
worked for days on the manual disassembly of the In-
ternet Worm program in order to determine what the
program was doing and how to prevent it from spread-
ing further around the world [10]. Tt is also well known
amongst programmers how hard and time-consuming
it is to debug a binary executable program that needs
to be patched (i.e. bug fixed) when the source-code to
that program has been lost or is no longer supported
by its authors. Both these cases would take less time
if automated debugging tools for executable programs
were available — at present only simple disassemblers
are available to programmers. Further, recent reverse
engineering tools of binary executables, such as static
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binary translators [23], rapidly translate/migrate bi-
nary executables from one platform to another with-
out using slicing techniques, hence relying on a run-
time interpreter to translate any code that was not
translated statically. Slicing techniques can be used
to reliably determine the range of values of indexed
jump tables and calls that depend on registers, rather
than using pattern matching of the code against a set
of code skeletons (generated from different compilers).

Program slicing is a technique for automatically de-
composing high-level programs by analysing its con-
trol and data flow information. This technique was
developed by Weiser [28] after he realized that pro-
grammers tend to slice programs in their head when
debugging in order to understand complex code [27].
Static slicing techniques aim at extracting a minimal
program that captures the behaviour of a source-code
program with respect to a specified variable and lo-
cation; this problem is solved by a reachability analy-
sis. Over the years, static slicing has been applied to
debugging, maintenance, and parallelization of source
code, as well as program comprehension.

Throughout this paper, the terms binary executable
and ezecutable program are used as synonyms to refer
to the program generated by the compilation/linkage
process; i.e. a machine-dependent program written
in machine code. Executable files do not normally
contain symbol table information, hence our analysis
does not assume use of such information.

1.1 The Need for Tools for Executable
Programs

Reverse engineering tools of binary executables in-
clude disassemblers, binary translators, decompilers,
binary profilers, and binary debuggers. These tools
share two phases in common: they need to decode the
information stored in the binary file, and they need to
decode the machine instructions and translate them to
an assembly representation or an equivalent interme-



diate representation. The main problem in the decod-
ing of machine instructions is the separation of data
and code; they are indistinguishable, and hence this
problem is equivalent to the halting problem [14, 18].
Nevertheless, approximations to the solution are pos-
sible in practice.

Given the entry point to a program, machine in-
structions are decoded following all possible paths in
the code. Statically, this algorithm cannot determine
what paths to traverse next when faced with an in-
dexed jump instruction, or an indirect call or jump
instruction on the value of a register. That is, stati-
cally we do not know the value of the register, hence
we cannot determine the target address of the jump
or call. For example, the indexed jump in Figure 1 at
instruction 71 depends on the contents of register bx.
Its contents is unknown statically but its range of val-
ues can be known by performing a backward slice on
register bx at instruction 71, and analyzing that slice
for upper and lower bounds that the register can take.
Clearly, slicing techniques can aid in the recovery of
this problem, for both, indexed and indirect register-
based instructions, hence allowing for a way of possi-
bly determining all paths in a given program. Once
all relevant machine instructions are decoded, the code
can be translated to assembly or any other interme-
diate representation, and the reverse engineering tool
at hand can do transformations on the intermediate
representation to produce its result (i.e. an assem-
bly program in the case of a disassembler, a binary
program for a different target machine in the case of
a binary translator, a high-level language program in
the case of a decompiler, and so on).

[...]

038 L6: XOR ah, ah

039 Mov dx, ax

040 Mov bx, ax

041 SUB bl, 20h

042 CMP bl, 60h

043 JAE L7

044 Mov bl, [bx+291h]
045 CMP bx, 17h

046 JBE L8

047 JMP L9

048 L9: MOV si, [bp-10h]
049 MoV di, [bp-4]
050 Mov al, 25h
[...]

070 L8: SHL bx, 1

071 JMP  word ptr cs:[bx+9B3h]
[...]

Figure 1: Extract Assembly Code with Indexed Jump
Statement

As previously mentioned, executable software can
have bugs as the methods used for software testing
(e.g. program inspections, mathematically-based veri-
fication, defect testing, and cleanroom software devel-
opment) do not necessarily remove all possible bugs
from a given program [24]. This means that once
you buy a program and run it, if there is some de-
fect with it, you need to report the bug to the soft-
ware developers and possibly pay for a new version
of the bug-free software. However, if the developers
are not available to support this software (i.e. they
do not want to support the software anymore, or they
are out of business), the user is the only one that can
make the change(s). A debugging tool for executable
programs is what the user would need — if only one
had been developed. Also, the analysis of worm or
virus code is an area that would benefit considerably
from a debugger of executable programs, as once an
area of code is flagged to be critical, a slice of that
code could be determined to simplify the process of
debugging the thousands of machine instructions in
the binary executable. So far, no tool for the debug-
ging of executable programs is available, only “dumb”
disassemblers that disassemble machine instructions
given a particular memory address, but do not trace
the machine code and construct the control flow graph
of the program, or slice the program based on a given
criterion.

It is also known amongst the maintenance commu-
nity that the only way to make changes to some pieces
of legacy binary code is by way of patching the bi-
nary file itself. The development of debugging tools
for real, non-trivial executable programs has not been
addressed in the literature and is not a trivial problem.

In this paper we look at the application of con-
ventional static intraprocedural slicing techniques to
binary executables. We list the required changes in
order to apply these techniques to assembly code. We
are interested in integrating precise slicing techniques
in tools that manipulate machine-code, when analyz-
ing indexed jumps and calls that depend on the con-
tents of a register.

2 Previous Work

A substantial amount of work has been reported in
the literature on static slicing techniques. Three com-
plete surveys of this area have recently been reported
in the literature [17, 26, 4], providing for a complete
summary of slicing techniques and a comparative clas-
sification of such techniques. We report here on the
relevant static techniques for assembly-like languages.

Slicing techniques were initially developed by
Weiser [27, 28], who made use of a slicing criterion



and a set of equations to determine which statements
to include in a slice. Horwitz et al [15, 16] used and ex-
tended the concept of the program dependence graph
(PDG), developed by Ferrante et al [11], to create pre-
cise intraprocedural slices for single-procedure struc-
tured programs. They developed the concept of the
system dependence graph (SDG) to produce precise
interprocedural slices, by taking into account the call-
ing context of each procedure.

Three techniques were developed to deal with un-
structured programs that make use of the goto state-
ment. High-level languages such as C and Fortran
make use of this statement. Ball and Horwitz [3] and
Choi and Ferrante [5] developed similar techniques to
deal with arbitrary flow of control, by requiring the
control dependence graph (CDG) to be constructed
from an augmented control flow graph (CFG) but the
corresponding data dependence graph (DDG) to be
constructed from the original CFG. Agrawal [1] cre-
ated a better method to deal with goto statements
which does not modify the CFG or the SDG. He re-
lied on the postdominator tree (PDT) (created during
the construction of the SDG) and the lexical succes-
sor tree (LST) to determine which jumps to add to
the final slice, hence adding a few steps to the conven-
tional slicing algorithm by Horwitz et al [16] without
modifying existing graphs used in debugging.

In the area of binary executables, static slicing tech-
niques have been applied to the binary profiler qpt [19]
which rewrites RISC executable files to measure pro-
gram behavior. The techniques have been embedded
in EEL [20], an executable editing library for RISC-
based binaries, as part of the decoding phase of ma-
chine instructions.

3 Representation of Binaries

A binary executable is the machine-code version of
a high-level or assembly program which has been com-
piled (or assembled) and linked for a particular plat-
form (M,0S) (i.e. for a particular machine M and
operating system OS). The general format of a bi-
nary executable varies widely based on the binary-file
format used by the OS; the EXE [9] format (used by
the DOS operating system) is very simple and only
includes a program header and the image of both the
code and data of the program, whereas the ELF [25]
format (used by the multiplatform operating system
Solaris) includes comprehensive information as to the
different sections of the program; including a program
header, section header, relocation table, symbol ta-
ble, string table, dynamic symbol information, data
segment, text segment, and more. When running a
program, the binary-file format is decoded by the op-

erating system’s loader, which loads the program into
memory and passes control to the program via its en-
try point.

Our test vehicle is dasm, the disassembler of the
dcc decompiler [8], which implements a decoder of
the EXE format, a decoder of 80286 machine instruc-
tions, and creates an intermediate representation of
the program in terms of the program’s call graph, CFG
of each procedure based on basic blocks', and low-
level icode instructions [6]. We have removed from
dasm all pattern matching and heuristics used to deal
with indexed and indirect instructions. Hence, we per-
form a conservative traversal of the machine instruc-
tions without traversing unknown targets of transfers
of control such as indirect calls on a register or indexed
jumps on a register.

The low-level icode instructions resemble assembly
instructions of the machine, but have the property of
only performing one operation at a time. For example,
the 80286 DIV bx assembly instruction returns the re-
sult of the division of dx:ax by bx in register ax, and
its modulus in register dx. Clearly, if the division and
modulus operations were performed sequentially with-
out the use of a temporary storage location, register ax
would be overwritten prior to the modulus operation.
We represent such instruction as 3 low-level icode in-
structions making use of an extra register tmp:

mov tmp, dx:ax ; tmp = dx:ax
div tmp, bx ; ax = tmp / bx
mod tmp, bx ; dx = tmp % bx

In this way, the 250 machine instructions of the 80286
were mapped to 110 low-level icode instructions. We
continue to use the 80286 as a test vehicle due to its
CISC characteristics and its manageable size; the Pen-
tium has over 500 machine instructions. For the pur-
poses of this analysis, the Pentium does not add extra
complexity to the problem, only extra maintenance
time.

As part of decompilation analysis to recover high-
level code from this intermediate representation, data
flow analysis is performed in the CFGs to recover high-
level expressions, remove dead code, recover param-
eters to procedures, remove any references to regis-
ters and condition codes, and remove references to the
stack (either local variables or parameters) [6]. Part
of this data flow analysis will be required for binary
translation purposes, and is required for slicing pur-
poses; the relevant parts will be mentioned in Section 4
during the explanation of the slicing algorithm.

LA basic block is a sequence of instructions in which flow of
control enters at the beginning and leaves at the end without
halt or possibility of branching except at the end.



4 Slicing of Binary Executables

For slicing purposes, we assume we have a disassem-
bler such as dasm which not only decodes the binary
file and its machine instructions, but also stores the
instructions in terms of low-level instructions that re-
semble assembly code and control flow graphs for each
procedure. Such intermediate representation allows us
to analyze the graphs as per standard compiler opti-
mization techniques.

Throughout this paper we refer to Horwitz et
al [16]’s algorithm as the conventional static slicing al-
gorithm, and the extensions performed by Agrawal [1]
as the conventional goto algorithm. This latter algo-
rithm is a suitable basis for slicing machine-code and
assembly programs but requires some changes as de-
scribed in 4.1 and 4.2. Figure 2 shows the disassembly
of the main procedure of the test C program in Fig-
ure 3.

The conventional goto algorithm uses CFGs of in-
structions, the PDG to hold data and control depen-
dencies, the PDT to construct the PDG, and the lex-
ical successor tree (LST) to add the missing (uncon-
ditional) jumps to the slice. A statement S’ is said to
be the immediate lexical successor of statement S if
deleting S from the program causes the control to pass
to S’ whenever it reaches the corresponding location
in the new program [1].

When slicing binary code, we use CFGs of basic
blocks, CDG, PDT, and use-definition (ud) chains as
per the following description. We do not construct the
LST as this structure is not adequate for all assembly
programes, as explained in 4.2.

The steps of the algorithm are as follows:

1 Determine the slice using the conventional algorithm,

2 Add unconditional jumps and returns to the slice,
3 Fix jump labels.

4.1 Step 1

Traditional slicing techniques use individual state-
ments as the node granularity in graphs. When slic-
ing machine-code and assembly representations, using
basic blocks as the node granularity in the graph is
more appropriate as the number of instructions tends
to be fairly large when compared to their high-level
language counterpart. A study on the reduction rate
of assembly instructions to high-level statements on a
CISC machine, when being regenerated from the as-
sembly code, gave an average of over 70% of the assem-
bly instructions being eliminated by the analysis [6].

Control dependencies have traditionally being built
based on the PDT of a procedure, as it shows nodes in
the path to the end of the routine satisfying postdom-
inance relationship. These control dependencies are

main PROC NEAR
000 PUSH bp ; ud(bp)=-1
001 MOV bp, sp ; ud(sp)=-1
002 SUB sp, 2 ; ud(sp)=-1
003 PUSH si ; ud(si)=-1
004 PUSH di ; ud(di)=-1
005 XOR si, si
006 MOV  word ptr [bp-2], 0
007 MOV di, OFFFBh
008 JHP L1
009 L1: CHP di, Oih ; ud(di)=7
010 JL L2 ; ud(cc)=9
011 PUSH si ; ud(si)=5,32,50,56
012 MOV ax, 194h
013 PUSH ax ; ud(ax)=12
014 CALL near ptr printf
015 POP cx
016 POP cx
017 PUSH word ptr [bp-2]
018 MOV ax, 19Eh
019 PUSH ax ; ud(ax)=18
020 CALL near ptr printf
021 POP cx
022 POP cx
023 POP di
024 POP si
025 MOV sp, bp ; ud(bp)=1
026 POP bp
027 RET
028 L2: OR di, di ; ud(di)=7,34
029 JG L3 ; ud(cc)=28
030 MoV ax, si ; ud(si)=32,50,56,5
031 ADD ax, di ; ud(ax)=30 ud(di)=7,34
032 MoV si, ax ; ud(ax)=31
033 JHP L4
034 L4: INC di ; ud(di)=7,34
035 JMP L1
036 L3: MOV ax, [bp-2] ; ud([bp-21)=6,38
037 INC ax ; ud(ax)=36
038 MOoY [bp-2], ax ; ud(ax)=37
039 MOV ax, di ; ud(di)=7,34
040 MOV bx, 2
041 CWD ; ud(ax)=39
042 MOV tmp, dx:ax ; ud(dx:ax)=41
043 IDIV bx ; ud(bx)=40 ud(tmp)=42
044 MOD bx ; ud(bx)=40 ud(tmp)=42
045 OR dx, dx ; ud(dx)=43
046 JNE L5 ; ud(cc)=45
047 MoV ax, di ; ud(di)=7,34
048 SHL ax, 1 ; ud(ax)=47
049 ADD ax, si ; ud(si)=5,32,50,56 ud(ax)=48
050 MoV si, ax ; ud(ax)=49
051 JHP L4
052 L5: MOV ax, di ; ud(di)=7,34
053 MoV dx, 3
054 MUL dx ; ud(dx)=53 ud(ax)=52
055 ADD ax, si ; ud(si)=32,50,56 ud(ax)=54
056 MOV si, ax ; ud(ax)=55
057 JMP L4

main ENDP

Figure 2: Disassembled Code for main() Procedure of
Test Program, Annotated with Use-Definition Chains.

hard to determine without constructing the PDT in
machine-code and assembly programs as a procedure
may have more than one return instruction and there-
fore there are different paths to the end of the routine.
Also, we cannot assume that the nesting level of the
statements in the procedure can be used as the proce-
dure’s graph may be unstructured in general and such



void main()
{ int sum, positives, x;
sum = 0;
positives = 0;
for (x = -5; x < 10; x++) {
if (x <= 0)
sum = sum + x;
else {
positives = positives + 1;
if (x % 2 ==0)
sum = sum + 2 * x;
else
sum = sum + 3 * x;
}
}
printf (“"sum = %d\n", sum);
printf ("positives = %d\n", positives);

Figure 3: Sample Test C Program.

assumption would restrict the techniques to a limited
number of binary executables. Note however that dur-
ing control flow analysis of the CFG for the purposes of
recovering the underlying control structures of a graph
and their nesting level, unstructured graphs can be
forced to have nesting levels based on a particular cri-
teria [7] or be node-split to replicate nodes and convert
the graph into a structured one [13]. In the present
case though, it is not worth the extra analysis to de-
termine this imposed nesting level, so the contruction
of the control dependence graph (CDG) based on the
PDT and the CFG is favoured. The PDT can be ef-
ficiently constructed in O(Na(N)) time, where N is
the number of nodes in the CFG [21]; a simpler imple-
mentation is described in [12]. The CDG can be built
in N? time by walking the PDT [11]. The CFG, PDT
and CDG for the test program are shown in Figure 4.
The nodes entry, start and end are traditionally used
in the analysis by augmenting the CFG with them;
these nodes need not necessarily exist in the CFG.
We represent data dependencies of the program in
terms of ud-chains [2] at the procedure level rather
than DDGs as these chains are useful to other types of
analyses that can be performed in the binary code (e.g.
dead register elimination, dead condition code elimi-
nation). The ud-chains are generated for each register
and condition code used in an instruction. However,
we first perform idiom analysis of the icode instruc-
tions so that an instruction such as xor si,si (in-
struction 5 in Figure 2) is treated as mov si,0 which
is the end effect of xor’ing a register to itself. In this
code, the compiler decided to generate an xor instruc-

tion rather than a mov instruction as the former takes
less machine cycles. Failure to perform this analysis
would assume a (redundant) use of register si prior
to its re-definition, hence creating an unnecessary de-
pendency on its interprocedural (caller’s) si value.

In order to cater for conditional jumps that are not
dependent on a register (e.g. jump on less than (j1),
jump on not equal to zero (jne), as opposed to jump
if cx register zero (jcxz)), use-definition chains on
condition codes need to be used. However, given that
a large percentage of instructions in CISC machines
define and use condition codes, dead-condition code
elimination has to be performed first; this analysis is
consistent with decompilation and binary translation
analyses required to determine the effects of machine
instructions, as reported in [6]. For example, in the
following code

cmp dx, bx ; dF = {CF,ZF,SF}
jg L10 ; uF = {SF}

the compare instruction cmp dx,bx sets the condition
codes CF (carry flag), ZF (zero flag) and SF (sign
flag). The conditional jump instruction jg L10 uses
the sign flag to determine whether the jump is to be
taken or not. Dead-condition code elimination would
determine that the zero and carry flag set by the com-
pare instruction are dead and therefore irrelevant to
the analysis; however, the sign flag is set by this in-
struction and then used in the conditional jump, hence
making the conditional jump data dependent on the
comparison instruction. Figure 2 shows use-definition
chains at the procedure level for all registers and con-
dition codes in the main procedure. In these chains,
a -1 denotes that the register was set outside the cur-
rent procedure, and cc denotes the relevant condition
code(s) used by the conditional jump after performing
dead-condition code elimination.

Overall, condition codes need to be analyzed for all
instructions and extraneous ones removed via dead-
condition code elimination. In the example of Fig-
ure 2, only conditional jumps use these condition
codes, however, Figure 6 shows the dependency of
instruction LODSB on the direction flag, previously
cleared by instruction CLD (i.e. inter-basic block anal-
ysis is needed in some cases).

4.2 Steps 2 and 3

The second step adds unconditional jump and re-
turn instructions. In the conventional goto algorithm,
the lexical successor tree is used to represent the next
high-level statement at the same nesting level of a
given statement; the lexical successor of the last in-
struction is the end of the procedure (i.e. } in C). The



Figure 4: Control Flow Graph, Program Dependence
Tree, and Control Dependence Graph for the Program
of Figure 2.

lexical successor is well-defined in high-level language
programs; a slicing algorithm need work only with one
representation of the input program. However, in bi-
nary code, there is more than one representation in
assembly code of the same binary code. This variety
of representations leads to different lexical successors
based on the representation of the same binary code.
For example, in Figure 2, if the unconditional jump
at instruction 33 is removed, the control passes to in-
struction 34, hence the lexical successor of 33 is 34.
However, if the unconditional jump at instruction 57
is removed, we cannot determine where the control
passes to, given that the end of the procedure is not
at the end but interleaved within the code at instruc-
tion 27.

An unconditional jump and a return instruction in-
troduce a break in the flow of control of the program.
Adding these instructions to the slice requires that
such instructions belong to basic blocks that were tra-
versed in the construction of the modified conventional
algorithm (step 1). This step is linear on the number
of basic blocks.

The last step fixes target labels by checking all the
jumps that belong to the slice.

Applying this modified version of the conven-
tional goto algorithm creates precise static slices for
machine-code and assembly code. Figure 5 shows the
slice obtained for the test program of Figure 2 when
slicing on register si at instruction 11.

5 Experience
We implemented the above mentioned techniques
on slicer286, as an extension of the 80286 dasm disas-

main PROC NEAR
005 X0R si, si
007 Mov di, OFFFBh
009 Li: CMP di, OAh
010 JL L2
011 Start:
028 L2: OR di, di
029 JG L4
030 MoV ax, si
031 ADD ax, di
032 Mov si, ax
034 L3: 1INC di
035 JMP L1
036 L4:
039 Mov ax, di
040 Mov bx, 2
041 CWD
042 Mov tmp, dx:ax
044 MOD bx
045 OR dx, dx
046 JNE L5
047 Mov ax, di
048 SHL ax, 1
049 ADD ax, si
050 MoV si, ax
051 JUP L3
052 L5: MOV ax, di
053 Mov dx, 3
054 MUL dx
055 ADD ax, si
056 Mov si, ax
057 JUP L3

main ENDP

Figure 5: Slice of Test Program with Respect to Reg-
ister si at Instruction 11.

sembler for DOS binaries. slicer286 disassembles bi-
naries and displays each procedure at a time, prompt-
ing the user whether he wants to perform slicing on
the current procedure. Slicing is allowed on any reg-
ister that the machine has, at any instruction in the
procedure (instructions are enumerated on the left-
hand side for use convenience). Figures 5 and 6 were
generated by this tool.

As can be seen from the sample slices, when slicing
on registers at the binary level, a reasonable amount
of instructions are returned in the slice. Given that
registers are always going to be set by stack variables
(locals or arguments), memory locations (globals), or
constants, their slices are bound to be a fraction of
the code so long as non-aliased memory locations are
used. In our analysis we did not include any analy-
sis of aliases (i.e. pointers) as this analysis requires
interprocedural analysis which is beyond the scope of
the application of these techniques. As mentioned in
the introduction, we are interested in solving indexed
jumps and indirect calls on registers in a reliable way,



hence if unsure about memory locations, stop at such
locations rather than determine their dependencies.

The techniques can clearly be extended to deal with
stack variables at no extra cost; notably only use-
definition chains on these variables need to be intro-
duced in the analysis (all other data structures already
hold the right information). This would be necessary
if implementing a debugging slicer tool for example.

Figure 6 showed a dependency of LODSB at instruc-
tions 15 and 27 on instruction 10 (CLD). It was interest-
ing to see that ud-chains on condition codes provided
dependencies across basic block boundaries. This type
of dependency is not normally expected from user
written code, as the compiler normally sets a condi-
tion code and uses it within the same basic block (e.g.
conditional jumps on extended basic blocks). How-
ever, library code may have been written in assembler
and hence this type of dependencies may be found.

When slicing high-level language programs, once
arrays and pointers are introduced, the returned slices
are quite large (almost the whole routine). In compari-
son, at the binary level, one is normally only interested
in base data types such as bytes and words, as this is
the only data type information that we can assume
comes with the binary. Higher-level information such
as arrays are normally not part of the binary, and re-
covering such information requires extensive analysis
and is more inline with decompilation analysis. How-
ever, the use of slicing techniques at the compound
data type level seems unnecessary.

5.1 Application to the Indexed Jump Ex-
ample

Applying the described slicing process, the indexed
jump on register bx at instruction 71 in Figure 1 gen-
erates the slice in Figure 6. Instruction CLD clears
the direction flag, which is later used by instruction
LODSB to assign to register al the contents of the ad-
dress pointed to by si, and increment this address. If
the direction flag was set, register si would be decre-
mented each time LODSB was invoked.

Range-value propagation analysis [22] of this slice
would determine that the possible range of values for
register bx at instruction 71 are [0..17h] words (2 bytes
for this particular machine), hence allowing the decod-
ing of the target branches of this switch/case state-
ment. Note however that the slice is lengthier than
required for the range-value analysis in this case as in-
struction 44 depends on the contents of bx and as such
the slice has included all statements that impinge on
that value. Even without knowledge of such memory
value, the final comparison restricts register ax to be
within 0 and 17h words. Hence, we can stop at mem-

ory locations during our slicing analysis if this is to
be integrated with the detection of jump targets for
indexed jumps.

001 MoV bp, sp
010 CLD

014 Mov si, [bp+6]
015 L1i: LODSB

016 OR al, al
017 JE L4

018 CMP al, 25h
019 JE L3

020 L2:

026 L3:

027 LODSB

028 CMP al, 25h
029 JE L2

038 XOR ah, ah
040 Mov bx, ax
041 SUB bl, 20h
042 CMP bl, 60h
043 JAE L3

044 Mov bl, [bx+291h]
045 CMP bx, 17h
046 JBE L5

048 L3:

055 L4:

070 L5: SHL bx, 1

071 S: JMP  word ptr cs:[bx+9B3h]

Figure 6: Slice for the Program of Figure 1 on Register
bx at Instruction 71.

6 Conclusions

In this paper we have explained how to apply con-
ventional slicing techniques and required changes to
slice machine-code and assembly-type languages. The
techniques are suitable for the debugging of machine-
code and to determine the statements that a particu-
lar indexed register is dependent on for the purposes
of knowing the range of values that such register can
take when analyzing code statically.

For each program, we make use of the control flow
graph (CFQG) of basic blocks for each procedure as
part of the intermediate representation. We determine
data dependencies using use-definition chains on regis-
ters and condition codes, at the procedure level (after
performing an idiom analysis to better represent the
semantics of some machine instructions). Condition
code dependencies allow us to include for example, un-
conditional jumps and comparison instructions in the
slice. Control dependencies are determined by con-
structing the control dependence graph for unstruc-
tured graphs and post dominator tree (PDT) for each
procedure. Based on the PDT and the CFG, uncon-
ditional jumps and returns are added to the final slice



if they are in the path to the instructions in the slice.
The final slice is non-executable as it does not include
all return statements needed in assembly code.

7 Future Work

We are working on a retargetable binary translation
framework. The intraprocedural slicing technique de-
scribed in this paper will be extended to deal with the
determination of the range of values that a particular
register can have at an indexed jump or call. For more
information on the binary translation project check:
http://www.cs.uq.edu.au/groups/csm/ bintrans.html
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