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2 Département de génie informatique, École Polytechnique de Montréal,
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Abstract. In the context of ambient networks, this article describes a
cryptographic protocol called Common History Extraction (CHE) pro-
tocol implementing a trust management framework. All the nodes are
supposed to share the same cryptographic algorithms and protocols. An
entity called imprinting station provides them with two pairs of pub-
lic/private keys derived from their identities. Also, two strange nodes
wanting to initiate an interaction have to build a seed of trust. The trust
between two nodes is based on a mutual proof of previous common met
nodes.
Keywords: cryptographic protocol, trust management framework, Iden-
tity based encryption.

Introduction

Nowadays, wireless communications are a critical aspect of computing devices,
and offer open solutions for providing mobility and autonomous actions: a smart
device as the center of a Personal Area Network is only one major device in
an environment where every object will soon be able to communicate. Devices
in radio range can potentially establish self-organized networks of two or more
objects. In such a context, the peer-to-peer communication capabilities of smart
objects will not be restricted simply to access fixed networks and mobility during
the use of more complex services, addressed by means of ad hoc communication
capabilities, will necessarily receive more attention.

However without centralized trusted agents, we are facing a risk manage-
ment problem requiring a specific security model and associated cryptographic
techniques. Also, we propose a trust decision based on the use of informations
cryptographically proved, to reduce this risk. Roughly, smart devices record past
interactions between autonomous nodes in a history (after a bootstrap phase); to
interact, nodes first search previous common met nodes in their histories; then,
they mutually authenticate; and finally, they prove, using a security protocol
presented here, that these common interactions really took place. If the number
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of such common interactions is sufficient that is, upper a certain threshold, then
the interaction may occur [17].

The security protocol proposed here is based on the notion of cryptographic
ID first introduced by A. Shamir [25], adapted to elliptic curves by D. Boneh and
M. Franklin [5] for the cipher and used by Chen, Zhang and Kim [8] for a signa-
ture without a trusted PKG (Private Key Generator). The main advantages to
use elliptic curve identity based cryptography is the gain in size and in compu-
tational time in adequacy with small devices used in ambient networks such as
PDAs or smart phones. Moreover, user’s public key being or being derived from
his identity, there is no requirement of public key directories. Also, key distribu-
tion being far simplified, this make ID-based cryptosystems advantageous over
the traditional Public Key Cryptosystems (PKCs).

This paper is organized as follows: section 1 presents relevant approaches
concerning trust and trust management framework and specifies the proposed
history based trust approach. Section 2 provides a detailed description of our
protocol while section 3 performs the security analysis of our protocol against
classical attacks. Section 4 precises some parameters required for the protocol.

1 Trust management framework and the Common
History Extraction (CHE) protocol

Reliability trust, as the name suggest, can be interpreted as the reliability of
something or somebody according to the Gambetta’s definition [12]. This can
be formulated as follows (Reliability Trust): ”Trust is the subjective probability
by which an individual, Alice, expects that another individual, Bob, performs
a given action on which its welfare depends”. This definition includes the con-
cept of dependence on the trusted party, and the reliability (probability) of
the trusted party, as seen by the trusting party. However, trust can be more
complex than Gambetta’s definition indicates. For example, Falcone and Castel-
franchi [10] recognise that having high (reliability) trust in a person in general is
not necessarily enough to decide to enter into a situation of dependence on that
person. Therefore, we can also adopt the following definition (decision trust) by
McKnight and Chervany [9]: “Trust is the extent to which one party is willing to
depend on something or somebody in a given situation with a feeling of relative
security, even though negative consequences are possible”.

1.1 Related works

According to [27], trust management systems are classified into three categories:
credential and policy-based trust management, reputation-based trust manage-
ment, and social network-based trust management. This approach depends on
the way we establish and evaluate trust relationships between nodes. In creden-
tial and policy-based trust management system [2–4], a node uses credential ver-
ification to establish a trust relationship with other nodes. Their concept of trust
management is limited to verifying credentials and restricting access to resources
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according to application-defined policies: they aim to enable access control [13].
A resource-owner provides a requesting node access to a restricted resource only
if it can verify the credentials of the requesting node either directly or through a
web of trust [15]. This is useful by itself only for those applications that assume
implicit trust in the resource owner. Since these policy-based access control trust
mechanisms do not incorporate the need of the requesting peer to establish trust
in the resource-owner, they by themselves do not provide a complete generic trust
management solution for all decentralized applications. Reputation-based trust
management systems on the other hand provide a mechanism by which a node
requesting a resource may evaluate its trust in the reliability of the resource and
the node providing the resource. Trust value assigned to a trust relationship is
a function of the combination of the nodes global reputation and the evaluating
nodes perception of that node. The third kind of trust management systems, in
addition, utilize social relationships between nodes when computing trust and
reputation values. In particular, they analyze a social network which represents
the relationships existing within a community and form conclusions about nodes
reputations based on different aspects of the social network. Examples of such
trust management systems include Regret [23, 24] that identifies groups using
the social network, and NodeRanking [22] that identifies experts using the social
network.

Ambient networks are environments where only a distributed reputation sys-
tem, i.e. without any centralized functions, is allowed [20]. In a distributed sys-
tem there is no central location for submitting ratings or obtaining reputation
scores of others: each node must protect itself from potential malicious nodes
using only self-contained informations and a local control. The trust data can
be distributed stores where ratings can be submitted, or each participant sim-
ply records the opinion about each experience with other parties, and provides
this information on request from relying parties. A relying party, who considers
transacting with a given target party, must find the distributed stores, or try
to obtain ratings from as many community members as possible who have had
direct experience with that target party. The relying party computes the rep-
utation score based on the received ratings. In case the relying party has had
direct experience with the target party, the experience from that encounter can
be taken into account as private information, possibly carrying a higher weight
than the received ratings. The two fundamental aspects of distributed reputa-
tion systems are: a distributed communication protocol that allows participants
to obtain ratings from other members in the community and a reputation com-
putation method used by each individual agent to derive reputation scores of
target parties based on received ratings, and possibly on other information.

In our model that uses a history based approach as the one proposed in [7],
the acting peer tries to forge a direct experience with the target party using
the content of their own histories. The trust level is then computed only after
successful transactions corresponding with a positive reputation mechanism as
described in [27].
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1.2 Overview of our protocol

Let us first briefly describe the general architecture where trusted histories take
place. All smart devices participating to this trust management architecture
have to carry common specific cryptographic algorithms and protocols. This
is obtained through an imprinting phase previous to any other interactions.
Special fixed secure functional units called imprinting stations are supposed [26].
A device belongs to a domain associated to a specific station and receives from
this station an initial seed of trust constructed from a secret master key s unique
for each station.

Just after each node has received its initial trust germ, history is obviously
empty of any interaction. The number of common nodes is of course insufficient
to permit an autonomous running and thus, it is necessary a bootstrap phase. So,
two persons that want to exchange some services or some informations initiate an
interaction by forcing by the hand this particular meeting - as in a Bluetooth like
model [14], this gives the desired history element. After this bootstrap period,
the nodes use the content of their histories to accept or reject a new interaction,
the human intervention is then obvious and no more forcing are needed.

Then, it starts recording a history based upon the knowledge of its inter-
actions with encountered nodes. When two strange nodes interact for the first
time, they exchange the concatenation of the public keys of their respective
histories and search their common elements. The interaction takes place if the
number of common nodes is upper a given threshold. Of course, they need to
prove one to each other the common history that could be trusted. The cryp-
tographic protocol described in this paper ensures that any recorded element of
history cannot be used by any other node. This issue will be discussed in section
3. This mutually proved history is used to create and enforce the trust relation
needed to establish service interactions. At the end of any interaction, a provable
value created and signed by the other party constitutes an element of history
to parties. This common value also proves the identities of the nodes in pres-
ence. The core of the cryptographic method used to extract elements of history
common to interacting nodes is called Common History Extraction protocol. In
our model, there are no trust notation or reputation principles as proposed for
example in [18].

This model could be compared to a non transitive version of the one used
in the “Web of trust” defined by GnuPG [11]: in our model, we (weakly) au-
thenticate nodes and previous interactions based on successful previous meetings
but only at distance one between nodes. We does not consider here a condition-
ally transitive trust (i.e. a contextual trust). The identity itself is proved also
by the use of identity-based cryptography and moreover we use elliptic curves
cryptography as basic blocks to design our protocol.

Our proposal is an alternative to pairing model requiring intervention of
users and not relevant in the case of short term association between devices.
Moreover, in the pairing model, authentication and encryption are made using
a symmetric key derived from a PIN information physically entered on each
device, making the model prone to simple off-line attack due to this shared
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key [14]. Although a distributed n to n pairing model with removal or banishment
of devices procedures and rules to solve potential conflicts is proposed in [21]
but this model only takes into account a long term virtual private network
with a secure long term community. In [6] a history based trust model is also
presented but dedicated to group signature and using trusty environment to
generate elements of history.

2 A detailed description of the CHE protocol

2.1 The initial seed of trust

Each device receives a trust germ from its imprinting station. It is composed
by the following initial informations: ID an identity (eMail adress or IP address
or just a simple name) supposed to be unique in the domain of the imprint-
ing station chosen by the node, (SID, QID) a first pair of private/public key
for cipher operations, a second pair of keys (SS

ID, QS
ID) for the signature and a

set representing all the public parameters of the elliptic curves required along
computations:

Params: Ω := 〈Fp, a, b, P, h,G1, G2, e,H1,H2,H
′

1,H
′

2;Ppub,Ω〉

where: a and b are the parameters of a particular elliptic curve y2 = x3 + ax + b
on Fp; P , a particular point of this curve of prime order q; h, the cofactor defined
as h = #E(Fp)/q; G1, is a first additive cyclic group of prime order q built using
the P point; G2, a multiplicative cyclic group of the same order; e, a bilinear
pairing from G1 × G1 to G2; H1 : {0, 1}∗ → G∗

1 and H2 : G2 → {0, 1}n, two
map-to-point hash functions required for the Boneh-Franklin’s Identity Based
Encrytion (BF-IBE) (see [5] for more details); and H ′

1 : {0, 1}∗ ×G1 → G1 and
H ′

2 : {0, 1}∗ × G1 → Zq, two hash functions required for the Chen-Zhang-Kim
IBS signature scheme (CZK-IBS) (see [8] and annex A for more details).

Ω-values are the domain identifier values provided to each node imprinted
by the same imprinting station. Every imprinting station possesses the same Ω-
values except Ppub,Ω = sP varying along the parameter s, the master key of the
station. This value depends on each station and must be absolutely kept secret
by it.

None of those stations is supposed to be certified by any authority. More-
over, an independent mobile, imprinting itself, may be its own standalone se-
curity domain. Another important point is that each smart device shares the
same cryptographic algorithms and protocols downloaded from the imprinting
station: a fingerprint algorithm, a signature algorithm, a zero-knowledge proto-
col, a protocol to construct secure channel and the public parameters. The only
values that each smart device has to keep secret is SID and SS

ID as usually in
cryptosystems.

In the context of mobile objects with low capacity, cryptography based on
elliptic curves (ECC) leads to many advantages. In particular, its use makes
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possible to develop algorithms and protocols whose the robustness and the com-
putational and space cost are more advantageous than usual cryptography (as
RSA).

2.2 The Common History Extraction (CHE) protocol: How the
mechanism enhances the reciprocal trust

Once the initialization phase done, a node may then interact with other nodes
without connexion with its imprinting station. This is the second phase of our
protocol.

The “Common History Extraction” protocol extracts the common acquain-
tances contained in the nodes’ history. We have followed the Boneh and Franklin
proposition [5] to construct the secret/public key pair of each node, to cipher
some messages and also to build a secure channel with a weak authentication. We
also have made use of the Chen-Zhang-Kim’s Identity Based signature scheme
as defined in [8] to sign the required elements. Thus, each node has received two
pairs of public/secret keys during the imprinting phase, one pair (SID, QID) for
the cipher operation and one pair (SS

ID, QS
ID) for a signature purpose.

The first step of our protocol takes place once Alice and Bob have interacted
yet. In this case, they already have built a trust bond using one of the three
following possible methods: they could have already met and just have to rebuild
a trust nonce; they could also have built a trust bond constructed on the previous
common interactions; or during a bootstrap phase and then, the corresponding
users have forced by the hand the beginning of the interaction.

At the end of their interaction, Alice and Bob build, in a secure channel using
the IBE scheme a message m of reciprocal trust. They sign it. Alice stores in her
history (m,QB, QS

B, signSS

B

(m)) while Bob stores (m,QA, QS
A, signSS

A

(m)) in his
history.

A
creation of a secure channel (IBE Scheme)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→ B

A
create a message m=”IDA and IDB trust each other”
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→ B

A
A signs m with IBS

−−−−−−−−−−−−−−−−−−−−−−→ B

A
B signs m with IBS

←−−−−−−−−−−−−−−−−−−−−−− B
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Suppose now that in the same way Bob and Charlie have built a secure channel
to exchange a common message m′.

B
creation of a secure channel (IBE Scheme)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→ C

B
create a message m′=”IDB and IDC trust each other”
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→ C

B
B signs m′ with IBS

−−−−−−−−−−−−−−−−−−−−−−→ C

B
C signs m′ with IBS

←−−−−−−−−−−−−−−−−−−−−−− C

Following that, if Alice meets Charlie, to mutually prove that they have re-
spectively met Bob previously, they will exchange a public part of their histories
and Charlie, first, will prove to Alice that Bob trust him using m′.

A
did you meet Bob before ?
−−−−−−−−−−−−−−−−−−−−−−→ C

A
(m′,sign

SS
B

(m′))

←−−−−−−−−−−−−−−−−−−−−−− C

verifies m′

The reciprocal process will be repeated by Alice.
Notice also that due to the particular structure of the built message, we

could easily add some semantic notions in this message and prove the associated
keywords used.

3 Security analysis

3.1 Classical attacks

We sketch in this section the security analysis of our protocol against classical
attacks. The security of each cryptographic primitives of [5] and [8] has been
clearly established in the initial articles describing those primitives.

This protocol permits to guarantee the following traditional cryptographic
properties: weak authenticity (as Charlie knows the Bob’s public key, he could
authenticate his signature), integrity is guaranteed by the hash function used in
the IBS scheme as in the classical case of a certificate, confidentiality is guaran-
teed by the use of the cryptographic IDs. Those IDs also permit to guarantee
that the first phase of our protocol was correctly done. The secure channel built
at the beginning of the exchange in the first phase also prevents a man-in-the-
middle attack.

The Key Escrow drawback. The use of the IBE scheme introduces the
well known key escrow drawback: the PKG (here the imprinting station) could
read all the messages exchanged between the nodes imprinted by itself and also
cipher some due to its knowledge of each created key pair. That’s why we decide
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to use the IBE scheme only for the creation of the secure channel, the main
step of our protocol is protected by the CZK-IBS scheme where the key pair
generated is unknown from the imprinting station.

Man in the middle attack. Due to the use of an IBE scheme for creating
the secure channel, each node could verify the validity of an ID by testing if a
message could be decipher by this ID. So, a man in the middle attack could be
easily discarded between the nodes. However, due to the key escrow drawback
of the IBE protocol, a man in the middle attack could be performed by the
imprinting station at the creation of the secure channel but this imprinting
station could not sign the corresponding message. It could forge false messages
but could not prove them. So, in all cases, a man in the middle attack can not
be performed.

Denial of service attack. To discard the denial of service attack from a
particular node, we suppose here that the first node performing the verification of
the common elements of history is the one asking for a service. Our protocol does
not prevent a distributed denial of service attack originating from a coalition of
nodes against a single one.

3.2 Other attacks

A cross-domain protocol. One of the main advantage of our protocol is that it
is a cross-domain protocol: two nodes, not belonging to the same security domain
(or to the same imprinting station) could nevertheless interact by comparing the
contents of their respective histories once they exchange the public key of their
security domains (we suppose here that all the other parameters are the same).
The main problem in this case is the usurpation of security domains: suppose
that an attacker forges an imprinting station with a name that already exists and
that it generates exactly the same IDs than the ones of another security domain.
At this point two ways are possible: or the attacker also steals the public key of
this domain and gives it as its own public key or the attacker gives another public
key. In the first case, a node of the attacker could not decipher any message send
to it due to the lack of the corresponding secret key. In the second case, the two
domains differ from the values of their public keys and are not exactly the same
even if they have the same name and the same nodes IDs. So, the computations
performed in our protocol will be different and two nodes with exactly the same
complete ID do not decipher and sign in the same way.

However, our protocol could not completely discard this problem: two nodes
will possess exactly the same ID and the same public key not the same signature
key (upon which we perform the last challenge). So, we could differentiate Alice1
from Alice2 using their signature private keys.

Non-transferability of History. Suppose now that an attacker steals Al-
ice’s identity and all her history and that an attacker could not steal the secret
key (in this case the attacker would become an Alice’s clone!). So, this attacker,
knowing all the Alice’ history, could never prove the previous interactions be-
cause he does not know the secret SIDA

. However, Alice could always clone
herself with some other terminals but the benefit of such an attack is very low:
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two nodes Alice in an ambient network could hardly construct exactly the same
history. However, those nodes with exactly the same keys could build a very
strong history and have lots of recorded elements and could interact more easily
than the others. Therefore, Alice’s cloned devices could be carried by different
persons visiting different places in order to have different histories. This is not
considered by us as a major risk since it is a social engineering attack which is
difficult to conduct as well as difficult to surround by cryptographic methods.

Anonymity. Our protocol does not guarantee the anonymity of the nodes
IDs and of the nodes previous meetings as done in [3]. As reported in [27], there
is an inherent trade-off between trust and anonymity and our aim is to propose
a trust management framework . Thus, we consider here the trust weather of
the network: a minimal trust level could only be reached if the nodes reveal
some informations about them. We could improve this aspect by changing the
transmission of the list of the encounter nodes public keys according the weather
of the network (by ciphering the list using the public key of the node with a nonce
for example). We also could imagine a mechanism where the nodes broadcast
the list of the public keys of the nodes they have met to increase the general
trust level of the network: “who meets who ?” will become in this case a trust
indicator.

4 Some implementation results

The main parameters in our model are the size of the common history a node
requires to accept an interaction and the size of the history itself. Note that,
there exists an asymmetry in interactions and the size of the common knowledge
required to be receiver or to be provider do not need to be the same. Also the
fact that the corresponding node belongs or does not belong to the same security
domain may also influence. For inner domain relationship, the size of the common
history required is clearly related to the size of the community.

4.1 Probabilistic approach

We consider here that the size of the history is k (using a least-recently-used
(LRU) eviction policy) and depends on the total number n of nodes for a given
imprinting station. We then want to estimate the required number p of common
nodes in the history to permit access to some services. We suppose in this sub-
section that the nodes meetings are random and does not depend on some laws
of proximity.

We then deduce the probability that A and B belonging to the n nodes group
have at most p common knowledges (excluding p): 1

((n

k))2
·
∑p−1

i=0

(

n
i

)

·
(

n−i
k−i

)

·
(

n−k
k−i

)

.

And then, the probability P they have at least p common knowledges is given
by:

P = Pr(A ∩B ≥ p) = 1−
1

(
(

n
k

)

)2
·

p−1
∑

i=0

(

n

i

)

·

(

n− i

k − i

)

·

(

n− k

k − i

)

(1)
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We have computed the corresponding probability of success in a such case
and, inspired from the birthday paradox, have observed that for a given group
of size n, if the size k of the history is n/ ln(n) and the threshold number p of
common knowledges is about

√

n/ ln(n) then the probability of success (here to
create a trust link) is greater than 50%. So, as an example, if n = 100, k = 22
and p = 5, the success probability is about 56, 6% (for the same parameters
and p = 3, this probability reachs 92%). In this case, we see that the size k of
the history is reasonable and could be easily carried by each node and that the
number of verifications to perform, given by the p value is also not excessive.

We have summed up in the following table some results concerning the pa-
rameters n, k and p and the P probability:

n k = n/ ln(n) p =
√

n/(ln(n) P
100 22 5 56,6 %
200 38 7 61,9 %
500 81 9 94,1 %
1000 145 13 98,9 %
2000 264 17 99,99 %
5000 588 25 100 %
10000 1086 33 100 %

4.2 Simulation results

Our model is dedicated to smart devices, therefore such devices are belonging
to a person and so resulting interaction graph is a social graph. Social graphs
have been studied for a long time, first by sociologists and more recently by
mathematicians [19].

The first property of social graph is the small world effect. This property
means that even in social graph strongly geographical (so with insular part or
social barriers) there exists short connecting path. More recently, some works
emphasize recurrent clustering organization which can also affect the way so-
cial graph should be studied. The last property, which is very important for
simulation, is the skewed degree distribution.

In order to study the p parameter of the trust model we use random graph
with skewed distribution [16]. The sequence of degree is obtained through an
exponential and continuous power-law distribution generator.

The aim of our simulation is to provide basic idea to verify the correct choice
of the p parameter for a given community. The goal is to choose the right p
parameter that give large probability of spontaneous interaction between nodes
of the community and low probability of interaction between a node not belong-
ing to the same community. This empirical approach need the knowledge of the
community, in term of degree distribution. Most of community specification are
arbitrary. This is a first step to automatic - or semi automatic configuration for
our model and a specific community.
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Let us suppose a community denoted C of 30 nodes interacting inside a social
group G of 100 nodes, including the C community. We suppose that interactions
are more frequent between nodes of C than between a node of C and a node of
G\C. Therefore, G also constitutes a social group and has same general proper-
ties. In our simulations, we define a community with 4 parameters: s the size of
the community, dmin and dmax corresponding to the range of possible degrees
of nodes, and α the exponent of the power-law distribution function. Here the
parameters both of C and G:

Nodes dmin dmin α
C 30 6 12 2.4
G 100 5 10 2.4

We then study, according the p parameter the number of nodes of G\C
that will be directly included in the C community considering a history with
an infinite size. The p parameter must be chosen very carefully to prevent the
community C from being drowned into the group G. We obtain the following
results according the p parameter:

p 3 4 5 6
number of nodes 15-20 3-5 0-1 0

included in the community
Inside C probability 99.9% 99.98% 98.66% 92.84%

of spontaneous interaction

In the previous table one can see the number of nodes from G\C sponta-
neously included in the community C with respect to the value of p. Depending
of parameters, the community can be relatively open - choosing a small value
for p means that outsider nodes are easily included in C, or closed - choosing
a high value for p makes the spontaneous inclusion of outsiders nodes difficult.
The second line of the table shows that whatever the value of p, the community
itself works fine with a probability of spontaneous interaction greater than 90%
(computed with a history of size 15).

4.3 Implementation aspects

Moreover, to initiate an interaction, the node that provides a service to an other
sends it the concatenation of all the public keys QID that it has in its history.
Each public key is 160 bits length, so in the most popular case with a history
containing 30 elements, it must send a chain of 600 bytes, that is very reasonable.

In addition, with a threshold equal to 3, the number of verifications that
must be done is very low. We have tested our protocol on a PC powered by a
3 Ghz Pentium IV and have found that the duration for ciphering and signing
using our protocol is about 0.78 and 0.9 ms. This is also the duration for the
verification of an element.
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Conclusion

This paper introduces a new cryptographic scheme to be included in a trust
management framework dedicated to ambient networks. In such a context, mobile
devices need to carry self-contained informations and methods to be able to make
fully autonomous security decisions. Some verifications have to be done off line
to replace a trusted third party. According the chosen trust policy, the validity
of any trust bond can be moderate either by a timeout or by the renewal with
fixed intervals of its period of validity contrary to the Bluetooth model where
trust is acquired only once.

Our protocol makes use of the notion of cryptographic ID on elliptic curves
combined with a history based approach to enforce the trust bond created be-
tween the nodes. We think that this approach, even if the size of the history
could be a limiting factor when the community of nodes is huge, permits to pre-
vent our framework from all the usual drawbacks as the ones that could appear
in reputation models: coalition of nodes for destroying the reputation of a single
node, transitivity of the trust,... Our framework takes only into account the past
interactions that really happened and nothing else. So, the notion of trust is
local and limited to a single node judgment.

In a near future, we want to extend the described protocol for group associ-
ations in ad-hoc networks. We also want to provide an anonymous mechanism
to protect the privacy of nodes and we want to study other particular network
attacks.
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A Chen-Zhang-Kim’s Identity Based Signature without
trusted PKG signature scheme (CZK-IBS)

We review here Chen-Zhang-Kim’s IBS without Trusted PKG signature scheme
along with their security and computational efficiency in signing and verification
phases. Note that whenever we say point, it represents a point on the underlying
elliptic curve on which the bilinear pairings are realized [8].

Suppose that there exists an admissible cryptographic bilinear pairing e from
G1 × G1 to G2 where G1 is an additive cyclic group of prime order q, G2 is a
multiplicative cyclic group of the same order and P is an arbitrary generator
of G1. Suppose also that there exists two hash functions H ′

1 and H ′

2 defined as
follows H ′

1 : {0, 1}∗ ×G1 → G1 and H ′

2 : {0, 1}∗ ×G1 → Zq. Due to the recent
results concerning collisions in hash functions as MD4, MD5 and also SHA-0
published in [28], we recommend to use at least SHA-1 and its derivatives as the
used hash functions in the proposed protocols.

A.1 Description.

The CZK-IBS scheme is composed of four phases: the first one Extract provides
a pair of signature keys built upon an identity ID, the second one Sign describes
the signature process, the third one Verify checks the validity of a signature and
the last one detects impersonation attacks done by the PKG.

– Extract: Each node receives from its own single identity ID a pair of se-
cret/public keys (SS

ID, QS
ID) for the signature purpose:

1. The node selects a random r ∈ Z
∗

q as his long term secret key and sends
rP to the imprinting station.

2. The imprinting station computes SS
ID = sQS

ID = sH ′

1(ID‖T, rP ) and
sends it to the user via a secure channel, where T is the life span of the
secret key s and where QS

ID = H ′

1(ID‖T, rP ) is the public key linked
with ID.

3. The secret key of the user is the pair (SS
ID, r) and the public key is

directly derived from the identity ID.
– Sign: To sign a message m using the secret key (SS

ID, r) corresponding to the
identity (public key) ID the following steps are performed by the signer:
1. Choose randomly a ∈ Z

∗

q and compute U = aQS
ID

2. Compute V = rH ′

1(m,U)
3. Compute h = H ′

2(m,U + V )
4. Compute W = (a + h)SS

ID.
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– Signature : σ = 〈U, V,W, T, rP 〉 ∈ G1 ×G1 ×G1 × {0, 1}∗ ×G1.

– Verify : To verify a signature σ = 〈U, V,W, T, rP 〉 of an identity ID on the
message m the verifier does the following:
1. Compute QS

ID = H ′

1(ID‖T, rP )
2. Compute H ′

1(m,U) and h = H ′

2(m,U + V )
3. Accept the signature if and only if the following equations hold:

e(W,P ) = e(U + hQS
ID, Ppub) (2)

e(V, P ) = e(H ′

1(m,U), rP ) (3)

– Tracing: This phase is executed to detect impersonation attacks done by the
PKG. The PKG can impersonate a signature for an identity ID as follows:
1. The PKG chooses a random r′ ∈ Z

∗

q and let QS
ID′ = H ′

2(ID‖T, r′P ).
2. He then performs the above described signing on a message m to produce
〈U ′, V ′,W ′, r′, P ′〉.

The signature passes the verification test. However, he dishonesty of the
PKG can be proved by the user by providing a ”knowledge proof” of his
secret key to an arbiter.

This scheme is secure against existential forgery under adaptively chosen
message and ID attacks in the random oracle model assuming the hardness of
CDHP. The scheme eliminates the inherent Key Escrow problem.

Moreover, the signing phase requires 2 map-to-point hash, 3 scalar multipli-
cations and 1 point addition in G1, 1 cryptographic hash (H ′

2) operation and
1 addition in Zq. The verification requires 4 pairing operations, 2 map-to-point
hash, 1 scalar multiplication and 2 point additions in G1 and 1 cryptographic
hash operations.


