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Chapter 1

CV

1.1 Civilité

Ce CV décrit mes activités de recherche et d’enseignement depuis ma thése
en novembre 1998.

Stéphane Frénot

13 av. des Sports

F-69500 Bron

Né le 27 septembre 1970 & Strasbourg (67)
Marié 3 enfants
http://perso.citi.insa-1lyon.fr/sfrenot
stephane.frenot@insa-lyon.fr

Bénéficiaire de la PEDR depuis 2004

1.1.1 Expériences professionnelles

Depuis septembre 1999
— Maitre de conférences au département télécommunications, services et
usages de 'INSA de Lyon
— Membre du laboratoire CITI, responsable du théme Middleware
— Membre du projet Ares / Amazone

1998-1999 ingénieur de recherche
— Département informatique de 'INSA Lyon

1997-1998 ingénieur de développement
— Société AI’X, responsable d’'un projet de développement d’application de
gestion de dossiers patients en milieu hospitalier


http://perso.citi.insa-lyon.fr/sfrenot
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1.1.2 Diplémes

Novembre 1998 : Thése en informatique Université Lyon I

“Nouvelles technologies pour la gestion et la représentation de l'information
meédicale”

Directeur de recherche : PR. ANDRE FLORY

Rapporteurs : PR. MARIE-FRANCE BRUANDET, PR. GUY GOUARDERE

Jury : PR. GERARD DURU, PR. JEAN-MARC GEIB, PR. MAURICE LAVILLE,
DR. ALAIN MERCATELLO, MR. GERARD ALIX

Septembre 1993 : DEA informatique INSA Lyon

“Une nouvelle interface pour la gestion des prescriptions médicales basées sur
des techniques d’apprentissages”

Laboratoire LISI, INSA Lyon, Encadré par PR. ANDRE FLORY

Juin 1993 : Dipléme d’ingénieur INSA Lyon
Département Informatique

1.2 Recherche

1.2.1 Publications

La table présente une synthése de mes publications. Les publications
récentes portent sur les approches & composants et leur gestion.

4 journaux internationaux

14 publications en conférences internationales
3 journaux nationaux

16 publications nationales

6 workshops

4 présentations invitées

10 rapports de recherche et techniques INRIA

TAB. 1.1 — Synthése des publications

1.2.1.1 Journaux internationaux

[Brebner et al. 2005] PAUL BREBNER, EMMANUEL CECCHET, JULIE MARGUE-
RITE, PETR TRUMA, OCTAVIAN CIUHANDU, BRUNO DUFOUR, LIEVEN
EECKHOUT, STEPHANE FRENOT, ARVIND S KRISHNA, JOHN MURPHY et
CLARK VERBRUGGE, « Middleware Benchmarking : Approaches, Results,
Experiences », Concurrency Computat. : Pract. Exper, p. 1799-1805, vol. 17,
2005. (223 B 5

[Frénot et Laforest 1999] STEPHANE FRENOT et FREDERIQUE LAFOREST,
« Medical Records Management Systems : Critics and New Perspectives »,
Methods of Information in Medicine, p. 89-95, vol. 38, n"2, 1999.
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[Parrend et Frénot 2009] PIERRE PARREND et STEPHANE FRENOT, « Security
Benchmarks of OSGi Platforms : Towards Hardened OSGi », To be published
in Software Practice and Ezperience, 2009.

[Royon et Frénot 2007] YVAN ROYON et STEPHANE FRENOT, « Multiservice
Home Gateways : Business Model, Execution Environment, Management
Infrastructure », IEEE Communications Magazine, p. 122-128, vol. 45, Oc-

tober 2007. [1.2.233] 2] 21]

1.2.1.2 Publications en conférences internationales avec comités de
lecture

[Al Masri et Frénot 2001] NADA AL MASRI et STEPHANE FRENOT, « Speech
Recognition Integration in Medical Information System », MedInfo, London,
England, October 2001.

[Ben Hamida et al. 2008] A. BEN HamMmiDA, F. LE MOUEL, S. FRENOT et
M. BEN AHMED, « A Graph-based Approach for Contextual Service Loa-
ding in Pervasive Environments », Proceedings of the 10th International
Symposium on Distributed Objects and Applications (DOA’2008), Lecture
Notes in Computer Science, vol. 5331, p. 589-606, Springer Verlag, Mon-
terrey, Mexico, novembre 2008.

[Flory et Frénot 1999] ANDRE FLORY et STEPHANE FRENOT, « An Intelligent
System for Drug Prescription Support », Intelligent Systems : ISCA 5th
International Conference. International Society for Computers and Their
Applications - ISCA, Denver, CO, USA, 1999.

[Frénot et al. 1995] STEPHANE FRENOT, FREDERIQUE LAFOREST et ANDRE
FLORY, « An Intelligent System to Help Expert Users : Application to
Ddrug Prescription », 7th int conf on Artificial Intelligence and Ezpert Sys-
tems Applications (EXPERSYS’95), p. 61-66, San Francisco, CA, USA,
November 1995. [.2.2]

[Frénot et al. 2008] STEPHANE FRENOT, YVAN ROYON, PIERRE PARREND et
DENIS BERAS, « Monitoring Scheduling for Home Gateways », IEEE/IFIP
Network Operations and Management Symposium (NOMS 2008), Salvador

Bahia, Brazil, April 2008. [1.2:2.3] 2] 2:2]

[Frénot et Royon 2005] STEPHANE FRENOT et YVAN RovoN, « Component

Deployment Using a Peer-To-Peer Overlay », Working Conference on Com-
ponent Deployment, Grenoble, France, 28-29 November 2005. [1.2.2.3

[Ibrahim et al. 2007a] NoHA IBRAHIM, FREDERIC LE MOUEL et STEPHANE
FrENOT, « C-ANIS : A Contextual, Automatic and Dynamic Service-
Oriented Integration Framework », Proceedings of the International Sym-
posium on Ubiquitous Computing Systems (UCS’2007), LNCS, vol. 4836,
p. 118-133, Springer Verlag, Tokyo, Japan, novembre 2007.

[Ibrahim et al. 2007b] NOHA IBRAHIM, FREDERIC LE MOUEL et STEPHANE
FRENOT, « Automatic Service-Integration Framework for Ubiquitous En-
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vironments », Proceedings of the International Conference on Mobile Ubi-
quitous Computing, Systems, Services and Technologies (UBICOMM’2007),
Papeete, French Polynesia (Tahiti), France, November 2007.

[Laforest et al. 1996] FREDERIQUE LAFOREST, STEPHANE FRENOT et ANDRE
FLORY, « A New Approach For Hypermedia Medical Records Manage-
ment », 13th Int Congress Medical Informatics Europe (MIE’96), p. 1042—
1046, Copenhagen, Danemark, 19-22 August 1996. [1.2.2]

[Laforest et al. 1998] FREDERIQUE LAFOREST, STEPHANE FRENOT et ANDRE
FLORY, « A Hypermedia-based Medical Records Management System »,
MedInfo’98, Seoul, Korea, August 1998.

[Parrend et al. 2007] PIERRE PARREND, SAMUEL GALICE, STEPHANE FRE-
NOT et STEPHANE UBEDA, « Identity-Based Cryptosystems for Enhanced
Deployment of OSGi Bundles », SECUREWARE’2007, Valencia, Spain,
October 2007.

[Parrend et Frénot 2006] PIERRE PARREND et STEPHANE FRENOT, « A Secu-
rity Analysis for Home Gateway Architectures », International Conference
on Cryptography, Coding and Information Security, CCIS 2006, November
24-26, Venice, Italy, 2006.

[Parrend et Frénot 2008] PIERRE PARREND et STEPHANE FRENOT, « Classifi-
cation of Component Vulnerabilities in Java Service Oriented Programming
(SOP) Platforms », Proceedings of Component Based Software Enginering
Conference (CBSE’2008), Lecture Notes in Computer Science, vol. 5282,
Springer Verlag, Karlsruhe, Germany, octobre 2008.

[Royon et al. 2006] YVAN ROYON, STEPHANE FRENOT et FREDERIC LE
MoUEL, « Virtualization of Service Gateways in Multi-provider Environ-
ments », Proceedings of Component Based Software Enginering conference

(CBSE’2006), Vasteras, Stockholm, Sweden, juin 2006. |1.2.2.3]

[Royon et al. 2007] YvAN ROYON, PIERRE PARREND, STEPHANE FRENOT,
SERAFEIM PAPASTEFANOS, HUMBERTO ABDELNUR et DIRK VAN DE POEL,
« Multi-service, Multi-protocol Management for Residential Gateways »,
BroadBand Europe, Antwerp, Belgium, december 2007.

1.2.1.3 Journaux nationaux

[Ben Hamida et al. 2008] AMIRA BEN HAMIDA, FREDERIC LE MOUEL, STE-
PHANE FRENOT et MOHAMED BEN AHMED, « Une approche pour un
chargement contextuel de services dans les environnements pervasifs », Net-
working and Information Systems / Ingénierie des Systémes d’Information
(ISI), p. 59-84, vol. 13, n3, juin 2008, Special edition.

[Laforest et al. 2002] FREDERIQUE LAFOREST, STEPHANE FRENOT et
NADA AL MASRI, « Dossier médical semi-structuré pour des interfaces de
saisie multi-modales », Revue Documents numériques, vol. 6, n"1-2, 2002,
Numeéro spécial "Les Dossiers numériques".
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[Parrend et Frénot 2009] PIERRE PARREND et STEPHANE FRENOT, « Compo-
sants, Services et Aspects : techniques et outils pour la vérification », Revue
I’Objet, 2009.

1.2.1.4 Conférences nationales avec comités de lecture

[Al Masri et Frénot 2002] NADA AL MASRI et STEPHANE FRENOT, « Instru-
mentation dynamique d’applications a base ’EJB », Journées Composants,

Grenoble, France, October 2002. [1.2.2.3

[Ben Hamida et al. 2008] AMIRA BEN HAMIDA, FREDERIC LE MOUEL, Mo-
HAMED BEN AHMED et STEPHANE FRENOT, « Chargement Contextuel de
services par coloration de graphes de dépendances », Notere, Lyon, 23-27
June 2008.

[Delestre et al. 2002] NICOLAS DELESTRE, STEPHANE FRENOT, STEPHANE
MOTTELET et MICHEL VAYSSADE, « Distributed PolyTeXML : Une nou-
velle plate-forme de partage d’items didactiques », TICE’2002, Lyon,
France, 2002.

[Frénot et Avin-Sotres 2001] STEPHANE FRENOT et MIGUEL AVIN-SOTRES,
« Migration et Déploiement automatique de services », Journées Compo-

sants (JC’2001), Besangon, France, 2001. [1.2.2.3

[Frénot et Laforest 1998] STEPHANE FRENOT et FREDERIQUE LAFOREST,
« Un systéme de gestion d’architextes », Congrés INFORSID 1998, Mont-
pellier, France, mai 1998. [1.2.2]

[Frénot et Laforest 2001] S. FRENOT et F. LAFOREST, « ToutoPhone : fournir
des services de haut niveau sur le téléphone », MS3G’2001 Collogue sur
‘Mobiles-services et réseauxr mobiles de 3éme Génération, Lyon, France,
2001.

[Frénot et Stefan 2004a] STEPHANE FRENOT et DAN STEFAN, « Instrumen-
tation de plates-formes de services ouvertes - Gestion JMX sur OSGi »,
UbiMob, Nice, France, jun 2004. [1.2:23]

[Frénot et Stefan 2004b] STEPHANE FRENOT et DAN STEFAN, « M-OSGi : Une
plate-forme répartie de services », Notere, Saidia, Maroc, jun 2004. [1.2.2.3]

[Frénot 2004] STEPHANE FRENOT, « Gestion du déploiement de composants
sur réseau P2P », DECOR, Grenoble, October 2004. [1.2.2.3

[Gorce et al. 2001] JEAN-MARIE GORCE, STEPHANE FRENOT, VIRGINIE
CRESPO et STEPHANE UBEDA, « Modélisation de la propagation en en-
vironnement INDOOR dans la bande de fréquence UHF », ICISP, Agadir,
Maroc, 2001.

[Ibrahim et al. 2006] NoHA IBRAHIM, FREDERIC LE MOUEL et STEPHANE
FRENOT, « Intégration négociée de services dans les systémes distribués »,
Journées Composants (JC’2006), Perpignan, France, October 2006.

[Le Mouél et al. 2005] FREDERIC LE MOUREL, NOHA IBRAHIM et STEPHANE
FRENOT, « Interface Matching and Combining Techniques for Services
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Integration », 3er Congresco Nacional de Ciencias de la Computacion, FCC-
BUAP, Puebla, Mexico, 2005.

[Royon et al. 2005] YVAN ROYON, STEPHANE FRENOT et ANTOINE FRABOU-
LET, « Mynus : une pile réseau dynamique », Journées Composants, Le

Croisic, France, april 2005. [1.2.2.3

[Royon et Frénot 2006a] YVAN ROYON et STEPHANE FRENOT, « Architec-
ture de gestion de passerelles domestiques de services », GRES, Bordeaux,

France, mai 2006. [1.2:2.3]

[Royon et Frénot 2006b] YVAN ROYON et STEPHANE FRENOT, « Un environ-
nement multi-utilisateurs orienté service », CFSE’2006, Le Canet, France,

October 2006. [1.2.2.3]

1.2.1.5 Workshops

[Ben Hamida et al. 2007] AMIRA BEN HAMIDA, FREDERIC LE MOUEL, STE-
PHANE FRENOT et MOHAMED BEN AHMED, « Approche pour un charge-
ment contextuel de services sur des dispositifs contraints », 6éme atelier sur
les Objets, Composants et Modéles dans l’ingénierie des Systémes d’Infor-
mation (OCM-SI"2007) at INFORSID, Perros-Guirec, France, May 2007.

[Frénot et Balan 2003] STEPHANE FRENOT et TUDOR BALAN, « A CPU Re-
source Consumption Prediction Mechanism for EJB deployment on a fe-
deration of servers », Workshop on Benchmarking at OOPSLA, Anaheim,
CA, USA, 2003.

[Frénot 2003a] STEPHANE FRENOT, « JMX Management », Fractal Workshop
at ObjectWeb Consortium meeting, Inria, Grenoble, France, 2003.

[Frénot 2003b] STEPHANE FRENOT, « System auto-configuration on top of
OSGi », Architecture Meeting at ObjectWeb Consortium, lip6, Paris, juillet
2003. 223

[Ibrahim et al. 2005] NoHA IBRAHIM, FREDERIC LE MOUEL et STEPHANE
FRENOT, « Automatic Negotiated Integration of Services in Pervasive En-
vironments », Middleware for Web Services Workshop (MWS 2005), En-
schede, The Netherlands, 19 September 2005.

[Ibrahim et al. 2006] NoHA IBRAHIM, FREDERIC LE MOUEL et STEPHANE
FRENOT, « Techniques d’intégration de services dans les environnements
distribués », Actes du 7 éme atelier sur les Objets, Composants et Modéles
dans Vingénierie des Systémes d’Information (OCM-SI’2006) at INFOR-
SID, Hammamet, Tunisie, May 2006.

[Le Mouél et al. 2006] FREDERIC LE MoOUEL, NOHA IBRAHIM, YVAN ROYON
et STEPHANE FRENOT, « Semantic Deployment of Services in Pervasive
Environments », RSPSI workhop at Pervasive 2006, dublin, Ireland, 7-10
may 2006.

[Parrend et Frénot 2007] PIERRE PARREND et STEPHANE FRENOT, « Suppor-
ting the Secure Deployment of OSGi Bundles », First IEEE Workshop on
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Adaptive and DependAble Mission- and bUsiness-critical mobile Systems
(ADAMUS) at WoWMoM, Helsinki, Iceland, 18 june 2007. [1.2.2.3

[Parrend et Frénot 2008] PIERRE PARREND et STEPHANE FRENOT,
« Component-based Access Control : Secure Software Composition
through Static Analysis », 7th Symposium on Software Composition
(5C°2008) at ETAPS, 2008.

1.2.1.6 Rapports techniques

[Al Masri et Frénot 2002] NADA AL MASRI et STEPHANE FRENOT, Dynamic

instrumentation for the management of EJB-based applications, Technical
Report n°4481, INRIA Rhone-Alpes, 2002. [1.2.2.3

[Fleury et Frénot 2003] Eric FLEURY et STEPHANE FRENOT, Building a
JMX management interface inside OSGi, Technical Report n°5025, INRIA

Rhone-Alpes, 2003. [1.2.2.1] [1.2.2.3

[Frénot et al. 2002] STEPHANE FRENOT, MIGUEL AVIN-SOTRES et NADA AL-
MASRI, EJB Components Migration Service and Automatic Deployment,

Technical Report n°4480, INRIA Rhone-Alpes, 2002. [1.2.2.3

[Parrend et Frénot 2006] PIERRE PARREND et STEPHANE FRENOT, Secure
Component Deployment in the OSGi Release j Platform, Technical Report
n°0323, INRIA Rhone-Alpes, 2006. [[.2.2.3]

[Parrend et Frénot 2007] PIERRE PARREND et STEPHANE FRENOT, Java Com-

ponents Vulnerabilities - An Ezxperimental Classification Targeted at the
OSGi Platform, Technical Report n°6231, INRIA Rhoéne-Alpes, 2007.[1.2.2.3

[Parrend et Frénot 2008] PIERRE PARREND et STEPHANE FRENOT, More Vul-
nerabilities in the Java/OSGi Platform : A Focus on Bundle Interactions,
Technical Report n°6649, INRIA Rhone-Alpes, 2008.

[Royon et al. 2004] YVAN ROYON, STEPHANE FRENOT et ANTOINE FRABOU-

LET, Approche orientée composant d’une pile réseau, Technical Report
n°0298, INRIA Rhone-Alpes, 07 2004. [1.2.23]

[Royon et Frénot 2007] YVAN ROYON et STEPHANE FRENOT, A Survey of Unix
Init Schemes, Technical Report n°0338, INRIA Rhone-Alpes, June 2007,
https ://hal.inria.fr/inria-00155663.

1.2.1.7 Autres publications

[Al Masri et Frénot 2002] NADA AL MASRI et STEPHANE FRENOT, « Unified
and Automatic Enterprise JavaBeans Instrumentation », Poster at DOA,
Irvine, CA, USA, Dec 2002. [[.2.2.3

[Festor et D’Haeseleer 2006] OLIVIER FESTOR et SAM D’HAESELEER, Speci-
fication of Residential Gateway configuration, MUSE IST-6thFP-026442,
public deliverable, DB4.3, november 2006.
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[Frénot et al. 2003] STEPHANE FRENOT, ANIS KRICHEN et STEPHANE UBEDA,
« Light Support for Dynamic and Pervasive Services on P2P Networks »,
Ercim news No. 54, juille, 2003.

[Frénot et Laforest 1998] STEPHANE FRENOT et FREDERIQUE LAFOREST,
« Modélisation du dossier médical multimédia distribué », Carrefours de
la fondation Rhone-Alpes futur, Lyon, France, septembre 1998, (2nd prix
de la fondation). [1.2.2

[Frénot et Papastefanos 2008] STEPHANE FRENOT et SERAFEIM PAPASTEFA-
Nos, Virtual Machines for Embedded Environments, MUSE IST-6thFP-
026442, public deliverable, DB3.6, january 2008.

[Frénot 2005] STEPHANE FRENOT, Open Management Using OSGi Technology
Enabled Services, OSGi world Congress, developper session, October 2005.

[Ibrahim et al. 2009] N. IBRAHIM, F. LE MOUEL et S. FRENOT, Middleware
Technologies for Ubiquitous Computing, Handbook of Research on Next Ge-
neration Networks and Ubiquitous Computing, p. —, Handbook of Research
on Next Generation Networks and Ubiquitous Computing, IGI Global Pu-
blication, 2009, to appear.

[Le Mouél et Frénot 2008] F. LE MoOUEL et S. FRENOT (éd.), Proceedings of
the 3rd ACM International Workshop on Services Integration in Pervasive
Environments (SIPE’2008), Sorrento, Italy, ACM Press, juillet 2008.

[Le Mouél et Frénot 2006] FREDERIC LE MOUEL et STEPHANE FRENOT (éd.),
1st IEEE International Workshop on Services Integration in Pervasive
Environments at ICPS, Lyon, France, IEEE Press, June 2006, http:
//ares.insa-lyon.fr/sipe06/.

[Le Mouél et Frénot 2007] FREDERIC LE MOUEL et STEPHANE FRENOT (éd.),

2nd IEEE International Workshop on Services Integration in Pervasive En-
vironments (SIPE’2007) at ICPS, Istambul, Turkey, IEEE Press, July 2007.

[Parrend et Frénot 2006] PIERRE PARREND et STEPHANE FRENOT, « Depen-
dability for Component Systems Deployment », Poster at EuroSys Confe-
rence, Leuven, Belgium, 18-21 April 2006. [1.2.2.3]

[Projet DARTS 2002] ProJET DARTS, Déploiement et Administration de

Ressources, Traitements et Services, http://darts.insa-1lyon.fr/index.
html.en, 2002. [[:2:2]

1.2.2 Activités de recherche

Pendant ma thése, j’ai travaillé sur les systémes d’information médicaux
hospitaliers. Au début de mes travaux, les interfaces utilisateurs de systémes
large échelleﬂ étaient principalement des interfaces X11 ou Windows. Au mo-
ment des balbutiements du Web, j’ai proposé d’avoir une approche orientée

lau sens grand hopital ou centres hospitaliers comme les hospices civils de Lyon


http://ares.insa-lyon.fr/sipe06/
http://ares.insa-lyon.fr/sipe06/
http://darts.insa-lyon.fr/index.html.en
http://darts.insa-lyon.fr/index.html.en
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documents pour la gestion de I'information médicale. Cette approche documen-
taire repose sur une architecture Web anticipant de deux années les architec-
tures actuelles. J’ai défini le principe d’architexte pour la gestion des informa-
tions médicales. Un architexte est une collection d’extraits documentaires qui
représentent l'intégralité du dossier médical s’ils sont, regroupés. J’ai également
développé D'architecture de gestion des architeztes pour I'entreprise AI’X durant
ma CIFRE. Cette activité s’est arrétée lorsque BULL SA, qui commercialisait le
produit, a revendu sa branche santé & une entreprise spécialisée dans le domaine
médical ESCARE SA.

Ces travaux ont été présentés dans diverses publications : dans un
journal international [Erénot et Laforest 1999], en conférences internationales
[Laforest et al. 1996] [Laforest et al. 1998| [Frénot et al. 1995], en conférences
nationales [Frénot et Laforest 1998] ainsi que dans des présentations locales
comme [Frénot et Laforest 1998)].

Pendant cette période, 1994-1997, j’ai développé en C+—+, Java et Perl ainsi
que dans de nombreuses architectures orientées Web. Notre approche & base
de serveurs d’objets C++ était précurseur des architectures J2EE & base de
Java qui allaient sortir un ou deux ans aprés. De notre point de vue, I'architec-
ture d’architexte correspond parfaitement & la tendance du Web2.0 qui est une
reconstitution au niveau du client de consultation d’un ensemble de données
issues de plusieurs sources. Le client Web se comporte alors comme un point de
convergence local de I'information désirée par 1'utilisateur.

Aprés ma thése, j’aiparticipé a la création du laboratoire CITI, au montage
du département Télécommunications Services et Usageﬁﬂ ainsi qu’a deux équipes
de recherche INRIA, ARES et AMAZONES.

J’ai changé d’activité & ce moment en laissant de coté I'activité médicale et
en me recentrant sur le domaine fonctionnel des composants. Les approches a
composants visées étant focalisés sur la conception d’intergiciels pour systémes
dynamique et mobiles.

Les applications courantes nécessitent de nouvelles infrastructures pour gé-
rer la distribution, la dynamique, 'intégration autonome de nouveaux services
et de nombreuses activités de haut niveau qui ne sont pas ou peu prises en
charge par les couches “classiques” des systémes d’exploitation. Mon défi est de
concevoir et d’implanter de nouveaux intergiciels, ou systémes d’exploitation
globaux intégrant ces nouveaux besoins.

J’ai initialement travaillé dans le cadre de 'architecture J2EE afin de propo-
ser une méthode d’administration d’une fédération de serveurs d’applications.
Les différents noeuds partagent ’exécution des EJB et nous pouvons faire mi-
grer des EJB entre nceuds durant I’exécution. Le systéme que nous avons conc¢u
intégre une description des ressources liées aux EJB afin de planifier leur dé-
ploiement et leur exécution. Ce travail a été partiellement réalisé dans le cadre
du projet DARTS, Déploiement et Administration de Ressources, Traitements
et Services. Le projet DARTS [Projet DARTS 2002] est une ACI de 2 ans.

23 partir de la seconde promotion entrante
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DARTS est focalisé sur les approches pour la grille de calcul, qui est une
thématique un peu éloignée des activités du laboratoire CITI. Le probléme ma-
jeur est la taille croissante des architectures J2EE qui devenaient de plus en
plus complexes & intégrer dans de petits environnement sans fil. Je me suis ré-
orienté sur des environnements plus embarqués, petits et ambiants. J’ai étudié
les propositions industrielles et académiques et me suis rapidement recentré sur
la spécification OSGi. J’ai alors organisé le travail de I’équipe autour de cette
spécification. Mon implication autour du framework OSGi porte sur 3 axes :

— Implantation de certaines spécifications

— Dissémination et enseignements autour de cette technologie

— Conception d’extensions non fonctionnelles a la plate-forme

1.2.2.1 Implantations intégrées a la communauté

La spécification OSGi est implantée par plusieurs solutions open-source, FE-
Lix, EQuiNnox ET KNOPFLERISH. Cependant aucune d’entre elles n’implante
Iintégralité. J’ai fourni & la communauté FELIX une extension pour la super-
vision de passerelles OSGi ainsi qu’une implantation de la partie découverte
automatique de services [Fleury et Frénot 2003].

1.2.2.2 Dissémination et enseignements

Depuis que j’utilise cette technologie, je suis convaincu des avantages sub-
stantiels qu’elle apporte dans le domaine du génie logiciel. J’ai monté en consé-
quent des cours a ce sujet. J’ai présenté le framework aux équipes de déve-
loppement de MOTOROLA TOULOUSE en 2002, ainsi que dans diverses écoles
et tutoriaux pour chercheurs (Ecotel’2002, Notere’2004, ING’2005, OSGi’2007,
BBE’2007, ICAR’2008). J'interviens également dans des cours d’étudiants de
cycle d’ingénieur et de Master recherche ; Département Télécommunication de
IINSA de Lyon dans une option de 4éme année, & 'TENSEIRB de Bordeaux
ainsi qu’a CPE de Lyon.

1.2.2.3 Conception d’extensions non fonctionnelles 4 OSGi

En dernier point, mon activité la plus importante a été de proposer diverses
extensions au framework OSGi. J’ai congu et développé ces extensions dans les
domaines suivants :

— Administration : comment gérer au mieux les passerelles (MOSGi et

VOSGi)

— Sécurité : comment garantir la sécurité des composants (SOSGi)

— Embarquement : comment embarqué OSGi dans des environnements ré-

duits (ROCS)

— Intégration du contexte : comment réagir aux modifications de ’environ-

nement (POSGi, ANIs)
Le tableau représente une synthése des projets, des personnes qui y ont par-
ticipé et de leur role. Il présente également les publications et et les financements
associées a chaque projet.
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Suite & cette montée d’expertise sur la plate-forme OSGi, j’ai été contacté par
les personnes du consortium MUSE afin d’intégrer ce projet européen. L’objectif
du projet était de standardiser les architecture de livraison de services ADSL au
niveau de I’Europe. L’approche OSGi était un candidat potentiel dans le cadre
de I’hébergement des services sur les boitiers aux domiciles des utilisateurs. Les
projets MUSE et MUSE II nous ont permis d’élaborer de nouvelles extensions et
de nouvelles approches autour des passerelles de services. Ces approches et ex-
tensions sont largement décrites dans mon document d’Habilitation. Je poursuis
actuellement les travaux autour d’OSGi dans le cadre de 'ANR LISE (Liability
Issues in Software Environment) dont l'objectif et de permettre le rapproche-
ment entre les textes issus du droit du logiciel et les traces d’exécutions obtenues
lors des pannes réelles des systémes. Au cours de ces 3 projets, DARTS, MUSE;,
LISE, j’ai encadré un certain nombre d’étudiants dont la présentation est faite
dans la section suivante.

1.2.3 Encadrements

Je suis responsable de 1’équipe Middleware du CITI. Elle est actuellement
composée de 2 maitres de conférences, 5 étudiants en thése, 2 ingénieurs et de
quelques étudiants en stages. J’organise une fois par mois des réunions de travail
ou chaque personne présente son activité.

1.2.3.1 Co-Encadrement de thése

Je co-encadre des théses (cf. tableau|1.3]) depuis que j’ai été recruté et je suis
co-auteurs de I’ensemble des publications des étudiants.

Soutenance | Etudiant Situation actuelle

Mar 05 Nada Al Masri Professeur Associée,
"Modéle d’Administration des Sys- | University of
témes Distribués & Base de Compo- | Waterloo, Canada
sants"

Déc 07 Yvan Royon Qualifié 27, Ingénieur
"Environnements d’exécution pour pas- | R&D Alcatel Belgique
serelles domestiques"

Déc 08 Pierre Parrend Post doc Karlsruhe
"Sécurité des approches a composants"

TAB. 1.3 — Encadrement de théses

1.2.3.2 Encadrement de Masters recherche

Les masters encadrés ont creusé certaines idées des projets. Yvan Royon
et Nada Al Masri ont continué en thése. Le tableau [[.4] indique la liste des 8
masters en informatique que j’ai encadrés.
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Année| Etudiant
2005 Tarek Tuurki
2004 Radu Popa
2004 Yvan Royon
2003 Tudor Balan
2003 Anis Krichen

2000 Miguel Avin Sotres
1999 Nada Al Masri

2001 Christophe DeVaux-Bidon

Mots clés

P2P, OSGi

Grid, Globus, OSGi
Pile IP & composants
Perfomance de RMI
0OSGi, Deployment
QoS, EJB

Nommage des EJB
Supervision des EJB

TAB. 1.4 — Masters recherche

1.2.3.3 Ingénieurs Associés

Sur les supports budgétaires de DARTS, MUSE et MUSE II j’ai embauché
3 ingénieurs associés (c.f. tableau [L.5). En plus du travail de développement
nécessaire, ils ont fourni un travail de documentation et de supervision de la

qualité du code développé.

Année

2007-2008
2005-2008
2003-2004

Nom

Mathieu Chantrel
Denis Beras

Dan Stefan

Projet, Mots-clés
Fond INRIA, UPnP
MUSE, Supérvision, Sécurité
DARTS, OSGi, Distribution

TAB. 1.5 — Ingénieurs associés

1.2.3.4 Autres encadrements

J’ai encadré de nombreux étudiants en stage et en projet de fin d’études. Le

tableau [I.6l en donne la liste.
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Année| Etudiant Origine Mots-clés

2008 Stéphane Chevali CPE 1?;i2p081t10n de code de

2007 Martin Schlienger, Xiaotian Li INSA Telecom ClassLoader Pair-a-pair

2006 Yoann Duclaux, Cyril Ganier INSA Telecom ClassLoader Pair-a-pair

2006 Benoit Prat, Arnaud Dumont CPE Etude des dépendances de
classes

2005 Hayder Bassem INSAT Tunis Outil de gestion de dépen-
dances de classes

2005 Nemeth Annamaria Feroiu Lyon University OSGi pair-a-pair

2005 Baptiste Decroix CPE Machine virtuelle enfouie

92005 Baptiste Decroix, Mathias Bert- CPE Avalor}, Nano|Pico

schy Container

2005 Aurelien Laurendon INSA Telecom TCP/IP a composant

2004 Oscar Bigu University of Catalunya UPnP, OSGi

2004 Gilles Erwan INSA Telecom Java embarqué

2004 Khaled Yousfi, Riadh ben Hariz | CPE Supervision JMX

2004 Djibril Kone IMAG Grenoble Instrumentation JMX

TaAB. 1.6 — Autres encadrements

1.2.4 Dissémination

1.2.4.1 Edition de proceedings

Je suis co-éditeur de trois proceedings du workshop SIPE.
— F. Le Mouél and S. Frénot, Proceedings of the 3rd IEEE International
Workshop on Services Integration in Pervasive Environments (SIPE’2008)
— F. Le Mouél and S. Frénot, Proceedings of the 2nd IEEE International
Workshop on Services Integration in Pervasive Environments (SIPE’2007)
— F. Le Mouél and S. Frénot, Proceedings of the 1st IEEE International
Workshop on Services Integration in Pervasive Environments (SIPE’2006)

1.2.4.2 Comité de programme

Je suis membre du comité de programme de 3 conférences internationales,
d’une conférence nationale et de 3 workshops internationaux. Je suis également
reviewer dans 2 journaux internationaux Oxford Journal et le journal koréen

ETRI

— Journaux
— Oxford Computer Journal
— ETRI Journal
— Conférences Internationales
— 11th IFIP/IEEE Network Operations and Management Symposium
(NOMS 2008)
— 10th IFIP/IEEE International Symposium on Integrated Network Ma-
nagement (IM 2007)




BIBLIOGRAPHIE 16

— 6th International Conference on Software Engineering Research, Mana-

gement and Applications (SERA 2008)
— Workshops Internationaux

— 19th IFIP/IEEE International Workshop on Distributed Systems : Ope-
rations and Management 2008 (DSOM 2008)

— 2nd International workshop on Adaptive and DependAble Mobile Ubi-
quitous Systems (ADAMUS 2008 - WoWMoM 2008)

— 1st IEEE WoWMoM Workshop on Adaptive and DependAble Mission-
and bUsiness-critical mobile Systems (ADAMUS 2007 - WoWMoM
2007)

— Conférence nationale

— Nouvelles technologies de la répartition (Notere) - 2005, 2006, 2007,

2008

1.2.5 Financements

J’ai participé & un projet européen MUSE, qui a été reconduit en MUSE
II, sur une durée de 4 ans. Sur la phase II j’étais le représentant INRIA sur le
projet. Jai piloté PACI DARTS, et je participe aux projets LISE. Le tableau [I.7]
résume ces informations. La suite de cette section explique ce qui a été fait dans
chaque projet.

Years | Acronym | Role Funds provider

01-03 | DARTS Leader for the project (2 lab | ACI French Ministry of
teams) Research

03-05 MUSE I Participant European project

05-07 | MUSE II INRI.A representative and European project
participant

08-10 | LISE Participant ANR French Ministry

of Research

TAB. 1.7 — Contrats

2001-2003 DART ACI GRI[ﬂ Titre : Déploiement et Administration de
Ressources Traitements et Services

Responsabilité : Responsable du projet, lequel implique deux équipes dans
deux laboratoires

Partenaires : LIST (LIRIS)

Description : DARTS a pour objectif de définir une architecture de déploie-
ment et d’administration de services pour la grille. Les calculs sont distribués
sur un réseau hétérogéne de périphériques. Chaque périphérique déclare ses dis-
ponibilités et ses ressources. Un ordonnanceur déploie les calculs sur les nceuds
disponibles. Nous utilisons la technologie OSGi pour administrer les différents
nceuds. Chaque calcul est emballé dans un bundle OSGi déclarant le service

Shttp://darts.insa-1lyon.fr/index.html.fr
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correspondant. L’autre équipe de recherche s’est plus focalisé sur la gestion de
la donnée dans ce contexte. Ils ont proposé une mise en ceuvre du toolkit Globus
v3 au dessus d’OSGi. Le projet a démontré les bonnes potentialités d’OSGi pour
le contexte d’utilisation dans la grille.

2003-2007 MUSE 1 et II, projets européens du FP6 de type IPE|
Titre : MUIti-AcceSs Everywhere

Responsabilité : Participant au projet et Représentant de PINRIA en phase
II. Dans le workpackage spécifique, nous avons collaboré avec THOMSON, ST
MICROELECTRONICS et NTUA Flen Grece.

Partenaires : MUSE est un projet intégré qui regroupe une soixantaine de
partenaireﬂ

Description : Le projet a pour objectif la conception des réseaux de livraison
de services ADSL pour 2010. Il couvre toute la chaine économique du fournisseur
de services a la passerelle domestique. Dans notre workpackage, nous sommes
focalisés sur la spécification d’une passerelle de service au niveau matériel d’une
part et au niveau systéme d’exploitation d’autre part. Notre expertise d’OSGi
nous a permis de faire des test d’intégration dans des architectures industrielles
telles que proposées par Thomson. Nous avons proposé dans le projet les exten-
sions présentées dans ce mémoire afin de participer & I’élaboration du modéle
économique multi-services, multi-fournisseurs préconisé.

Fonds : MUSE nous a permis de financer une thése de doctorat sur 3 ans et 1
ingénieur de recherche sur les 2 phases du projet. Le montant attribué a I’équipe
était de 110k euros par phases du projet.

2008-2010 LISE, projet ANRD Titre : Liability Issues In Software Engi-
neering

Responsabilités : Participant

Partenaires : INRIA (Lyon, Grenoble), LIG (Grenoble), SUPELEC (Paris),
DANTE (University of Versailles), PRINT (University of Caen)

Description : Le projet cherche a garantir I'infalsification des traces générées
par des passerelles de service sécurisées. Quand survient une panne, la cause
doit pouvoir étre identifiée de maniére univoque.

1.3 Responsabilités administratives

Lors de mon recrutement en 1999 j’ai activement participé au montage a la
fois du département d’enseignement et du laboratoire de recherche. Mes respon-
sabilités administratives ont été et sont encore assez importantes dans les trois
facettes de notre métiers : recherche, enseignement et gestion administrative et
technique.

‘http://www.ist-muse.org/

5National Technical University of Athens
Shttp://www.ist-muse.org/partners.html
"http://tinyurl.com/4183j57
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Parmis celles-ci, j’étais membre élu de la commission de spécialiste INSA 27
de 2004 a 2008.

J’ai défini et monté 'intégralité du systéme d’information du département
d’enseignement : les salles machines, la salle serveur, les intranets et les ex-
tranets. J’ai pris en charge ces taches en attendant que le département ait le
personnel requis.

La liste suivante résume mes activités administratives.

— Au niveau INSA

— Membre élu de la commission de spécialistes 27
— Au laboratoire CITI
— Co-fondateur du laboratoire
— Responsable de I’équipe middleware du projet INRIA Ares (2003-2007)
— Responsable de I’équipe middleware du projet INRIA Amazones (2008-)
— Au département Télécommunications services et usages
— Construction des cours & partir de la 2nde promotion entrante
— Membre du conseil de département de 1998 & 2001
— Responsable et concepteur des projets Innovant de la formation
— Environnement technique
— Responsable pendant 3 ans du systéme d’information du département
— Administration et développement des applications de 'intranet du dé-
partement : emploi du temps, gestion des contacts industriels, des outils
de réservation, des outils d’information internes.

1.4 Enseignements

Durant ma thése, ma convention CIFRE ne m’a pas permis d’avoir un gros
volume d’enseignement initial. Mais j’enseignais des 1995 des technologies en
avance de phase comme le Web, Java et les intergiciels.

En tant que maitre de conférences d’un nouveau département d’enseignement,
j’al monté les cours suivants : TCP/IP, Middleware, Sécurité, Programmation
Java, Génie logiciel. J’ai monté les cours magistraux, les travaux dirigés et les
séances de travaux pratiques. Je réalise également quelques interventions au-
tour d’OSGi, des systémes pairs-a-pairs, des approches & composants et de la
programmation agile. Mon activité liée aux enseignement peut se se diviser en
trois domaines. Les enseignements classiques, les enseignements ponctuels, les
montages de projets et d’options.

Tous mes cours sont depuis mon recrutement accessibles sur ma page Web.
http://perso.citi.insa-1lyon.fr/sfrenot/courses.html. Je détaille dans
la suite les différentes catégories de cours en joignant des exemples de présenta-
tions associées.

1.4.1 Enseignements conventionnels

Au ceeur de mes enseignements conventionnels, je regroupe les enseignements
a base de cours/td/tp sur les matiéres enseignées au départements Télécommu-
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nication. Le tableau suivant présente une synthése de ces enseignements.
] Matiére \ Année I Niveau | Cours/TD/TP
TCP/IP 2000 4éme année ingénieur 8h/8h/32h
Internet/Intranet 2000-2002 4éme année ingénieur 8h/4h/8h
Introduction & Java 2000-2003 3éme année ingénieur 8h/4h/8h
Programmation Objet 2001-2003 4éme année ingénieur 8h/4h/8h
Avancée
Systémes distribués et 2000-Aujourd’hui 4\eme annee nethien 28h/12h/24h
. .. 5éme année école CPE
intergiciels
Java 2004-Aujourd’hui 3éme année ingénieur 2h/26h/20h
Plates-formes de services 2005-2006 Mastére recherche 6h
ouvertes
Fondamentaux des 2007-2008 Mastére recherche 6h
systémes distribués

TAB. 1.8 — Liste des cours conventionnels

J’ai été responsable de tous ces enseignements, avec un encadrement de un &
deux ATER ou vacataire pour la gestion des TP ou des interventions en TD. Le
cours de Java était initialement présenté en deux sessions en 3 et 4éme années
(initiation et programmation avancée). J’ai réalisé, avec les trois enseignants
intervenant dans la matiére, une refonte sous la forme de TD machine. L’inté-
gralité des cours sont disponibles sur le site de gestion de cours de 'INSA de
Lyon http://moodle. insa-1lyon.fr. J’ai inclus en annexe les transparents du
cours d’introduction & Java.

1.4.2 Enseignements ponctuels

Les enseignements ponctuels sont des enseignements que j’ai monté de ma-
niére indépendante des attentes de la formation principale. Ils s’agit d’interven-
tion ponctuelles associés soit & mon domaine de recherche (par exemple OSGi),
soit & des problématiques qui me semblaient relever d’un intérét quelconque.
1l s’agit la plupart du temps de cours de 3h ou 4h que je présente soit dans le
cadre de séminaires soit dans des options. Le tableau suivant résume les quelques
présentations que j’ai faites.
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Titre Public
Motorola Toulouse, professionnel 2003 2jours
ENSEIRB Bordeaux 2005-2008 1ljour
0SGi Ecole d’ét¢ ICAR 2008 3h
Ecole d’hivers BroadBand Europe (Anglais) 2007 3h
Ecole d’été OSGi user group, supervision 2007 2h
Option Systémes pervasifs, 4éme ingénieur 2005-2008 1ljour
Histoire des 3éme année ingénieur 2003-2008 2h de cours
systémes
d’exploitation
Linux Party 3éme année ingénieur 2002-2008 2x2h de TD
eXtreme 4éme année ingénieur 2000-2008 2h de cours
programming

Réseau 4éme année ingénieur 2003-2008 4h
oA Mastére recherche 2004-2007 4h
Pairs-a-pairs

Supervision JMX Séminaire Fractal 2003 2h

TaB. 1.9 — Liste des cours ponctuels

Parmi ’ensemble de ces présentations, j’insére en annexe les transparents du
cours sur ’eXtreme programming. Ce cours ne correspond ni & mes activités de
recherche, ni & mes assignations de formation initiale (intergiciel et program-
mation Java). C’est une intervention que j’ai monté suite a la lecture d’un livre
sur cette approche pour la gestion du développement logiciel. J’ai monté 2h de
cours que j’ai initialement placé comme dernier cours sur les intergiciels. Depuis,
cette intervention se fait dans le cadre des projets innovants, présentés plus loin
dans ce document.

1.4.3 Montage de projets et options

En arrivant au département Télécommunications de 'INSA de lyon, j’ai pris
en charge les cours de base de la 3éme et de la 4éme année (Systémes distribués et
Java). J’ai préparé pour I’année suivante une option sur la sécurité des sytémes
d’informations. J’ai contacté cinq intervenants extérieurs et j’ai orchestré une
demi-option de 30 heures d’enseignements en 2001. Cette option a ensuite été
prise en charge par un collégue du département d’enseignement.

En 2004, j’ai proposé le montage d’une activité de projet pour les étudiants
autour de I'innovation. J’ai monté un dossier pour la mise en place de projets dits
Innovants. Les projets innovants sont des projets montés pas les étudiants au-
tour d’idées qu’ils aménent eux-mémes. Les étudiants gérent ces projets au cours
du second semestre de la 4éme année pour un volume de 250heures équivalent
TD par équipe. Les structures d’équipes sont entiérement libre de 3 & 10 étu-
diants. Les projets se déroulent en 2 phases. Une premiére phase (février-mars)
correspond au dépot d’un cahier de type OSEQO /anvar décrivant leur projet.
Ce cahier est rapporté par des personnes extérieures (collégues de recherche,
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contacts industriels). Suite & cette premiére évaluation, le projet le moins bien
noté est arrété et les étudiants de ’équipe sont répartis dans les projets encore
en course. Les projets sont maquettés lors d’une seconde phase (mars-juin). A
l'issue de ce maquettage/prototypage, les projets sont présentés lors de soute-
nances aupreés des enseignants du département, les trois meilleurs projets sont
présentés lors d’un forum entreprise qui a lieu en fin d’année.

J’ai défini et j’orchestre 'intégralité du mode de fonctionnement de ces pro-
jets. En effet, les équipes de projet sont encadrées par deux intervenants : un
tuteur technique et un tuteur de gestion de projet. Tous les projets sont enca-
drés par des régles administratives de gestion, similaire aux projets ANR, c’est &
dire que les étudiants doivent déposer réguliérement des documents sur des sites
web, maintenir des sites de présentation et réaliser des rapports de progression.

L’objectif de ces projets est avant tout de former les étudiants & une ap-
proche de la gestion d’équipe et de la gestion de projets (organisation de taches,
structuration de la progression), avec un fort pouvoir moteur sur les étudiants
car ils sont les propres acteurs de leurs innovations. L’organisation, I’historique
et les cours associés aux projets innovations sont consultables sur ce site web que
je maintiens entiérement http://tc-net2.insa-lyon.fr/lutece/jsp/site/
Portal. jsp?page_id=36. Je joins ici un document de présentation des Projets
Innovants qui a circulé au sein de PINSA pour montrer le principe & des parte-
naires potentiels. Dans ce contexte, j’ai fait intervenir des personnes d’IDEAS
labs & grenoble ainsi que la cellule R&D d’Atos Worldline qui présentent leur
activité de recherche et développement & nos étudiants. Enfin je fait intervenir
deux personnes de 'INPI dans le cadre de la brevétabilité et de la protection
du logiciel. La description détaillé du fonctionnement des Projets Innovants se
trouve en annexe.

1.4.4 Résumé sur mes activités d’enseignements

J’enseigne depuis 10 ans, et comme le montre cette derniére section j’ai monté
un grand volume de cours. Les structures de ces cours sont ma contribution.
Jusqu’a l'optention de la prime d’encadrement doctorale, j’ai eu des volumes
d’enseignement de I’ordre de 280 heures. Le département étant en création j’ai
eu une assez grande liberté pour adapter mes cours pendant ces dix ans. J’ai
également eu la grand chance de pouvoir étre une force de proposition en don-
nant les volumes et les modalités des cours que je donnais. Cette souplesse et
la confiance accordée par les trois directions successives du département m’ont
permis de former des étudiants de qualité pendant ces années. Enfin les pro-
jets innovants sont une vraie image de savoir faire spécifique au département
qui est souvent présenté aux personnes exterieures : commission des titres d’in-
génieur, présentation du département au étudiants en seconde année du tronc
commun INSA présentation aux entreprises... Enfin je souligne que je suis éga-
lement intervenu sur des cours pour des formations professionnelles (formation
Unix, Java), ainsi que dans le cadre de séminaires en anglais comme pour 1’école
d’hiver Broadband Europe.
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1.4.5 Exemples de supports de cours

- Java
— eXtreme Programming
— Documentation de présentation des Projets Innovants
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Présentation de Java

Stéphane Frénot — Frédérique Laforest — Frédéric Le-Mouél
2006
INSA lyon
Département Télécommunication Services & Usages

E““’n {stephane.frenot, frederique.laforest, frederic.l @insa-lyon. fr AL

Java ?

=TI = ]

* Printemps 90 : Naughton, Gosling et Sheridan :

— "Le consommateur est le centre du projet, il faut construire un environnement
de petite taille avec une petite équipe et intégrer cet environnement dans une
nouvelle génération de machines : des ordinateurs simples pour des gens
normaux."

* Printemps 91 : Microprocesseur grand public.

— La "Green Team" prototype une machine de pilotage de
I'¢lectroménager

* Aolt 91 : Gosling développe Oak

P
> %TQ

e Aolit 92 : duke
ot
.F‘l Gkl {stephane frenot, frederique. laforest, frederic.le-mouel@insa-lyon fr A3

Ce que c’est !

| e e f e s | e e e e = =

« Une architecture technique
* Un langage OO
 Une bibliotheque de 5000 éléments

Istephane.frenot, frederique. laforest, frederic.le-mouel@insa-lyon fr 1IAS

Langage de programmation

| e e e e Y e Y e Yo Y}

Write once, run anywhere

3‘“ VSR tephane.frenot, frederique.laforest, frederic.l @insa-lyon fr A2

Java ?

« Eté 1993 : Sté. "First Person" est en train de couler

— Eric Schmidt ( Sun) demande une adaptation au Net
* Gosling : travaille sur le code
 Naughton : cherche une application stratégique

Janvier 1995

— Oak ==> Java, HotJava

¢ Aot 1995 - Premiére licence sur Netscape

Janvier 1996 - JDK 1.0.1

¢ Fév.97-JDK 1.1

¢ Jan 99 - JDK 2.0 (aka 1.2)

* 2003 J2se 1.4, J2ee, J2me (Standard, Entreprise, Micro)

:'-ﬂm T T A o T e
e tephane.frenot, frederique.laforest, frederic.l insa-lyon fr 1JA4

Plateforme Java : architecture

| e e Y e e Y e Y e Yo Y}

¢ "\Hngemew AF\' ‘ T';“ o ' Autres AP '}MWE
INDI
Java Core Reflection
Infernationa
lisation
Java 0§ + Embedded API+
Personal API
‘Sweuvs m PCs H‘ NC m PDA m Puces Java H}P\alemwesmb\es

o Java Client/Serveur : Nicolas, Avare, Najman - Eyrolles

{stephane frenot, frederique.laforest, frederic.le-mouel@insa-lyon.fi 1JA6

‘ JAVA Beans

10K APlde
1 Sécurité

‘ Wachine Viruelle

Horizontale

Couche systeme




Machine Virtuelle : Emulateur

oo oo om

Byte-Code/P-Code/J-Code ‘ Sote
e
— opcode : 1 octet pour l'instruction *

— 0,n opérandes

¢ o Complateur
MicroProcesseur logiciel e

— Jeu d'instructions

— Registres (pc, optop, frame, vars) EM:U@
— Pile, Heap 'ml
— Ramasse-miettes

W
— Espace de stockage des méthodes .

S BN
— Tas de constantes

SE
Netéril

==> Compilé ou Interprété

iu“j! {stephane.frenot, frederique. laforest, frederic. @insa-lyon. fr LJAT

Java est portable

e === ]

 Le compilateur Java génere du byte code.

» LaJava Virtual Machine (JVM) est présente sur
Unix, Win32, Mac, OS/2, Netscape, IE, ...

» Le langage a une sémantique trés précise.

« La taille des types primitifs est indépendante de
la plate-forme.

« Java supporte un code source écrit en Unicode.
« Java est accompagné d'une librairie standard.

ot ®
,ﬁ‘hltu'-l- {stephane.frenot, frederique. laforest, frederic. @insa-lyon fr 1JA9

Java est robuste

e e f e s | e e e e = =

A D’origine, c'est un langage pour les applications
embarquées

Gestion de la mémoire par un garbage collector
(ramasse miettes)

Pas d’acces direct a la mémoire
Meécanisme d'exception

compilateur contraignant (erreur si exception non
gérée, si utilisation d’une variable non affectée, ...)

:'-am s T i e e e e
hikd {stephane.frenot, frederique.laforest, frederic.le-mouel@insa-lyon. fr LATL

Machine Virtuelle

e e Y e e Y e Y e Yo Y} =

» Systeme d'exploitation
* Isolation
e Autonomie

===> Avantages ?

;ﬁlﬂ d {stephane.frenot, frederique.laforest, frederic.l @insa-lyon fr JA8

Java est distribué

T = ]

« API réseau (java.net.Socket, java.net.URL, ...).
+ Chargement / génération de code dynamique.

e Applet.

¢ Servlet.

+ Remote Method Invocation : RMI

« Interconnexion sur CORBA

:'xﬁm e S e e e
e tephane.frenot, frederique. laforest, frederic.l @insa-lyon fr LA10

Java est multi-threadé

e e Y e e Y e Y e Yo Y}

Exécution de taches en //

Mémoire, Code et Ressources partagés
Economie de ressources s

, g e el ¥
Un thread ~= méthode qui rend o s

i)
immédiatement la main

Exemple événements (IHM, gc)

+ priorités

+ synchronisation st \
— (moniteur, synchronized)

Implantation dépendante du SE

{stephane.frenot, frederique.laforest, frederic.le-mouel@insa-lyon. fr JAI12



Java est sécurisé

e e e e e e e e =

Indispensable avec le code mobile.
* Pris en charge dans l'interpréteur.
* Trois couches de sécurité :

— Verifier : vérifie le byte code.

— Class Loader : responsable du chargement des classes.

— Security Manager : accés aux ressources.
* Code certifié par une clé.

{stephane.frenot, frederique. laforest, frederic. @insa-lyon. fr LAL3

API du JDK (Paquetages)

java.lang : classes de bases (+reflect)
java.io : entrées/sorties

java.util : utilitaires (structures, dates, events) (+zip)
java.net : réseau

java.applet : gestion des applets

java.awt : interface graphique (image, +datatransfert, +event)
java.beans : définition de composants réutilisables

java.math : entier de taille variable

java.rmi : invocation distante (+dgc, +registry, +server)
Jjava.security : (+acl, +interfaces)

java.sql @ jdbe ...

java.text : traduction, chaine=f(langue)

:'m

Istephane.frenot, frederique. laforest, frederic.le-mouel@insa-lyon.fr UAILS

Le kit java

e e e e e e e T}

¢ JDKvs JRE
— Java Development Kit / Java Runtime Environment
+  Versions du jdk
— 1.1 -> version de démonstration
— 1.2 -> l¢ére version utilisable (interfaces graphiques)
— 1.3 -> 1¢ére version industrielle
— 1.4 -> Version courante (compilation JIT)
— 1.5 -> Version avancée (grande taille)
* 40 Mo de librairies standards compressées
* 13000 classes
« 100k la machine virtuelle
* Nlest pas open-source

{stephane.frenot, frederique.laforest, frederic.le-mouel@insa-lyon. fr UA17

:'m

Java est semi-réflexif

e e Y e e Y e Y e Yo Y} =

* Le langage s'autodécrit

* Les éléments du langages sont pilotable de
l'extérieur

* Possibilité de faire de la meta-programmation

» La machine virtuelle est pilotable de l'extérieur

tephane.frenot, frederique.laforest, frederic.l @insa-lyon fr LJAL4

Architecture technique : Conclusion

:'m

=T = ]

* Notion de bac a sable
— Isolation
— Robustesse
— En pleine évolution

« Utilise les ressources du systeme d'exploitation
sous-jacent
— Acces aux ressources (réseau, disque, mémoire...)
— Mais ...

tephane.frenot, frederique.laforest, frederic.l yinsa-lyon fr JA16

La famille java

e e Y e e Y e Y e Yo Y = Y

* Java2 SE

— java 2 standard edition (a partir du jdk1.4)
— Kit et run-time standard java
Java 2 ME
— Java 2 Micro-Edition pour environnements contraints
- CLDC /CDC
* Connected Limited Device Configuration
« Connected Device Configuration
— Midp 2.0 : couche de spécialisation constructeur
Java 2 EE
— Java 2 Enterprise Edition
— Principalement api EJB
as de thachine virtelle associée” ot o0

{stephane.frenot, frederique.aforest, frederic.le-mouel @insa-lyon.ft LAIS




L'Iceberg Java
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iu“ﬁ tephane.frenot, frederique.laforest, frederic. @insa-lyon. fr LJA19




téphane Frénot

INSA Lyon - Départeme;

Programmation
Conception simple
Approche par les tes!
Refactorisation immédiate
Regles de codage

vail d’équipe
iété collective du code
Intégration continue du code
Utilisation de métaj
Régles de codage
emaine

Programmation en tandem
Petites livraisons

Programmation

petits codes

Ecrire d’abord les

Exi

Le code est testable car il a été fait pour

Les tests sont testés : le test échoue si le code qui

implante le test n’existe pas

Les tests sont répétables (car il s’agit de code)

Les tests aident a la documentation du code
Les tests forcent a définir le support minimal

tence de bibliotheque de t JUnit

(Www.junit.org)

htt

YW programming

Séparation des roles : client, programmeur,

Couches clairement définies
Programmation : comment écrire du code
eXtreme
Travail d’équipe : comment organiser les équipes
de développement
Processus : organisation du processus de
développement

Approche par les t
Petites livrai
Jeux des prévisi

import juni
ublic 1




Ecrire un test e un test
Compiler le test mpiler le test

anter le strict nécessaire

Ecrire un t Ecrire un test Ecrire un test

Compiler le test Compiler le test ompiler le test

Implanter le strict nécessaire Implanter le strict nécessair Implanter le strict nécessaire

Lancer le test et v il échoue Lancer le test et voir s’il ¢ ¢ Lancer le test et voir s’il échoue
Implanter le minimum pour réussir le test
Refactoriser pour clarté et duplication

Ecrire un test Ecrire un test Une question : Tout code peut il étre testé ?
Compiler le test Exemple : difficulté d’automatiser le test d’une IHM

Simulation de I’interface avec
etText, setText, doClick

Implanter le strict nécessaire Implanter le s
Lancer le test et voir s’il échoue Lancer le test et voir s’il échoue
Fabrication d’une version allégée du modele

Implanter le minimum pour réussir le test Implanter le minimum pour réussir

Refactoriser pour clarté et duplication Refactoriser pour clarté et duplication
Recommencer au début Recommencer au début




En regardant un classe, on peut "sentir" les
réorganisati p 1 réorganisatio

Combien de temps dure un test ? Ameéliorer la conception d
De 1 a 5 minutes (10 au max) comportement externe.

ns modifier son

Que faire si plus long ? Prérequis

Réduire la taille du test code initial

tests unitaires
11 faut :

L’A/R entre test et code fait une surcharge cognitive une technique pour §111ell<:>re1‘ le Cfbde

Non.. Vite un ensemble de réusinages a appliquer
Ecrire un test ralentit le codage ? un processus pour organiser le réunisage

e shrale , codage ?

Non pas a terme

, on peut "sentir" les En regardant un classe, on peut "senti
réorganisations possibles
es trop grandes Classes trop grand
Méthodes trop grande: Meéthodes trop grandes

Switch (a la place du polymorphisme)

En regardant un classe, on peut "sentir" les

Class S Classes trop grandes
Meéthodes trop grandes

Meéthodes trop grandes

Switch (a la place du polymorphisme) Switch (a la place du polymorphisme)
Classe de structure (get/set sans méthodes) Classe de structure (get/set sans méthodes)
Code dupliqué Code dupliqué

Code dupliqué a un delta prés

En regardant un classe, on peut "sentir" les
réorganisations possibles.

Classes trop grandes

" les

Classes trop grandes
Meéthodes trop grandes
Switch (a la place du polymorphisme)

Classe de structure (get/set sans méthodes)

En regardant un classe, on peut "sentir" les
réorganisations pos
Classes trop grandes
Meéthodes trop grandes
Switch (a la place du polymorphisme)
Classe de structure (get/set sans méthodes)
ode dupliqué
Code dupliqué a un delta prés
Surdépendance de types de base




En regardant un classe, on peut "sentir" 1
réorganisati

Classes trop gr

Méthodes trop grandes

Switch (a la place du polymorphisme)
Classe de structure (get/set sans méthodes
Code dupliqué

Code dupliqué a un delta pres
Surdépendance de types de base
Commentaires inutiles

Propriété du code

Propriété du code

Intégration du code

Surcharge de travail

Espace de travail

On arréte la refactorisation quand le programme :

1) Réussit les tests
2) Communique tout ce qu’il doit communiquer

4) Posséde un minimum de classes et de méthodes
Once and O

¢ du code

Intégration du code

Propriété du code
Intégration du code
Surcharge de tr:
Espace de travail
Plar ation de:

été du code
Intégration du code

Surcharge de travail

Propriété du code
Intégration du code
Surcharge de travail
Espace de travail
Plannification des livrais

Standard de codage




A qui appartient le code ?
Personne : perdu dans les méandres du temps

A qui appartient le code
Personne : perdu dans les méandres du temps
Dernier a I’avoir touché / Le nouveau (marque,
chaises musicale / test par le feu)
Un propriétaire par classe/package (Monogamie) :
on ne touche pas a MON code
Sequential owner (Propriété locative / Serial
Monogamy) : probléme du long terme

Quels sont les problémes potentiels
Fierté du code
Tragedie des communs (tout le monde est
responsable, donc personne)

Expertise
Mic/Mac de code (mélange de style)

Marcher sur les "pieds" de ’autre (Mise en attente
du développement)

A qui appartient le code ?
Personne : perdu dans les méandres du temps

I’avoir touché / Le nouveau (marque,
sicale / test par le feu)

A qui appartient le code ?
Personne : perdu dans les méandres du temps

Dernier a ’avoir touché / Le nouveau (marque,
chaises musicale / test par le feu)

Un propriétaire par classe/package (Monogamie) :
on ne touche pas a MON code

Sequential owner (Propriété locative / Serial
Monogamy) : probléme du long terme

Propriété par couche (tribalisme) (clien
Réduit la

Quels sont les problémes potentiels
Fierté du code :
Tragedie des communs :
Expertise :
Mic/Mac de code :
Marcher sur les "pieds" de ’autre :

A qui appartient le code
Personne : perdu dans les méandres du temps

Dernier a I’avoir touché / Le nouveau (marque,
chaises musicale / test par le feu)

Un propriétaire par classe/package (Monogamie) :
on ne touche pas a MON code

A qui appartient le code
Personne : perdu dans les méandres du temy
Dernier a I’avoir touché / Le nouveau (marque,
le feu)
package (Monogamie) :
MON code
Sequential owner (Propriété locative / Serial
Monogamy) : probléme du long terme

on ne touche p:

Propriété par couche (tribalisme) (clien
Réduit la

Propriété collective

?
: Spécial WE difficill
1 fois par jour : le soir (et si ca ne marche p:

Juste avant la livra

Intégration en continue : Approche XP




Quand intégrer le code ?
Spécial WE di

1 fois par jour : le soir (et si ca ne marc

Juste avant la |

Intégration en continue : Approche XP
Comment travailler ?
Finir cotite que coite (death march)

40 heures / semaine max. (+5 heures de veille

Comment organiser ’espace de travail ?

Séparation géographique (Réunion trimestrielle)
En off

Cubicle

Bureaux ps

mment organiser 1’espace de travail ?

Séparation géographique (Réunion trime:
En office (1

Bureaux paysagiste

Organisation des liv

petites livraisons

techno) livraison ZFR (Zero Feature Release)

Quels standards choisir Quels standards cho:
Aucun : ARRRGH Aucur
du programmeur (création) et s’impose a Choix du programmeur (création) et s’impose a

if !
I’ajout

Choix du programmeur (création) et se plie a I’ajout Choix du programmeur (création) et se plie a ’ajout

|

|
println(); | }

|

Choix d’équipe : exemple microsoft, javabear Choix d’équipe : exemple microsoft, javabeans ...
JavaBean:

4 espaces d’indentation

Ouverture des accolades sur la méme ligne

Convention de nommage des javabeans (get, set,

Le partenaire demande de I’aide au moment de la
formation de I’équipe

mment organiser le développement mment organiser le développement

Solo : Codage tout seul dans un coin Solo : Codage tout seul dans un coin
Le partenaire aide aussi bien globalement que

Equipe enti¢re : Tout le monde participe .
techniquement

Equipe enticre : Tout le monde participe

Désengagement : Le partenaire regarde 1’air distrait Désengagement : Le partenaire regarde 1’air distrait .,
. ) tocole d’échange de clavier
Programmation par paire
changement régulier de clavier
changement régulier de partenaire . .. Tz
X o Le partenaire offre une vision externe de qualité
propriétaire de la tache (un des deux)
difficulté de trouver des paires
Jjunior/senior

productivité

Le partenaire fournit 1’autorisation (I’excuse) de
faire (ou ne faire) une chose

Si un partenaire oubli quelque chose, I’autre le remet
a ’ordre




ciles a changer, donc
un squelette avant”
roche orientée
"Accepter de s'adapter au changement (merci
Lobjet)"”

Pourquoi chercher une métap
Vision commune
Partage du vocabulaire
Créativité
Identifie une a

Choisie pendant la phase d’exploration

Remise en question au fil de I’eau

Elle guide la solution

Utiliser ses concepts pour les classes principales
Limites de la métaphore

Non familiére a tout le monde

La métaphore peut étre trop faible

La métaphore peut étre trop forte
La métaphore peut borner la conception

Attention aux mots "magique", "super"

Principe d’exploration
Principe de la métaphore
La premieére itération ( squelette)
Faire la surface du programme (hello, world
Tout configurer
Supprimer les fonctionnalités
Interface minimaliste
Petites livraisons
Ref: sat

Pratique d’équipe

Pourquoi chercher une métap
Vision commune
Partage du vocabulaire
Créativité
Identifie une architecture

Quelques exemples de métaphores
Le bureau pour les interfaces utilisateurs
Ligne de montage pour la gestion de flux
Caddie électronique pour le e-commerce
L’annuaire papier pour I’annuaire
Le courrier papier pour la messager

Qui définit I’architecture de déploiemes
L’équipe au moment de I’exploration
omment est documentée I’architecture ?
Test, plus ce que veut le client... (cotit)
La version de surface (ou réaliser la persistance
Permet au client de commencer a tester
Si tout le monde est arch
Notion de coach
Donc on utilise un architecte ?
il est plus important de I’intégrer dans Xp
a planter ?
MCD et Mul ad

Choisie pendant la phase d’exploration

Remise en question au fil de ’eau

principales

nification de release (
Organisation d’une itération

Les acteurs




Plannifier la prochaine livraison

Une liste triée par |
prochaine fois

Quelques heures

Medium

Portable (1)
Print (2)

No-Drill (1)

a livrer la

[ 1 poube |
Il

Comprendre le but du s
imer la charge

stéme afin de pouvoir

Le client écrit une histoire, le programmeur
I’évalue

Ensemble d’histoir

Jour Semaines

Client trie les histoires par valeur (haute, mo
basse)(doit, peut,pourrait)
Programmeur déclare la vitesse
nombre de points / itération
lére itération = 1 a 3 semaines
estimation : 1/3 d’histoire / programmeur
apres :
Client sélects e la portée
Le client sélectionne les histoires
La durée = nb points / vitesse
La premiere : L’ensemble du sy

Ecrire les carte ds

1 ere étape : Brainstorm

2nd étape : Prise en charge /

T 1 f
[ | et esume

Client écrit une histoire : testable, 1 a 3 "semaines"
Programmeur évalue I’histoire

Programmeur fait une exploration (étayer)

Client découpe une histoire pour simplifier

A la fin : chaque histoire & un cott

> Notion de semaine "idéale"

Si le client n’aime pas le résultat, il peut :
changer les histoires, livrer moin vires,
accepter une nouvelle date, changer une partie de
I’équipe, quitter le projet

Le client est il lié aux priorit
Non, ¢’est un point de départ
Peut on trier par risque ?
‘Why not, mais on peut réduire les risques en
diminuant la taille des histoires
are developpement as Cooperative Game"

a0l.com/humansandt/papers/asgame/

eur) indique le nombre d’histoires

Le client sélectionne les taches inac i limite
points
Le tracker donne pour chaque programmeur
ints de programmation (1ére
/programme/jours de I’iteration)
Chaque programmeur regoit son nombre de points

( )




Phase | : Brainstorm d’équipe Phase | : Brainstorm d’équipe as de solution
Le client sélectionne une des hi et la lit Le client sélectionne une di

Le client choisit une histoire a décomposer ou a
Les programmeurs définissent S Les

) P remettre a plus tard
rogrammeurs dé 5 s
i o~ A ’équipe a bes d s d’histoires
Le processus est répété pour chaque histoire Le processus est répété pour chaque histoire

L’équipe gagne : Tout le monde est a peu preé
Phase 2 : Les programmeurs quipe gag peup

Pour chaque tache un programmeur : Alafinl

quipe a un plan d’itération des his
la sélectionne

Le gestionnaire enregistre le plan
Estime le temps qu’il passera dessus (en points
programme)

Les programmeurs bo
Ecrit ce temps sur la carte

Le client écrit les tests de validation

Si la tache est trop grosse (> 3 jours) le client
TR —— pase décompose la tiche

: Quelques heure: Le clier Client : 4 roles pendant Iitération + 1 pendant la
Le programmeur fcette . .
1) Répondre aux questions
2) Ecrire les tests
3) Lancer les tests
s i . . Le trackeur ) " N
Pourquoi ce n’est pas I’équipe qui évalue les taches ? 4) Piloter I’itération
» ) Le mentor e E .
Implication du programmeur Sélectionne le contenu d’une release
Plannifie les itérations
Prend des décisions au vol
a s tests de 5 - 60 mi s — — S =
anticeiesteie LS 5) Valide la livraison (c’est la féte)

Somme des tach histoire ? Les tests valident I’histoire

Les problemes du client Teste, code, refactorisation (!= conception, code, test) Représentant du projet au monde extérieur
J’ai un boulot a ¢ Forme 1’équipe

il faut dégager du temps Réunion du matin 9h00 (10min)

Obtient les ressources
Je ne peux pas indiquer au> Formation des paires

Pilote I’équipe
P i Concoption rapide ;
non, il n’y en a pas Présente les avancements
Convoque les réunions
ganise les célébrations

Test <> Questions Réponses

Codage —————> Refactorisation X N .
Gere les problemes (client, membres...)

Mais vraiment plein, plein de clients : Intégror ou otter tout

il faut s’adapter

Rotour Maison 17h00




Pas de priorités (client) Le tracker

Pas d’assignation de taches (programmeur) Suit le planning de livraison (histoires)

s d’estimations (programmeur) Suit le planning d’iteration (taches)

de calendriers (négociation client/programmeur) Suit I’état de validation des tests

Le coach

sque aux programmeurs les probléme: b - ol RO @ RS,

souvent excellent programmeur

Activités : surveille les proces

débordent, etc...), maintient les régles, modifie le
processus, mentor, fournit les distractions

Quel P? Quels sont les point d’XP ?

Communication rapide et efficace (client, programmeur) Communication rapide et efficace (client, programmeur)

Validation primordiale (réduction du temps, car tout est validé) Validation primordiale (réduction du temps, car tout est validé)

Le principe d’itération fonctionne (iter. 14 3 s., rel. qq mois) Le principe d’itération fonctionne (iter. 1 a 3 s., rel. qq mois)

Quels sont les points @ améliorer ?
Simplification et éclai nent (processus de plannification
Limites d” ? Autres domaines ? Quand
Trouver des concepts fondateurs

Tests d’acceptation : validation dans d’autres contextes

Réle du client : Xp

Les problémes a surveiller

Ralentissement de la vitesse (refactoring, test ?)

Mauvais code ou usine a gaz (refactoring)

Baisse de la qualité (tests)

1. Hunt, Andrew and D. Thomas. 2000 — The pragmatic programmeur : From
Journeyman to Master. Boston : Addison-We:

2. . 2000 — Programming Pearls, Second Edition. Boston : Addison-Wesley

3. 2000-2001 - xp series — Addison-We

Sites web
1. http://www.egroups.com/group/e; ogramming
2. http://www.extremeprogramming.org
3. http://www.junit.org
4. http://www.pairprogramming.com
5. http://www.refactoring.com
6. http://www.xpdevelopper.com

7. http://www.xprogramming.com

8. htp://www.xp123.com
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Résumé

L’objectif des Projets Innovations (PI) est de permettre aux étudiants
du département Télécommunications de monter, de suivre et de présenter
un projet qu’ils auront réalisé durant le second semestre de la 4éme année.
Les projets innovation sont des projets entiérement portés par I’équipe de
projet qui en définit l'objectif initial (la Demande) et en fait une offre
cohérente présentée a la fin.

Le projet est intégralement décrit sur http://tc-net2.insa-lyon.
fr/lutece/jsp/site/Portal. jsp?page_id=36

Les projets innovation reposent sur deux axes :

un cours de formation & la conduite de projets et aux outils associés,

— des heures projets suivies par un bindéme enseignant technique /

enseignant humanité qui supervise la conduite du projet

L’évaluation finale se fait principalement sur le bon déroulement du
projet (respect des livrables, organisation de I'équipe...) mais ni sur une
"bonne réalisation technique", ni sur une "bonne soutenance finale".

stephane.frenot@insa-lyon.fr
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2 LES PROJETS

1 La formation associée

Le cours repose sur les prérequis de 3TC dans le cadre du cours de Ma-
nagement de projets. Les enseignements pour PI sont répartis de la maniére
suivante.

2h Cours Analyse fonctionnelle

— 2h Gestion de projets et GANTT

— 2h Méthodes de management

— 2h Projets Agiles

— 2h Brevets

L’ensemble des supports de cours correspondant est disponible sur http://
http://tc-net2.insa-lyon.fr/lutece/jsp/site/Portal. jsp?page_id=36

2 Les projets

2.1 Présentation

Les projets sont proposés, mis en oeuvre et défendus par les étudiants. Nous
faisons une exception sur des projets proposés par des entreprises externes.
Les projets sont structurés en deux phases. La premiére phase est une phase
de proposition OSEO-ANVAR ou ’équipe dépose son projet et le découpage
associé. La seconde phase est la phase de mise en oeuvre ou les projets sont
suivis par un bindme d’enseignants qui veille au bon déroulement du projet. A
la fin de cette seconde phase, une note est établie qui est la note plafond du
projet. Une soutenance du projet est faite en fin d’année.

2.2 Déroulement
2.2.1 Avant projet

Au premier semestre les étudiants sont informés de la nouvelle formule. Ils
se constituent en équipes et commencent a rechercher des idées. Les idées pro-
viennent des étudiants eux-mémes, des cours de 3 et 4 TC. Les enseignants et
autres peuvent proposer des idées (un paragraphe) sur un site Web. Ces idées
sont offertes aux étudiants qui se I’approprient intégralement. Concernant les
projets apportés par des entreprises externes, les projets sont proposés comme
les autres, mais l'entreprise restera le client du projet (on retombe alors dans le
méme mode de fonctionnement que les PTS cf. plus loin). Si plusieurs équipes
veulent faire les projets proposés par 'extérieur, le responsable des PI tranche
pour une équipe. Cette partie de réflexion a lieue avant le lancement réel des
projets au second semestre.

2.2.2 Choix des sujets (2 semaines)

- Les étudiants sont constitués en équipes et choisissent un sujet. Le sujet
provient soit d’eux mémes, soit de la "boite a idées", soit des extérieurs. Le
dépot de sujet se fait en 1 page pdf, qui décrit le projet, la liste des membres
de I'équipe (mail). Un exemple de proposition est fourni en annexe.

stephane.frenot@insa-lyon.fr
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2.2 Déroulement 2 LES PROJETS

2.2.3 Cahier OSEO-ANVAR (1,5 mois)

Le dossier Oseo est une proposition qui doit permettre de comprendre le
projet. Ce dossier ne s 7adresse pas qu 7a des spécialistes techniques du domaine
visé. Il doit étre convaincant sur trois axes.

— Le caractére innovant du projet ou 17intérét de 17innovation proposée :
sa différence par rapport a 17existant, son utilité technique, économique,
sociale, etc.

— L’expertise technique doit permettre de comprendre les grandes lignes de
I’architecture visée.

— L’expertise économique doit rendre compte de la faisabilité économique
du projet (cet aspect n 7est pas abordé dans la phase II).

L’étude de marché doit vérifier I'existence d’une véritable opportunité de se
lancer. L’Agence pour la création d’entreprises (http ://www.apce.com) note
que l'étude de marché permet :

— De mieux connaitre les grandes tendances et les acteurs d’un marché visé.

— De réunir suffisamment d’informations permettant de fixer des hypothéses
de chiffre d’affaires.

— De déterminer sa stratégie et son “marketing mix”.

— De fixer un budget prévisionnel.

L’étude de marché doit clairement identifier le marché visé (professionnels/particuliers,
stagnation/développement, faiblement/fortement concurrentiel, etc.), les concur-
rents (leur identité, leur taille, les agressivité, leurs méthodes de distribution,
leurs tarification, etc.) et le cadre législatif (certifications, licences, régles de
santé publique spécifiques, etc.). Seule une telle étude peut permettre de déter-
miner la plausibilité du projet.

Le dossier Oseo doit également contenir une annexe importante concernant le
déroulement de la seconde phase. Cette annexe doit permettre de comprendre le
contour fonctionnel du prototype fourni durant la suite du projet. Cette annexe
doit contenir :

— la liste des grandes fonctions du prototype

un lotissement de la phase 1T

— une description et un chiffrage du matériel nécessaire au prototype
Le cahier est limité a 25 pages. Un exemple partiel de cahier est fourni en annexe.

L’évaluation des cahier se fait par un ensemble d’experts techniques. Il y a
au moins 2 experts par projet et le document de retour d’expertise est fourni en
annexe. A la suite de ces évaluations les tuteurs de projets remontent ¢galement
leurs commentaires sur chacun des projets. Il est possible alors d’arréter un
projet pour diverses raisons (faiblesse du dossier, impossibilité technologique...).

L’évaluation du cahier Oseo et du déroulement de la phase I du projet donne
1/3 de la note finale de projet.

A la suite de cette premiére phase les projets continuent avec de nouveaux
tuteurs enseignants et humanité.

2.2.4 Reéalisation du projet (3,5 mois)

Dans cette seconde phase les projets sont plus ou moins autonomes. Les tu-
teurs voient les projets environ 6 fois durant cette période. L’objectif des réunion
est de controler 'avancement du projet, le respect des délais, cahier de charges
et budget. Pendant cette phase on demande aux étudiants de déposer leur do-

stephane.frenot@insa-lyon.fr
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2.3 Finalisation 2 LES PROJETS

cumentation officielle sur un site de dépot et de réaliser un site de présentation
externe de leur projet/entreprise sous un outil de gestion de contenu (CMS).

A la fin de cette phase une réunion de recette est faite avec les tuteurs. A
ce moment le projet est évalué une note est remontée par les encadrants qui
correspond au 2/3 restants de la note finale.

2.3 Finalisation

2.4 Présentation finale

L’ensemble des projets est présenté devant tous les étudiants, les enseignants
tuteurs et toutes les personnes du département qui sont intéressées par ces pro-
jets. Les soutenances sont classiquement faites en 1 journée ou 2 demi-journées.
A la suite des présentation une sélection des trois meilleurs projets est faite.
Cette sélection porte principalement sur la soutenance. Toutefois la soutenance
ne conduisent pas a une modification de la note de projet. Les trois projets
retenus sont sélectionnés pour étre présentés lors d’un forum partenaires dans
les jours suivants.

2.5 Rendus et pérennisation des projets

Les projets représentent un grand volume d’activité de la part des étudiants
et du département. Les projets sont donc conservés au département sous diffé-
rentes formes :

— L’intégralité des documents ’officiels’; proposition initiale, cahier Oseo,
cahier de recette et codes sources du prototypes sont conservés en ligne
sur un site Web

— Tous les projets maintiennent un site Web privé a 'INSA qui reste en ligne.
Une liste des sites en consultation est disponible sur http://tc-net2.
insa-lyon.fr
Chaque projet fournit un poster de synthése de son projet. Ce poster Al
est imprimé et utilisé dans le cadre du forum. Un exemple de poster de
projet est donné en annexe.

Parmi les projets sélectionné nous avons déclenché la premiére phase de re-
cherche d’antériorité pour brevet. Cette recherche se fait conjointement avec
INSAValor et permettrait de libérer les droits pour une éventuelle industrialisa-
tion d’'un projet.

stephane.frenot@insa-lyon.fr
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2.6 Synthése sur la notation 3 LES MOYENS

2.6 Synthése sur la notation

* lére partie : Dossier OSEO
50 % Structuration du dossier

- Mise en page (plan, annexes, synthése, bibliographie, page, décomposition,

polices, lisibilité) : Donner des pistes pour la rédaction

50 % Contenu
- Décomposition en Taches (Durées, contenu, réalisme)
- Décomposition en fonction (description, réalisme)
- Idée nouvelle
- Transversalité (touche plusieurs axes
informatique/réseau/télécommunication)

==> Retour : un rapport d’expertise sur la structure et le contenu.

est évalué par un expert, qui analyse plusieurs dossiers.

* 2nd partie : Déroulement du projet

40 % suivi des projets
- respect des délais
- réorganisation des délais
- gestion de 1’équipe

30 % Fonctionnement de 1’é&quipe
- ambiance de 1’équipe
- respect des relations
- homogénéité du travail (répartition de t&ches)

20 % réalisation technique (maquette / présentation)
10 % rapport technique

==> Retour : un rapport d’évaluation technique. 1 seule expertise

* la soutenance n’intervient que pour conforter la note :)

3 Les moyens

3.1 Encadrements

Les projets sont suivis par des binémes T'C/Huma, a raison de 3 équipes par
binéme. L’encadrement des trois équipes est de 10h par projet. Le binéme voit
I’équipe projet environ 3 fois pour la premiére phase et 5 fois pour la seconde.

Les équipes possédent un chéquier de 15h d’expertise technique et prennent
RDYV avec les enseignants concernés. Il est demandé que toutes les équipes aient
au moins vu 1 expert extérieur qui garanti certain éléments techniques. Les
experts peuvent étre consultés aussi bien en phase 1 qu’en phase 2.

Le bilan en heures cours/encadrement/expertise est de :

— 14h eqTD pour les cours

200h eqTD d’encadrement de projet
— 34h eqTD d’expertise (cahier Oseo et expertise de projet)

stephane.frenot@insa-lyon.fr
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3.2  Ressources 3 LES MOYENS

3.2 Ressources
3.2.1 Sites Webs

Le département fournis les éléments suivant pour la gestion de projet.
Un site Web de centralisation de I'information http://tc-net2.insa-1lyon.
fr/lutece/jsp/site/Portal.jsp?page_id=36

Fichier Edition Affichage Historique Margue-pages Qutils Aide

(<HONONF ACIT

Rechercher :
) 3 k3 o
Vous &tes ici: accueil > 4TC > PI
supports de cours
Lancement 2007 ® Gestion de
01/03/06 Lancement 2006, mise 4 jour du site projets, alm
09/06 Organisation des soutenances sur ares ® Analyse
26/05 Ajout des squelettes de poster P Fonctionnelle, jf
20/05 Ajout de Ia liste des projets ® Extreme, sfr

10/05 tc-pi opérationnelle
/03 Ajout du skelette de description du matériel
nt

2/03 Création site de gestion des docume:
2/03 AjoLt des documents ANVAR

2/03 Ajout des fiches techniques(CDC et réunion) ]
1/03 Ajoutt du modzle de document pour le cahier ANVAR (section documents PI)

1/03 Ajout du modéle de document pour le suivi dactivité (section documents PT) |
>Le site de 'ANVAR

*Le projet que je voudrais proposer est une mesure de la qualité de rendu sonore canevas de projet
dans une piéce avec une retour aussi rapide que possible surla calibration Anvar .y
acoustique de la piéce. Le systeme d'expérimentation est une simple il s'agit d'une >Le document de

Source qui émet un flux sanore en numérique sur du sans fil ET en audio méthodologie Anvar
analogiaue, le récepteur est un appareil mobile de type PDA qui permet de recevair >La plaquette de
les deux flux et de les comparer afin d'évaluer la qualité sonore et le rendu de la gestion de projets

pitce pourla diffusion. Le sujet compte pas mal de points techniaues
Synchronisation et comparaison des deux sources sonores, localisation du
récepteur dans la pisce. Pas mal de traitement du sianal en fait. Le premier projet pages wieb oswd
serait de le faire sur des cibles assez grosses pour calibrer I'application et ensuite
porter 'ensemble sur des capteurs qui pourraient adapter la source sonore pour
garantir 1a qualité de diffusion en temps réel.

*Systéme de diffusion Audio/ Vidéo multi-Source, multi-Destination

* Echange spontanée dinformations entre Palm Pilot ou PDA Windons CE

>Un site de styles pour
B

concernant des listes d'abonnement (synchro du Monde, ete. >Le diagramme

* Réseaux de senseurs pour |'étude de I'EPIDEMIOLOGIE DE LA UBERCULOSE d'organisation pour 2007

CHEZ LE PERSONNEL SOIGNANT: reconnaissance vocale embarquée Phase T

*UbiWorld : reconnaissance / recherche et échange dinfo de proximité par obiets > La fiche Conduite de

communicants réunion

0Ll drara anisation de raids multioueurs oour world of warcraft S fthe Flaharation -
) Téléchargements||__phpraider_cha, invoice-5a2ab.. Retirer
Terminé
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3.2  Ressources

3 LES MOYENS

— Un site de gestion de dépot des documents de projets

Fichier Edition Affichage Historique Marque-pages Outils Aide

(<NONOXSE

https://tc-net2

nsa-lyon. fi/pif2007/1-Spam/

v @

ps2pd -5 papersize 0 (B0

¢ te-net € nec [citi @moi 9 aliance Mjudge @ raid @wow 9 1&1 9 Wiki Ares % helpdesk ¥ JIRA X, Wiki Apache

[ phpRaider

[ & ps2pdr: Postseript... ]| Gmail - Boite der.

[[ 2 phpRaider

|[Clps2pdf -s papersiz... )| 9 QuiXplorer 2.3 ... &

Répertoire:
Q004 wuEA Fichier || _créer
[~ Nom « Taille Type Modifié Perm's  Actions
3 ar 472 Bytes Répertoire 01/05/2007 12:16  drwxrwxr-x
[~ 3 Admin 432 Bytes Répertoire 22/06/200713:04  drwxr-xr-x
[~ Charte Graphique 272 Bytes Répertoire 29/03/2007 08156 drwxrwxr-x
[~ 3 GANTT 112 Bytes Répertoire 03/05/2007 14:09  drwxrwxr-x
[~ 3 Guihem 272 Bytes Répertoire 17/06/2007 14158 drwxrwxrnx
[~ 3 3ean - Réseau 376 Bytes Répertoire 14/05/2007 08:46  drwxrwxr-x
[~ < ordres du jour 248 Bytes Répertoire 01/06/2007 08i59  drwxrwxr-x
[~ 3 Recette_Finale 88 Bytes Répertoire 13/06/2007 0:47  drwxrwxr-x
[~ 3 Reporting 912 Bytes Répertoire 17/06/2007 18:15  drwxrwxr-x
[~ Romain - VoIp. 496 Bytes Répertoire 23/04/200711:22  drwxrwxr-x
[~ 3 Rong - Sécurité & Réseau 464 Bytes Repertoire 11/06/2007 19119 drwxrwxr-x
[~ Simon - Finanee et Juridiction 720 Bytes Répertoire 14/06/2007 11:36 drwxrwxr-x
[~ 3 Virgile - Techniaue & Dévelappement 496 Bytes Répertoire 25/06/200711:17  drwxrwxr-x
[~ 3 Yoanick - Marketing & Communication 240 Bytes Répertaire 29/03/2007 1:25  drwxrwxr-x
[~ 3 zeneo 192 Bytes Répertoire 26/04/2007 13154 drwsrwxr-x
[~ 3 cahier ANVAR 632 Bytes Répertoire 07/05/2007 11:52  drwxrwxr-x
[~ 3 compte-rendus 704 Bytes Répertoire 03/06/2007 16:46  drwxrwxr-x
[ 3 htdocs 726 Bytes Repertoire 22/06/2007 11:08  drwxr-xi-x
[~ @ CamStudio20.exe 13 M8 Exéeutable 19/06/2007 18:20 Q@
[~ @ SaveAsPDFandxPS. exe 933.93 KB Exéeutable 24/03/2007 15:56 Q@
[~ /) edtpitxt 31Ke Fichier texte 16/03/2007 17:20 ra
[ ) notes amphit.doex 2518 KB Fichier 10/03/2007 17:34 Q
[~ ) notes amphiz.doex 13,87 kB Fichier 16/03/2007 14:11 Q@
23 Item(s) (Dispanible: 2155 GB) 2.26 M8

B Tacharaements|

invoice-5a2cb...

[Retrer

Terminé
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3.2 Ressources

3 LES MOYENS

— Un site par projet pour la gestion externe du projet (maintenu par les
étudiants)

B © O B T

2 @psZpdf—spapers\ze °oQ o

#¢ te-net € nec [citi @moi 9 alliance Mjudge 9 raid Bwow 9 1&1 D Wiki Ares %1 helpdesk & JIRA X, Wiki Apache

) phpRaider Q)

ZoKo by Wiom:

» Lentrepris:

> Le projetZc
» Nos Partenaires
» Notre biog

Produit ZoKo:
» Démonstration
» Futurs clients
» FAQ

» Contacteznous

» Gestion de projet
» Cahier ANVAR

s
» Top des visiteurs

L)

WiKo

Wireless communications technolagies

Bienvenue chez WiKom

Les vidzos de dmonstration sont disponibles. Veuillsz les consulter e

Wikom est une jeuns entreprise crése en janvier 2007 dont le sizge social est situé 4
Villeurbanne. Notre entreprise est spécialisée dans le développement d'applications liges aux
technologies WiFi

Notre entreprise s'est créée autour d'un projet fondatsur : I& projet Zoko. Notr équipe, en charge
du développement du projet Zoko, est composée de sept élaves ingsnieurs du départsment
Télscommunications de IINSA de Lyon. De part leur formation, Ies membress de I'équips ont
avant tout un profil technigue, leurs domaines d'expertise étant les télécommunications, les
réseaux et lnformatiue. Iis ont galement développé des connaissances et des savoi-faire
dans plusisurs domaines des humanités, en particulier en marketing et négociation
commerciale, gestion de projet et gestion financiére

45 lectures

[[1Gmail - Boite de récepti... «.)|| = phpRaider O|[Clps2pdf s papersize - Ru.. ] %

@ Téiéchargements| [ PipaiSeichas ] [ invoice 5290

Terminé

3.2.2 Ressources

Nous fournissons les documents suivants comme support aux projets :
— Conduite de réunion, comment organiser/se comporter en réunion
— Rédaction d'un rapport, quels sont les éléments que l'on doit retrouver

dans un rapport

Retirer

— Normes et références pour la rédaction de dossier Oseo
— Normes et références pour la rédaction de cahier des charges

stephane.frenot@insa-lyon.fr
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A ANNEXES

A Annexes

A.1 Proposition initiale

Les magnets interactifs

Composition de I'équipe

L'équipe proposée est composée de & personnes

»  Guillaume BOULAY

»  Xavier HOW-CHOONG

»  Romain MOUNIER -POULAT
»  lean-Benoit PAUX

»  Florian RODARY

= DiwlU

Description du sujet

Notre projet consiste 3 révelutionner|e monde des magnets pour réfrig érateur

A travers une collertion de magnets interactifs nous ¥ous proposons d'avoir acces & Pactualits, & la
météo, ternpérature de la pigce, ete. (une Fois gu'on aura trouvé d'autres idées)

Les magnets, véritables objets technologiques sont directernent connectés & Internet via une ligison
WiFi. La surface du Frige permet une wéritable réorganisation des magnets poovant érendre |eur
Fonctiennalité en Fenction de la lecalisation de ceux-ci

Par silleurs leur nombre sur la surface nous fait secéder & une nouvelle dimension ob les magnets
communiguent entre eux, peuvent former des groupes pour offrir ainsi de nouvesux services sur une plus
grande surface d'affichage

Il sont aussi reconfigurables en ligne pour changer leur com portement.

Plateforme technique

La mise en place de magnets de ce type implique de nembreuses contraintes surle matériel
En effet, il nous Faut un matériel léger, selide, petit, doté d'un écran tactile.
Nous n'awens pas trouvé de plateforme adéquat encore, on ajuste des pistes

»  Plateforme aver processeur type ARM

»  Pice-ITX mais surernent trop gros encore et non adapté

bkt e mathe . comfactualite: Py pi - ibif
= Vieux PDAfSmartphone dremettre au point
»  Miniplateforme style Gumstix : itk v gumstix com/

stephane.frenot@insa-lyon.fr
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A ANNEXES

A.2 Cahier Oseo

TESSEYRE Guilhem
BENARD Yoanick
CUENOT Romain
DUCHENE Simon .
GARCIA Virgile
ZHANG Rong

30 Mars 2007

|

®
. ‘ Safe Solutions Safer Wordd...

stephane.frenot@insa-lyon.fr
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Cahier Oseo

A ANNEXES

En partenariat avec :

LYON

Informations sur le document :

0“.‘\
nexhraone

e
SPrlc

Référence du projet
Equipe

Titre du projet

Intitulé du sujet

Tuteurs

Date de remise finale
Nom du délivrable
Version du document
Chef de projet
Interface du projet
Mots-Clés

Site web du projet

Pl-Groupe 1

Zeneo

SPITSink

Solution Anti-SPIT

David Gindis, Isabelle Auge-Blum

30 Mars 2007

Cahier ANVAR

2.0

Guilhem TESSEYRE
https://tc-net2.insa-lyon.fr/1-Spam/
VolP, Spam, Security, IPBX, Telephony
http://zeneo.insa-lyon.fr

Historique du document

Version Date Commentaires
Draft 16/03/07 Premigre ébauche de PANVAR
1.0 25/03/07 Premiere version avec I'essentiel du contenu
Intégration d’une charte graphique de meilleure qualité
Ajout de 'historique du document
11 29/03/07 Ajout de la liste des figures et des tables
Ajout du slogan
Réduction de la présentation de I'équipe
v 29/03/07 Ajout des correctifs sur la partie financiére
Ajout d'un scénario minimum dans la partie financiere
13 29/03/07 Ajout des correctifs sur la partie technique
14 29/03/07 Ajout des correctifs sur la partie marketing
Refonte du résumé exécutif et de la présentation du contexte
. Numérotation depuis le résumé exécutif
29/03/07 Redéfinition des taches du GANTT
Mise en page générale
Intégration des derniers correctifs
- 30/03/07 Rectification de la partie financiére
: Mise en place des références dans le texte
Mise en page générale
o 30/03/07 Relecture et correction orthographique
g Version Finale
I
L L . L] = L L] L]

stephane.frenot@insa-lyon.fr
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A ANNEXES

Sommaire

INFORMATIONS SUR LE DOCUMENT :

HISTORIQUE DU DOCUMENT

SOMMAIRE m
LISTE DES TABLEAUX w
LISTE DES FIGURES v
ABREVIATIONS v
ES Vi

RESUME EXECUTIF. 1
1. PRESENTATION DE L’IDEE ET DU CONTEXTE 2
1.1. UN BESOIN NAISSANT. 2
1.2. EQuIPE ZENEO 2
1.5.LEs 3
1.5.1. INSA Lyon. 3
152, i 3

2. CARACTERISTIQUES TECHNIQUES 4
2.1. CONTEXTE TECHNIQUE 4
2.2. MOYENS M EN EUVRE. 4
2.3. LES PRINCIPALES CONTRAINTES 4
2.3. LA SOLUTION RETENUE 5
2.4. LES DIFFERENTS ACTEURS. 7
2.4.1. Utili finaux. 7
2.4.2. Machine 7
24.3. 7

2.5. CONCEPTION DU PROTOTYPE. 8
2.6. PLATEFORME DE TESTS 8

3. TOIP D’ENTREPRISE EN FRANCE - LE MARCHE 8
3.1. LEs OFFRES o
3.2. ETAT DU MARCHE EN FRANCE. 10
3.3. NoTRe 11
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Abréviations
CA Chiffre d’Affaire
DoS Deny Of Service
GE Grandes Entreprises
GSM Global System for Mobile Communication
INPI Institut National de la Protection Intellectuelle
P Internet Protocol
IP-PBX Internet Protocol-based Private Branch Exchange
IPBX Idem IP-PBX
PME Petites et Moyennes Entreprises
RTC Réseau Téléphonique Commuté
SIP Session Initialisation Protocol
SPIT Spam Over Internet Telephony
TPE Treés Petites Entreprises
TolP Telephony Over Internet Protocol
VolP Voice Over Internet Protocol
VPN Virtual Private Network
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Résumé exécutif

Suite @ de nombreux travaux depuis son introduction il y a une dizaine d’années, la
technologie VolP qui constitue I'avenir de la téléphonie, notamment d’entreprise, est arrivée a
maturité. Les besoins en termes de qualité de service ont été solutionnés et garantissent maintenant
un fonctionnement adéquat aux exigences de la téléphonie d’entreprise. Des standards tels que SIP
ont été développés et permettent I'interopérabilité et par conséquent I'implantation massive et
facile d’équipements de TolP. La corrélation de ces éléments a permis I'apparition de pdles de
compétences et de recherche actifs et performants. Par la méme occasion, les hackers développent
jour apreés jour de nouvelles menaces face auxquelles il faut se prévenir. Hier les spams par courriers
électroniques envahissaient et polluaient vos boites mails, demain ce seront des appels non sollicités,
du télémarketing, des robots programmés pour diffuser des enregistrements publicitaires, qui
inonderont les réseaux VolP et feront offices de spams vocaux dont I'appellation exacte est SPIT ou
bien pire encore seront utilisés a des fins d’ingénierie sociale de maniére a récupérer certaines
informations. Dans ce contexte a la fois de foisonnement technologique et de menaces avérées,
constatées et pour I'instant non solutionnées, Zeneo, jeune entreprise de 6 ingénieurs INSA Lyon,
choisit de créer SPITSink dans le but de garantir efficacité d’utilisation et confiance dans I'utilisation
de la TolP.

En se basant sur des techniques a la fois statiques telles que des listes d’autorisations ou bien
dynamiques telles que le calcul probabiliste ou la surveillance en temps réel de Iactivité sur le
réseau, SPITSink garantira le blocage des appels indésirables. De plus il permettra a I'utilisateur de
fournir des commentaires suite aux appels recus afin d’affiner les régles de filtrage et ainsi définir
une politique d’administration du réseau TolP adaptée.

SPITSink se présentera sous la forme d’un logiciel qui s’installera sur I'IP-PBX concerné et
s'intégrera en totale transparence avec celui-ci. Ainsi la qualité de service de la TolP sera maintenue,
les besoins des utilisateurs en termes d’utilisation sdre et sereine seront satisfaits et enfin la sécurité
du réseau VolIP sera assurée. C'est en comprenant les technologies et les besoins de demain que
Zeneo avance et propose des solutions sdres pour un monde plus sdr.

stephane.frenot@insa-lyon.fr
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A.3 Fiche d’évaluation

Hom/Huméro du projet :

cCatte fiche est ancnyme. Elle est envoyé au chef de PI, et est

retransmise aux tuteurs et au chef de projet.
R R AR R R R R

cuelle note globale donner vous au projet dfun point de vue technique 7

- Je sgutiendrai entiérement ce projet (Rcceptation)
trouve le projet interessant (Faible Acceptation)
- Je pense gu'il est un peu défendable (Faible Rejet)
- Je ne vois pas 1'interétc (Rejet)

oooe
'
[
m

Commentaires :

guelle note mettar vous sur la planning proposé 2
- Il tient kbien la route
Certains points me semblent légers
- Je pense gqu'il y a quelques £léments & changer
ois pas comment ca peut entrer dans ce planning

onm
'

Commentaires :

uelle note metter vous sur le placement économigue du projet
A - C'est un positionnement irrefutable (Millions de clients)
E - Ca deoit passer sans probleme (100 aines de cliesnts)

C - Certains peuvent &tre éventusllement interessés (l0aines de
clients)

D - Ho vraiment je ne vois pas

Commentaires :

Quels sont les informations supplémentaires que vous voulss fairs
remcnter & lfeéquipe (forme, guestions de détails, précisicns).

Quels sont les 2 points forts (ou plus)

Quels sont les 2 points faibles (ou plus)

Bon pour £inir, une note générals sur 20 :

stephane.frenot@insa-lyon.fr
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A.4 Poster de projet

Préser\te

e futur au bout des c‘oigts...

Présentation & Aasteck Contexte

AASTECK est une jeune société lyonnaise 1714 - Arrivée des premigres machines 3 écrire
regroupant 6 &lves ingénieurs dans des projets toujouts 1868 ~ Création du clavier QWERTY (29 touches)
plus innovants, Née dans le cadre d‘un Projet, cette sociét 1986 - Clavier étendu (102 touches)
s'est spécialisée au cours de ces derniers mois dans les 2007 - Naissance du clavier factileo (Infinité de touches)
Auxiliaires et Accessoites pour les systémes technologiques,
En créant e premier clavier complétement adaptable, O})JCC'I:I{:S
AASTECK a créé LE clavier qui vous permet de dynamiser

vos applications.Le clavier tactileo se veut un produit unique lest & e o avies iz, un claver..
pout personnaliser |‘intéraction avec votte machine. j

Que 'utilisatenr adapte 3 2 quize,
Qui sait s faite sombre quand on reqarde un film

Thomas Zilliox Amabell Thiekt Destiné Ding:

, ou lumineux pour utilisation nocturne,
Solutlon Quiest facile nettoyer,
Dont on peut changer apparence suivant nos humeurs
Tactileo, Cest.. Quioptimise les touches & 'utilisation de chacun

Le clavier tactile uniquc
et Pcrsonnalisablc

* Un choix de claviers précongus et paramétrables :
5 Plusteurs claviers c|ass(ques (AZERTY, QWERTY, humérique, ...) et leuts themes (exemple : bleu Lagon)
5 Des claviers spéciaux (Tetis, lectute vidéo, pour enfants, ...)

i |

¥ Des bartes additionnelles aux claviers dassiques (musique, msn, ...)
¥ Une batte permanente de navigation (raccoutcis personnalisables)

2TASSTED 4
FEPEFGH it

* Une interface de chargement simple

Plus d'info ?
Rendez-vous sur notre site

Al possnbx[(té de créer vous-méme vos propres aviers |

* Unssite internet ccmp|e( qui vous permettta d’échangervos claviers, themes, httP// aaStCCLinsa'lgon}r

connaissances et de faire partie de notre communauté... Et-contactez-nous |

stephane.frenot@insa-lyon.fr
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1.5 Geek attitude

Je suis programmeur depuis ’age de 14 ans. J’ai essayé la programmation
dans de nombreux langages, Basic, Lisp, FORTRAN, PERL, SHELL, C, C++,
Java, RuBy, CAML, PYTHON. J’essaye de m’auto-former sur un langage tous
les ans. Je suis trés intéressé par la théorie des langages et leur évolution méme
si ce n’est pas nécessairement le coeur de ma recherche.

J’ai également géré et largement étudié la majorité des systémes d’exploita-
tion modernes principalement Unix (A1x, HP/UX, SOLARIS, SUNOS, LINUX,
NT, XP, UCLINUX). Je suis utilisateur de Linux depuis 1994 et j’ai utilisé
un certain nombre de distributions depuis (SLACKWARE, REDHAT, DEBIAN et
maintenant GENTOO). J'interviens dans un cours sur les systémes d’exploita-
tion pour parler de I’historique des systémes, ainsi qu’en formation du premier
cycle INSA pour motiver les étudiants aux réseaux et aux systémes. J’ai une bi-
bliothéque personnelle de 250 livres d’informatique et assimilés. Je suis abonné
a Dr. Dobbs magazine depuis 15 ans, & Wired depuis 7 ans. Mes compétences
techniques et ma flamme pour la transmission des compétences techniques sont
parmi mes points forts.



Chapitre 2

Selection

Voici une sélection d’un article par projet.
— MUSE : |[Royon et Frénot 2007

- MOSGi : |Erénot et al. 2008|

— SOSGi : [Parrend et al. 2007|

— VOSGi : [Royon et al. 2006|

— DARTS : [Brebner 1. 2005]
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2.1 Projet MUSE [Royon et Frénot 2007]

Yvan Royon and Stéphane Frénot

Multiservice Home Gateways : Business Model, Execution Environ-
ment, Management Infrastructure

In IEEE Communications Magazine, pages 122-128, 2007.



Multi-Service Home Gateways: Business Model,
Execution Environment, Management Infrastructure

Yvan Royon and Stéphane Frénot, INRIA Ares / CITI, INSAsky F-69621, France

Abstract— The Home Gateway market is undergoing deep user control. By integrating them with the home network, new
changes. On one side, home networks are evolving, gettinguse cases are possible.
dynamic and federating more and more devices. On the WAN  Ag any example, a network-enabled white good (e.g., an
side, new actors appear, such as multimedia content provide. dish h b itored by it fact
From both sides emerge new features and new managementoven ora 'S_ was er) can be r_nonl ored by Its m:_:mu ac_urer'
needs. In case of failure, for instance if the temperature in a feidg

In this article, we highlight challenges and benefits of movig rises above a certain threshold, an alarm would be raised to
more intelligence to the Home Gateway, making it more than the home user and to the nearest repairman. The contents
a simple interconnection device. We argue that we need a full 4 5 fridge or a wine cellar can also be monitored using
fledged execution environment on gateways, to address theatu- nsors. The hom r would inout preferen r order
tion of business models. We present this evolution and sumrriae sensors. € home use ou _pu preterences, o 0_ ers
existing solutions for execution environments and manageent Would be sent to the nearest retailer. Many current projects
for Home Gateways. Then, we propose two improvements that focus on providing help for seniors or for the disabled at
reflect the new requirements. The first improvement is a high- home; these issues are knowncpglity of life For instance,
level virtualization of service gateways, and the second en e Home Gateway would monitor a pacemaker or similar
recommends an end-to-end dynamic multi-provider managenme - . .

medical appliances, and alarms would be forwarded to family

system. .
members and the nearest hospital.

I. INTRODUCTION All these examples show that the definition of “service”
ggust be broadened. It should not be limited to network
ultimedia flows, but also include management facilities
or in-home devices (configuration, preferences, momitgyi
lljman-machine interfaces, and any kind of application the
ome Gateway may host. This paper refers to this extension
fis multi-service We keep this definition open so that future
ideas and applications can be seamlessly integrated.
dThe Home Gateway must undergo changes so that the
ulti-service model can be implemented. Indeed, home users
should be able to use in-home devices and set preferences
In the close future, operators plan to open the servik gardless of the status of the access provider's network.
delivery chaif. The roles currently assumed by the is means that most ho_me—related settings should be hosted
Internet Access Provider will be split between conne(;tivitInSIde the home. In th? triple p_Iay model, the Ho_me Gateway
provisioning and service provisioning. Instead of beirgdti already hosts or uses mformauon qnd conﬂguranon fronh bot
to a single service provider for television and phone over | ome users (e.g., WiFi access point settings) and the Access

the end-user will have a variety of choices and will gain froer\./Ider (e.g., last mile settings). Therefore, it s_eema_tanal
- . . . . . : choice to enhance Home Gateways to be multi-service ready.
competition, both in price and diversity. This business alod

is referred to asnulti-play.

During the last years, the Home Gateway market h
evolved at a very fast pace. For a time, it only consisted
bringing IP connectivity to the home. Available servicesave
common application-level programs, such as Web or e-m
clients. Today, operators are moving to integrate valugedd
services. Multicast TV and Voice over IP services are large
advertised; their integration with data transport is neféto as
triple play. These three network-enabled services are provide
either through the same connectivity box (the modem)
through a dedicated set-top box.

Our goal in this paper is to provide mechanisms for multi-
service enhancements, which target both the OS layer and the

A model with multiple actors outlines new challenges. The anagement plane. Fidure 1 Shows a manadement perspective
Home Gateway hosts a set of configurable services, whic 9 b -9 g Persp

. . .0f the multi-service home environment. Three “realms” iinte
can be operated, controlled or monitored by different Servi .
.act around home gateways. The Access realm is the usual

Providers. However, these important issues are not suffim?b\ . : o
. : . ccess Provider, who provides layer 1-4 connectivity to the
to get the full picture. Indeed, voice and video are not the

) ) ) .gateway. The User realm contains all interactions the esgd-u
only services that can be of interest for home users: dosoti . . )
. . . and local devices may have with the Home Gateway. Thirdly,
entertainment, home security and health care are alsotmite

. X he Service Provider realm represents the interactiorvsdmst
markets. For a long time these other services have bee

considered individually, with separate networks, deviaed a %erwce Provider a nd a service hosted. on the gateway_.
From an execution layer point of view, these multiple

1See the MUSE European Project, IST-FP6-507295, whichatigrsup- '€@lms and entities also coexist on the gateway. This means
ports these works. http://www.ist-muse.org that some level of software isolation must be defined.



WAN management protocols are network-centric solutions
that follow a three-tier architecture: the manager (e.g., a
ACS), the agent (on the managed device), and the connector
(for translation between the former two). Existing manage-
ment technologies answer three questions: how the data is
structured, which data is available, and how the agent and
the connector interact. Common examples ares TR-069 from
the DSL Forum, CIM/WBEM from the IETF, and SNMP.

Application management protocols focus on home device
management, such as service discovery and autonomous ser-
vice description. Examples are JMX in the Java world and

Service Management

User Management

& ~ 4 Sets
Preferences

Manages
the Gatewa

Access Management

UPnP.
An implementation of the multi-service model can make
Fig. 1. Management Realms use of several of these WAN and application management

solutions. The other side of the story is that the Home Gatewa
must support the management agent, but also other applica-
tions, configuration facilities, etc. Such support is pded by
The article is structured as follows. Each section focusése execution environment.
both on the management layer and the execution environment.
Section |l presents existing solutions related to Home Gat§
ways. Section Il defines new requirements that result from
the multi-service model, and the enhancements that must b&Vith triple play and multi-play business models, Home
made compared to existing solutions. Section IV describes d>ateways are becoming more than just modems: they are
testbed implementation of a multi-service gateway; resafe resource-constrained computers. Their task is not only to

detailed in section V. Finally, section VI concludes thecket commute network packets, but also to filter them, to support
multicast, to be upgradeable, to host application sendoeso

Il. OVERVIEW OF EXISTING HOME GATEWAY support user interaction. Two kinds of execution environtae
ENVIRONMENTS are popular in academia and industry: GNU/Linux and OSGi.

1) Linux: The obvious trend at the moment is that construc-

fs are abandoning proprietary operating systems thattose

Execution Environments for Home Gateway

New business models bring new technical requiremen{g

With the connectl\(lty-only model, an Auto-Configuratio ower their modems, in favour of Linux variants. There are
Server (ACS) provides layer 1-4 parameters to the Ho &veral strong advantages

Gateway (e.g., DHCP). There is only one ACS, hosted by the o . .

Access Provider. With the triple play model, the ACS must * Linux exists in different flavours, such as uCLinux, which

store additional intelligence and parameters related ioevo makes it adaptaple to new architectures [1], including
resource-constrained environments;

and video subscriptions. Moreover, it manages not only the X X .
Home Gateway, but also other Customer Premises Equipment$ E)(t)surc():fe Cs?acrise is open and mainstream, and so is tested by
u ;

(CPE), such as set-top boxes for TV. With the multi-play , . -
model, there might be more than one ACS. Coherence and The programming model is §tandard C or C++. Finding
aggregation of management activities from different Servi  2ple developers is very easy; o

It is then trivial to reuse existing applications for net-

Providers to one particular Home Gateway become a problem? ; i : X
With the multi-service model described above, it is clear WOrking (firewalls), multimedia (codecs), or management
(agents for various protocols, such as SNMP).

that more intelligence must be put inside the Home Gateway,
making it a pivotal device in the home network. In this seutio Current operating systems still suffer drawbacks in multi-
we first summarize existing management solutions that evolgervice environments. Integrating applications from ettt

around the Home Gateway. Then, we present a panel R§pviders, making them work together and ensuring their

execution environments applicable to this particular devi ~correct behaviour is time consuming. One possible answer is
to use type-safe languages and sandboxing techniques. The

mobile phone industry went this way with Java. The Home
Gateway industry is following the same path with OSGi.
With the triple play model, home users configure their )y 0SGi Technology:n its early stages, OSGi was de-
site. However, with the multi-service model, there can beemogeryice platform is a container built on top of a Java virtual
than one service provider; the home user may also interdlet Winachine. It hosts deployment units callétindles which
in-home devices, whether the Internet access is active ©r Néyntain code, other resources (pictures, files), and a fapeci

As a result, a single management server, located outsideof §tart method. A descriptor file expresses dependenciesen ot
home, is no longer desirable. The solutions that exist f&r thsoftware pieces, among other meta-data.

problem can be categorized in two groups: WAN management
protocols and application / service management protocols. Z2http://www.osgi.org

A. Management Solutions



The OSGi platform automatically checks and resolves d#te multi-service model, from both the management layer and
pendencies among bundles. It also dynamically controls buithe execution environment points of view. The next section
dles’ life cycle, and enables hot deployment and updates Tlists the requirements for these two issues.
simplifies the administrator’s work and improves stahility

The programming model is Service-Oriented Programming |ll. REQUIREMENTS FORMULTI-SERVICE HOME
(SOP) [2], which derives from Object-Oriented Programming GATEWAYS
(OOP). The driving motivation is to minimize coupling among A multi-service Home Gateway hosts various services,

pieces of software. A service is an interface, or a contragl,jjications, etc. from several Service Providers. Thetfet
that describes what a piece of software does. How it jfese Service Providers can be separate entities impattts bo

implemented is hidden internally. the management layer and the execution environment.
The OSGi specifications keep the management layer open,

in the sense that it does not impose a specific managem&nt .
protocol or technology. In real-life situations, sevegthnolo- “* Management Requirements
gies can be combined to provide an end-to-end managemerftigure 1 shows that the actors around the Home Gateway
solution [3]. use the management layer for different purposes. In the-mult

OSGi is getting popular in academia communities, but mog&rvice model, management should not be classified acgprdin
so in industry. For instance, some BMW cars use OSGi fé® network span (LAN, WAN) or OSI layer (IP, TCP), but
non-critical tools. Another example is the Eclipse develept according to the goals and features of each actor.
kit, which rebuilt its whole plug-in architecture around an For example, a home user will set preferences and configure
OSGi framework, and most J2EE implementations, which a#@vices using UPnP technologies, Flash interfaces, omiprop
or plan to be redesigned as OSGi bundles. Actors interestecfary solutions. An Access Provider will configure layer 1-4
Home Gateways are also adopting OSGi, through the Hom@rameters and manage QoS using TR-069. Service Providers
Gateway Initiative (HGI), a telco-driven consortium. may prefer JMX or SNMP to monitor their services.

3) HGI: The Home Gateway performs various tasks, from With these examples in mind, we can express management
protocol translation to QoS enforcement to remote acce&gduirements as follows:
Since most of these tasks are dynamic, configurable, manage- Each actor around the gateway (home user, Access
able, and can change over time, they should be implemented Provider and each Service Provider) can use his own
by updateable software. HGI [4] has defined Operating System dedicated management agent;
requirements for Home Gateways, which are largely based on Technologies used for management agents are heteroge-
the OSGi specifications. They operate on three levels. neous.

The first one is software management. It includes: These two points allow to isolate management activities

« Configuration of software pieces, called “modules”;  from different actors, in terms of network flows. We must also

« Management of their life cycle: install, update, uninstalbddress a separation local to the gateway, in terms of rentim

« Dynamicity and security enforcement. Modules are regxecution.

istered and verified; their dependencies are resolved, then

linked; B. OS Requirements

« Resets for default configuration parameters, and for . . . .
) . . HGI requirements work well in a mono-provider scenario,
firmware debug in case of low-level failures. . . .
) . with a single ACS. However, they fall short on several points
. The s.eco_nd level is performance management and diagn@sthe case of an open, multi-tier environment. Indeed, dif-
tics, which include: ferent Service Providers, potentially competitors, maglo
« Remote diagnostic tests for hardware and software elﬂodu|es on the same Home Gateway_ These modules may

ments; contain code or data that are business-critical, or simipdy t
« Performance monitoring; give away information on the client base, configurations, or
« Support for events sent by the gateway. implementation performance. They may also contain maliio
The third and last level gathers definitions of users ior buggy code, which could endanger all modules in presence.
presence: Therefore, the need for isolation among actors present at
« A super-user (the Auto-Configuration Server), in contrgloftware level dictates the following additional requiksnts.
of everything that is manageable; « Definition of users
« A local administrator, in control of local management — Service or Software Providers can be seen as users on
(e.g., firewall, users); the Home Gateway, similarly to multi-user execution
« End-users, with permissions set by the local administra- environments. These users need a secure authentica-
tor. tion phase and a secure session for all activities on
Current works on Home Gateways are led by the HGI spec- the gateway, such as module deployment;
ifications, the OSGi platform and management technologies.  — A Root user controls users allowed on the system.
And yet, they lack the integration of the multi-service Inesis He also checks the overall resource consumption,
model. They still focus on models with a single Access and and may take coercive measures against users that

Service Provider, hosting a single ACS. Our goal is to enable threaten to starve resources.



« Isolation and sharing of modules The aim here is to give each Service Provider a separate
— Modules from different providers (users) must b&xecution environment, as depicted in figure 2. A virtual
isolated by default, i.e., a user can only see arfiiteway is operated by one Service Provider, who sees it as a
interact with his own modules: standard OSGi service platform.
— A single instance of some modules may be shared
among all users on the Home Gateway. This jg®mme}services vendor-specific services
useful for libraries (such as codecs), or for commm/ 7/ \7
11 i, .. X

modules (such as a Web server).
« Remote access, for management features. : Service Provider
« Preferences and configuration can be stored locally, Dﬂ [ Vit Sarvice Gateway || Vieual Servica Gatoway| oo™
the case that they represent private information or d Core Service Gateway \%ﬁﬁa@eg
not related to an ACS. M Gateway Operator
In this section we described the changes that multi-service
gateways must undergo. The next section shows how e 2. Multi-Service, Multi-Provider Home Gateway
implemented these changes using OSGi.

The core service gateway is responsible for launchingafirtu
IV. A FRAMEWORK IMPLEMENTATION FOR gateways. It is managed by a gateway operator, who can also
MULTI-SERVICE HOME GATEWAYS be the owner of the gateway or the Access Provider. Opegation

OSGi offers important features for Home Gateway elated to virtual gateway life cycle are subject to cortsac

service-oriented programming, dynamic life cycle manag _e\t/\\//veen a ?}erwoe Prowder.and a Qateway op(re]rator. h
ment, dependency checking. Unfortunately, it lacks cotxcep N nov(\j/ haveH an ex6ecut|on enV|ronr?elr1t where egc ac-
for the multi-service business model. To enable this mosel, tor around the Home Gateway gets a little privacy. Service

propose improvements on two levels. At the run-time level V\Prowders are only aware of services running in their own

€
implement a virtualization of the OSGi framework (see [5)); virtual gateway. The gateway operator ensures that allowed

the management level we provide an end-to-end, JMX-bas\éibtual gateways are up and running, but cannot access their
solution. contents.
After ensuring isolation, we need to add a controlled way

A OSGi Virtualization tp share c;ode and services. Two cases are considered. The

' first one is services common to all actors on the Home

Software elements that belong to different providers mugfateway. This could be useful for an embedded Web server
be separated. In other words, we need some level of runtigye generic fault logger. These common services are hosted
isolation. Various works already exist on this topic, sush &y the core gateway, and explicitly exported to all virtual
BSD jails, Xen, VServer or VMware. They propose differengateways. When a virtual gateway is launched, it adds this
levels of enforcement in terms of resource isolation anglection of shared services to its internal service tegis
namespace isolation, which are a trade-off with perforreancrhe second scenario is for sharing code, such as libraries.

For instance, Xen [6] runs separate copies of a Whofgr example, a single instance of multimedia codecs can
operating system for each isolated environment. VServer [{fe hosted by the core gateway, and shared with all virtual
does not duplicate the kernel, but still duplicates inodes ‘?jateways. It is similar to the previous case, except for the

duplicate only a portion of the filesystem, but will not prdei oSG service).

a strong resource isolation.

In our case, following the multi-service model, the chosen g far, we have described an execution environment that

level of isolation must still allow to share services oRypports the multi-service model. The following descrities
demand among different Service Providers. This meaRfnagement framework that runs on top of it.

that isolation should be permissive. Moreover, we focus

our implementation on Java/OSGi environments. As a

consequence, sharing applies to OSGi services (which &eAn End-to-End JMX-Based Management System

Java interfaces). For scalability reasons, duplicatinghalex ~ Multi-party access to a gateway can be handled using

JVM for each isolated environment seems overkill. Lastlglifferent approaches. One is to create a specific entity mgmi

a Home Gateway has limited resources; typically 16 MB afcheme for each provider. That means that each provider may

permanent storage and 64 MB of RAM. access only a subset of the whole management data. We chose

to define a virtual execution environment for each Service

These reasons led us to opt for a weaker but lighter levetovider; thus, a Service Provider sees a gateway as if he

of isolation than Xen's or VServer's. was the only one using it. Each virtual gateway hosts its own
Our approach is to embed OSGi as an OSGi bundle. rAanagement agent, with the technology the Service Provider

“core” OSGi instance runs multiple OSGi instances, all Bizar chooses.

the same JVM. Then, the scalability factor is only the price Our default implementation uses JMX. For scalability rea-

of virtualizing (or embedding) OSGi. sons, each JMX agent needs to be lightweight in terms of



memory consumption. We use a modified version of MX4J V. RESULTS
that we stripped down and split using Service-Oriented Pro-
gramming. A. Memory Performance

Management data in JMX is represented through MBeansfFigure 4 shows the amount of memory used on our test
which are Java interfaces. They follow the JavaBeans modgstend, cumulating OS, Java, OSGi and applications . On
get an attribute, set an attribute, execute a method. Quetige » axis, we run sample services that each allocate 1
on an MBean are redirected to a set of probes; we haym of memory. On the first curve, all services run in the
implemented probes that give access to: same gateway (single-user mode). The other curves run each

service in a separate virtual gateway, with and without sEpa

« The OSGi framework: version number, current runninghanagement agents.

profile, etc;

« Bundles life-cycle: start, stop, update and list bundles

inside the current gateway; s ;T o eeneond

« OBR, the Bundle Repository: allows to trigger the instal- 2

lation of a bundle on a remote gateway; s

« Memory usage inside the Java virtual machine; g ’

« The underlying OS metrics: global CPU, memory, swap

and disk usage.

40 - o 3

Memory usage (MB)
RN
.
.

* X
.
.

Core gateways also have an MBean to start, stop and list = ,
running virtual gateways.

10 single user ----e--- ~

Any bundle can come with its own MBean, for instance e sorswig RSS2
to represent management data for a specific device or OSGi , ‘ ‘ ‘ ‘ ‘ ‘ ‘
application. In this case, the MBean registers itself toQI®Gi 0 2 o o senicee s i ey~ 12 1
framework as an OSGi service. The JMX agent, listening to
service-related activities, automatically registers MiBean; Fig. 4. Memory Performance on a 64 MB machine
this effortless approach is called thite boardpattern [8].

It notifies a remote manager of each event that occurs on fge, shows a 3 MB memory overhead per service provider
gateway. using OSGi virtualization and a JMX agent. There are no

significant CPU and disk overheads.
The JMX agent and all MBeans are located on the gateway.

For remote interactions, queries on MBeans are sent throug
connectors. In our case, RMI and XML/HTTP are used.

@

IS

h\'he memory overhead is not negligible, so there is still room
for improvement. However, the advantage of this proposal
is to enable OSGi's service-oriented programming between
multiple virtual gateways, without modifying the underigi

<. 0SGi GUI Remote Manager : . : . e X

TR T ST E— 0OS and JVM. Other options suffer from either scalability,
ChfE v . = programming model or availability. The first alternative is
e to launch one JVM per user; scalability is one order of

i e magnitude worse than OSGi virtualization, and the OSGi

i framework would need heavy modifications to support SOP

between JVMs. The second alternative is to use a multi-task

P — JVM. This is the best compromise between scalability and

™ Ed T resource isolation; however, the only implementation that

know of [10] runs only on big SPARC/Solaris systems. A last

alternative is to use lower-level isolation such as Xen.sThi

offers the best resource isolation available; howevericer

Fig. 3. Monitoring Console oriented programming between Xen instances is yet to be
achieved. With current implementations, we would need to ru
one JVM per Xen instance, with the downsides cited above.

We have developed a monitoring console (figure 3) that

dynamlca”y discovers the list of bundles.on a gateway. Thei 3An average Home Gateway has a processor around 266 MHz, 64fMB o

associated MBeans are gathered following Wgtor design memory and 16 MB of storage. We have run performance tests d&pia (1

pattern [9], then displayed in graphical tabs. This allow8Hz Nehemiah CPU, 64 MB of RAM) running a Sun JDK 1.5 with défau

to specialize management depending on the user's senAggMmeters, with the Felix OSGI implementation. o

. 1 MB is enough to host e.g., several small games, embeddédatmms
SUbscr'pt'onSv and to reuse the console for each of the thé%@ tiny web servers. Our own UPnP/Audio-Video control pases 600 KB
realms presented in figure 1. of memory.

[ sat [ swp || uedate |[ Refresh |[ wninst.




B. Management Performance If the thread belongs to root, the related bundle should be

The management layer is evaluated by measuring respoh@@d- ) ,
times. On figure 5, the thin black curve is the pseudo- 2) Isolation and sharing of modulesiVe enforce names-

theoretical load induced by a simple probget CPU() . Its Pace isolation between software modules (OSGi bundles) tha
shape isy = a/z + f. a can be seen aj = 100% CPU; it belong to different Service Providers. This is weaker than

is the response time fayet CPU() with zero network delay. "€Source isolation, but .hgs the adyantage of being OS- and
3 is the residual load when the gateway is not running ary M-independent, and it is production-ready.
particular application: this is also called system noiske T Service sharing has been implemented statically. When the

curve is obtained by measuring two arbitrary points, e.g., Ot User creates a new virtual gateway, the core gateway

100 and 400 ms period. declares a list of services to export. In the future, we plan
The thick green curve is the experimental load. It calls tH@ &xPort this list dynamically.

get CPU() probe at various periods, ranging from every 1000 3) Remote access for managemedur management bun-

ms to every 10 ms. The peaks on the curve corresponddtlgs contain connectors for RMI and HTTP. Connectors for

garbage collections on the system under scrutiny. other remoting protocols are possible. _ _
4) Local storage for preferences and configuratioe

00 use a straightforward scheme to isolate local storage among
o | users. The Felix OSGi implementation uses profiles to cache
bundles and data related to bundles. Each virtual gatewsy ha
its own profile, with its own cache directory. Bundles usyall
w o | access files via théundl eCont ext . get Dat aFi | e()

of | OSGi primitive, which only allows to reach this private
o\ directory. We still need to stop malicious bundles that try
b to openFi |l el nput St reans on other users’ cache; Java
A A e permissions allow to do this.
D Our code is available under open source licenses.

| pemvigpatioas. cruited, | Management-related projects are integrated within thecApa

Felix project [11], distributed under the ASL license. Tiele
for OSGi virtualization is also written for Felix, and can be

The figure shows that, if we allow the management syste?’rtftamed on demand under the CeCILL license.

to use no more than 5% CPU time, thet CPU() probe can V1. CONCLUSIONS
be polled every 500 ms. With around 10 users on the gateway, ’

each Service Provider can poll a simple probe every 5 second8usiness models around Home Gateways are evolving, and
without encumbering the CPU. will inevitably open the door to new actors and new services.

The immediate conclusion is that the execution environment

on the gateway must be split into isolated areas dedicated

to different Service Providers, and that each actor needs
Looking back at the requirements expressed in section lHutonomy and choice in terms of management solutions.

we have addressed some of them, and left others open. Here propose a lightweight, OSGi-level isolation of the

is the status of what works and what needs improvement. execution environment, where we launch “virtual” gateways
1) Technical definition of users:Users (i.e., service (one per Service Provider) inside a “core” gateway (cotecbl

providers) are defined as managers of virtual gateways. Edwghthe operator). Each core and virtual gateway runs a separa

user has his own management agent and management datejyanagement agent. This enables namespace isolation; it is

his own virtual gateway, accessible via his own port numbaveaker than Xen’s or VServer's isolation mechanism, but it

Thus, users are isolated from a management point of vieseales reasonably on resource-constrained devices awasall

Moreover, each user chooses his own technology; we useshare OSGi services between core and virtual gateways. On

JMX, but SNMP bundles are available on the OSGi Bundtep of this, we provide an end-to-end management infrastruc

Repository. ture (probes, agent and monitoring console) that take alirtu
We have not yet addressed user authentication and seayaeways and multi-service constraints into account.

session. We plan to use SSL-enhanced connectors for this. We show that a simple implementation allows to host in
The last requirement in this category was that the root gsethe order of ten Service Providers on a typical home gateway,

able to take coercive measures against users that use tdo mwith enough memory to run e.g. a UPnP/Audio-Video control

resources. This needs further works, since resource ddotro point. Each Service Provider can query simple probes in the

Java-based embedded systems is still a hot topic. We plarotder of 10 times per minute without hindering the CPU.

use a feature similar to Linux’s OOM-killer (Out-Of-MemQry

when too much memory (or CPU) is used system-wide, root REFERENCES
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Abstract—1In simple and monolithic systems such as our

current home gateways, monitoring is often overlooked: the home
user can only reboot the gateway when there is a problem. In
next-generation home gateways, more services will be available
(pay-per-view TV, games...) and different actors will provide
them. When one service fails, it will be impossible to reboot the
gateway without disturbing the other services.
We propose a management framework that monitors remote
gateways. The framework tests response times for various
management activities on the gateway, and provides reference
time/performance ratios. The values can be used to establish a
management schedule that balances the rate at which queries can
be performed with the resulting load that the query will induce
locally on the gateway. This allows the manager to tune the ratio
between the reactivity of monitoring and its intrusiveness on
performance.

I. INTRODUCTION

During the last years, the Home Gateway market has
evolved at a very fast pace. The business model has evolved
from plain IP connectivity to triple play (voice, video and
data). These 3 services are provided by a single entity: the
internet access provider. In the close future, the business model
will move to multi-play [1], and enable the management of
smart homes [2]. The idea is that different sets of services,
such as TV on demand, games, or home security, can be
developed and deployed by various business entities other than
the access provider. To push this idea further, different services
will be delivered by various providers depending on the home
user’s choices.

Such a business model has a strong impact on their under-
lying technical infrastructures. Indeed, each service provider
should be able to manage his own services. For instance, if
the service is to monitor a pacemaker for an elder person, the
hospital (or whoever is providing the service) should access the
pacemaker’s data as directly as possible. It is not acceptable
that monitoring data is lost because the grandchildren are
watching TV.

From the network point of view, the solution is to grant
a certain Quality of Service to each provider, or even to
each service. However, we must also look at the system point
of view: home gateways have limited processing power, and
management activities do have an impact on CPU utilization.
Simply put, the more often a manager sends requests, the more
accurate management data he will get. However, the CPU load
will increase, until a threshold where services will not be able
to run correctly.

We propose a management framework for home gateways
that determines this threshold. It is implemented on top of

Java/OSGi, using JMX. Section III gives a quick overview of
JMX and OSGi. In section IV, we show how we can evaluate
the cost of a getAttribute () request, namely a request to
get the CPU usage on a gateway. Finally, section V describes
a way to schedule management activities so that their cost in
processing power are under control. Section VI concludes this
work. !

II. RELATEDWORKS

We now present the state of the art in management of Java-
based systems. An overview of the existing solutions is pro-
vided, and the JMX management opportunities, that emerges
as one versatile solution for java applications. Until recently,
the principal management technology has been the SNMP pro-
tocol. It brings with it a complete management framework, in
particular data handling facilities with the MIB (Management
Information Base). SNMP can also be used in home systems
[3], as IMX is. However, no real integration with applications
is provided, which makes the latter approach more relevant
when high-level software systems must be managed. However,
application management must be performed carefully, so as
not to impair the system functions with management-related
performance overhead. This question has been studied in the
context of Web Services [4], and for EJBs [5], or with a
focus on Operarting System management [6]. The performance
question for OSGi management will be discussed in detail in
this paper. JMX is the Java Management Extension [7]. It
is meant for managing and monitoring Java-based systems,
through a so-called Agent that supervises probes. The probes
are accessed through MBean interfaces. JMX is part of the Sun
Java project, and is the subject of two complementary speci-
fications: the SUN JSR 3, ‘JavaTM Management Extensions
(JMXTM) Specification’ 2, and the ‘SUN JSR 160: JavaTM
Management Extensions (JMX) Remote API’ 3. Several tools
have been developed to exploit the JMX functionalities. The
JConsole [8] is the sun monitoring and management tool.
MX4J 4, which is an Open Source implementation of JMX,
also provides a set of JMX-related tools. So as to provide a
full control over the managed systems, which is often built
out of several elements, JMX must be integrated in a suitable
framework. Jasmine5 is such a management framework for en-
terprise applications, developed in the frame of the ObjectWeb
Consortium. It aims at managing the various parts of N-Tiers

I'This work is partially supported by the IST-6thFP-507295 MUSE Euro-
pean Project



systems ,such as Java EE, Message orientedMiddleware, and
Services Oriented Architectures). The intensive use of JMX
for management brings scalability questions. This problem
has been studied by [9], and will be further discussed in this
paper. The specific instrumentation of OSGi platforms with
JMX management facilities is more recent, and few powerful
solutions exist. The Jasmine Project provides its own OSGi
Console, which is rather simple, since it only lists OSGi
Gateways and installed bundles. We developed a complete
JMX Management Framework for the OSGi platform. The
principle of our approach is presented in OSGi [10], and
the core functionalities are shown is [11]. The current work
introduces additional functionalities, and discuses performance
optimization of JMX-based Management.

III. A MANAGEMENT ARCHITECTURE FOR HOME
GATEWAYS

In previous works, we have designed a JMX-based frame-
work for home gateways [12]. It comprises a remote console,
and software that runs locally on each gateway. In JMX, such
software is:

« JMX agent: a singleton application that registers Java
management interfaces called MBeans;

« MBeans: Java objects registered whithin the agent, and
accessible by a public Java interface. Standard MBeans
can provide 3 kinds of methods: get the value of attribute,
set it to a new value, and invoke a method;

o Connectors: handled by the agent, they allow to access
MBeans remotely, in our case using HTTP or RMI;

« Probes: feed management data to MBeans when perform-
ing get or set queries. Probes are implementation-specific,
and are hidden by the MBean interface.

The role of the MBean is to provide information from the
managed system to the remote manager. The information can
be provided in two ways: through a solicitation from the
manager (Response/Request), or through a notification from
the MBean itself (Notification). The JMX specification enables
various kinds of MBean (standard, dynamic, models and open)
and various kinds of MBean behaviors (thresholds, relations,
measurements); this study focuses on standard MBeans with
get / set / invoke methods.

We have implemented these software parts as OSGi plug-
ins (called bundles). The OSGi [13], [14] specifications define
a framework that manages the life cycle of applications.
These applications can be downloaded from a remote location,
started, stopped, updated, removed. Finally, applications can
also express dependencies towards other applications. The
framework automatically checks that dependencies are met,
and refuses to launch an application otherwise. The OSGi
specifications do not specify any management architecture to
control gateways. We have developed a JMX framework that
enables the remote monitoring of OSGi based home gateways.
The framework uses a JMX agent located on the framework,
and an RMI (or HTTP) connector that enables the connection
between an agent and a manager. We have also developed
our own management console that connects to the agent. The

entire framework is available in Apache Felix [15], an open
source OSGi implementation. The management subproject is
called MOSGi.

When managing a remote gateway, two interaction schemes
are available: request/reply and notifications. With request/re-
ply interactions, the manager periodically polls the gateway for
values (memory, bandwidth. . . ). With notfications, the gateway
sends messages either on a timer basis or on a threshold basis.
In both interaction schemes, management activities do have
a cost in terms of processing power. This load corresponds
to the various probes running on different threads and to the
agent that maintains remote connections and a registry of
current MBeans. Our concern is that the remote gateway has
limited resources. These resources are shared between both
user services (TV, voice, games) and management activities.
This paper tries to elaborate a way to determine the volume of
management activities that can be imposed on a home gateway
without disrupting user services.

IV. MANAGEMENT COST EVALUATION

Managing home gateways has to cope with 2 opposite
visions. When something goes wrong the gateway operator
should be warned as early as possible. But in order to
achieve this, the gateway needs to handle an extra management
activity that burdens the gateway. The question is simple:
supposing that a figure under 5% of resource consumption
is not intrusive, how often can a manager query management
data? The quantity is expressed as the number of requests per
second (or minutes) that can be sent. This measure reflects the
response time an administrator can expect on a remote device.

A. CPU measurement

As a first approach we are working in request/response
mode. Figure 1 shows the CPU consumption that is induced
when querying the CPU utilization ratio.
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Fig. 1. Cpu Monitoring

In this example the polling is made every 9 seconds and
the probe returns its value in 3 seconds. If the gateway does
nothing else than reacting to this query, it should present a
load of 33%. It is easy to understand that the load average is
directly related to the execution time (in CPU cycles) of the
getCpu method. In the Unix world, the /proc/stat file
holds data needed by the getCPU probe. The generic pseudo-
algorithm of the probe is the following:



public int getCPU(){
open (/ proc/stat);
int currentldleValue=readldleValue ();
int cpu=(currentldleValue —oldldleValue )/ Duration;
oldIdleValue=currentldleValue;
close (/proc/stat);
return cpu;

Listing 1. Pseudo-code for the getCPU probe

B. Determining the cost of the CPU probe

In order to manage a remote device, we need to know at
which rate we can request data from it, and which quantity
of data we can get in each request. The more requests by
minutes, the fastest we can identify a fault, but the more load
we put on the remote device. The theoretical curve obtained
is shown in figure 2 (smooth curve). This is a direct way of
obtaining the request rate the manager can apply. According
to these estimations, if the manager asks for the cpu every
250ms he will generate a cpu load of 17%. If he asks every
2s the rate drops down to 2%. Of course if the observation is
made every 2s, the system cannot identify the failure and the
end-user can feel a service disruption.

The next section is a proposal to automatically obtain this
curve. Knowing this curve, a manager can elaborate a manage-
ment schedule among the various equipment available. This
management planning should enable a fast decision making
without disrupting the user’s services.

V. A FRAMEWORK FOR MANAGEMENT SCHEDULING
A. Determining the cost of a management probe

As was presented in the previous section, we want to find a
way to establish the consumption curve. The curve establishes
the CPU rate involved by the management system. We have
developed two approaches: the first one is empirical, and tries
various requests rates; the second one is theoretical and finds
significant points that allow to deduce the curve.

In the empirical approach, we define a series of rates at
which the remote equipment is solicited. After setting these
rates, the management console triggers a value request for each
of them. This test, run on a LinkSys NLSU2 equipment, gives
the second curve (not smooth) on figure 2. The values start at
97% which means that whatever the manager does, he will not
be able to load the remote system more than 97%. We also
see that there is an asymptote at about 0.5% which represents
the average load without any activity. This load is achieved
for a probing period of approximately 2s. So if we want not
to disrupt the load of the managed system, we can make one
request every 2s. A more important information is that we can
see that the curve has the £ + 3 form. Below we try to find
the theoretical curve in a faster way, in order to determine the
probing period that match 5% of system load (which can be
considered as negligible) efficiently.

<+ is a trivial curve. The (3 parameter represents the load
without activity and the « parameter represents the peek load
that the management system can put on the remote equipment.
For instance, if the period is 1s for a 100% load, it is trivial that

for a 2s period the load should be 1/2 which correspond to 50%
load (with the ( parameter approximation). So the problem
is to find a way to extract the o and (3 parameters of this
curve. We have build an application that makes two measures
and extrapolates the curve. For the first point, the application
sends requests as fast as possible and for the second point, the
application tries a long period of requests.
Figure 2 compares the two curves previously presented.

; % £ 0 i s i s 2
Fig. 2. Estimated load curve and empirical results

The smooth curve is the one deduced from the significant
points. The other one represents the empirical measurements.
We see that testing all values or taking only two measures lead
to similar results. The next step is to choose the 2 points that
allow to quickly calculate the estimated curve.

B. A management tool for evaluating the cost of a probe

We have integrated the tool to make these evaluation in
our management architecture. It relies on a management agent
residing on the remote equipment which reacts to requests
from the management console. The management console has
the following user interfaces:

Fig. 3. Management Console: Empirical tab

The left part of the user interface (figure 3) enables the
selection of the remote equipment. The right top part of the
interface enables the input of parameters. In the sample the
user wants to test request periods from 1500ms to 10ms of
delay with a step of 50ms. When he validates the value, a se-
ries of testing periods is provided (the top Java TextArea). The
minimal probing period is an important value, it tantamounts



to the maximal rate of information retrieval by the manager.
If periods are too short, tests are biased with the time the
probe needs to perform the calculation. One bias is linked
to the access to /proc/stat: the delay can interfere with
measurements. The other bias is linked to management timers:
Linux cannot provide precise data if the querying is too fast.
In order to absorb these two bias we define the Minimal period
time for a CPU calculation value, which force the request/reply
cycles at least to this value. The value corresponds to the
minimum delay at which the system will be loaded for a period
of time. Finally if the user clicks on the ’Launch empiric’
button it will generate a series of queries for each period, and
provide the corresponding curve.

The second tab "CPU attribute test of this user interface
drives to the ¢ + 8 curve production. Figure 4 shows this
interface. The upper zone enables the user to choose the tested

[e%

Fig. 4. Management Console: ¢ + 3 tab

probe and the time duration of the test. When he presses the
launch button, the system chooses automatically two periods
to test and determines the v and § parameters from a curve
extrapolation.

We implement some heuristics in order to choose these two
periods:

¢ The second result should be at least 70% lower than the
first one. If the first value generates 97% of CPU load,
the second point should be evaluated somewhere where
the result is lower than 29%.

o The same number of requests must be executed for the
points determination. This balances the garbage collect
activity.

¢ The system should control that the activity without man-
agement is stable during the tests. This means that before,
between and after the tests, the activity is stable.

As a conclusion, our approach enables a fast evaluation of
the management cost of the CPU probe. The curve can be
determined with two significant points. In the next section,
we extend this to the evaluation of all available probes.

C. A generalisation of scheduling for any management probe

In the previous section we showed that we could evaluate
the cost of the CPU probe for a low end system. Since the
remote equipment is managed in a multi-service environment

we think that not only the CPU cost should be evaluated. In
many business scenario the CPU load is not relevant and many
other values can be more important. Significant values can be
either “classical” ones, like available memory or bandwidth,
but it can also be more specific ones such as "how many
services are deployed” (platform management data) or "how
many beers are in the fridge” (application level data). Provided
we have the corresponding MBean , the framework is are able
to evaluate the cost for any probe. We automate the process
of evaluating any remote probe. Figure 4 shows the associated
user interface. The service manager selects the probes he wants

Aturibute viewer | 0SGi Platform

‘ Refresh H Save H Save on H Load || Load from |

MBean object hame Attribute hame £0st (ms)
TablUlname = AttributeViewerPrabe OsmemTaotal 0.0 -
TabUl:name=AttributeyiewerFrobe ThreadCount 1091.25
TabUl:name = AttributeyiewerFrobe TEST_LoggerDecreass 0.0
TabUl:name = AttributeyiewerProbe Buncllehame 16.925
TabUlname = AtributeyiewerProbe Mathing 0.0
Tabll:narne = AttributeYiewerProbe TEST _LoggerToString 0.0
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TabUlname = AtributeliewerProbe TEST _EveniLogger 0.0
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TablUl:name = AttributeViewerProbe Myt Canc 0.0
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Fig. 5.

to evaluate. For each probe the framework evaluates the delay
(minimal time between each probe request) that corresponds
to an increase of 100% of the remote equipment load.

Figure 5 shows results for some tested probes. For ex-
ample the OSmemFree probe costs 44.221ms which means
that requesting OSmemFree probe every 44ms will increase
gateway CPU activity by 100%. So If we want a 5% load,
the corresponding period is i.e. 884ms. The 0.0 values just
indicates that probes are not tested yet.

These data can be used to elaborate a management plan.
This plan indicates which and when each management probe
can be requested. For instance if the manager asks the OSmem-
Free value every 884ms and the Cpu probe value every 820ms
we will have an increased CPU load of 10%. This management
plan is a fundamental concept where the manager needs to find
the right balance between the reaction time he wants and the
load put on the remote equipment. The more reactive he wants
to be, the more load he puts on the remote site. Establishing
the plan a-priori can lead to a better anticipation of the system
evolution.

D. Results

We validate our framework on three classes of systems: 1)
an Intel dual core running a desktop environment, 2) an EPIA
1000Mhz simulating a high-end multimedia home gateway,
and 3) a LinkSys NLSU2 representing a lightweight home
gateway.



All these system runs Gentoo Linux with the JamVM virtual
machine and Felix/MOSGi as the management system”. The
first question to answer is : “’is the theoretical curve compliant
with empirical tests”. Figures 6, 7 and 8 represent these two
curves for the 3 test environments. The curve with square
points represent the “empirical” approach the curve with round
points is the curve deduced from « and 3 parameter measures.
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The empirical approach for the dual core figure stops at 12%
load. This means that the manager cannot stress the remote
equipment to a big load. This is due to the fact that the dual
core is too powerful for the manager to be loaded. For the three
figures we see that the empirical and the o / [ approaches
produce the same results. The latter is far faster since all the
curves are produced from two reference measures.

E. Monitoring

Once the service provider has determined which data he
wants to monitor and at which rate he wants to get information,
he sets these values on the monitoring management panel.
Figure 9 shows an example of remote monitoring panel. In this
example the panel is targeted to a human administrator but it
can be aimed at an automated system based on thresholds and
alarms.

2All the code is available as opensource at

http://cwiki.apache.org/FELIX/index.html, and http://mosgi.gforge.inria.fr/
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Fig. 8. LinkSys NLSU2 CPU cost

The monitoring console shows 2 periods (PI, PII). They
display monitoring curves for 4 probes (cl, c2, c3, c4). From
upper to lower curve :

o The cl curve is the OSmemFree probe,

o The c2 curve is the OSmemBuffer probe,

e The c3 curve is he Cpu probe,

e The c4 curve is the OSmemCached probe.
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Fig. 9. Slug monitoring platform

In PI all probes request periods are set to Is. So our
framework predicts a CPU load for cl to c4 respectively of
4.4%, 4.2%, 4.6% and 4.1%. We can see that the Cpu probe
returns an average value of about 17.5% which is about the
sum of the cl to c4 probes cost. In PII we want to specify a

request period for Cpu probe (c3) of 3s and for OSmemFree
(cl) of 2s which, according to our framework, generates a
CPU load of 3.6% total. So if we do not want to generate
more than 5% CPU load with our management plan, we set
request periods for the 2 remaining probes in order to generate
a maximum of 1.4% CPU load. In the figure we choose i.e
0.7% for c2 and 0.7% for c4 the system calculates a resulting
delay of 6069ms for c2 and 6623ms for c4.

A last use case of our system is to make benchmarking

between systems. We use our system both on a Felix OSGi
framework and on a Concierge OSGi framework. We observed
that the mean response time of most probes are slightly faster
on Concierge implementation than on Felix which confirms



that Concierge is optimized for small environments. These
benchmarking issues are rather easy to set up and the results
are directly observable with the monitoring platform.

Another use case we examined is to evaluate the quality
of probe implementations. Our system can compare CPU
consumption of similar probes in order to compare their
performance.

VI. CONCLUSION

We present in this article a monitoring framework that aims
at finding the balance between the frequency of remote queries
and the resulting CPU load on the managed equipment. The
monitoring process starts with an evaluation period where
monitored system probes are queried in order to establish their
characteristics. A probe characteristics is modeled with a curve
that represent the induced load in function of the query pace.
The curve has an < + 3 shape.

After having evaluated the curve a manager can elaborate
a query plan. This plan fixes for each probe the query pace
thus anticipating the resulting load induced by the management
layers on the managed system. The overload is then due to
other running applications. Of course one goal of the system
is to guarantee that the management layers do not cost too
much and that they stay below a certain limit.

This framework is aimed at home gateways; these run
services and applications that should be remotely managed.
Since those devices have quite limited resources, the man-
agement overload needs to be carefully tuned. The faster the
management queries are made the faster the service provider
can react to a perturbation, but the highest load he puts on the
gateway.
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SUMMARY

OSGi Platforms are Extensible Component Platforms, i.e. they support the dynamic
and transparent installation of components that are provided by third party providers at
runtime. This features makes systems that are built using OSGi extensible and adaptable,
but opens an dangerous attack vector that has not been considered as such until recently.

Performing a security benchmark of the OSGi platform is therefore necessary to gather
knowledge related to the weaknesses it introduces as well as to propose enhancements.
A suitable Vulnerability Pattern is defined. The attacks that can be performed through
malicious OSGi components are identified. Quantitative analysis is then performed so
as to characterize the origin of the vulnerabilities and the target and consequences of
attacks. Assessment of the security status of the various implementations of the OSGi
Platform and of existing security mechanisms is done through a metric we introduce,
the Protection Rate.

Based on these benchmarks, OSGi-specific security enhancements are identified and
evaluated. Recommendations are given. Evaluation is performed through the Protection
Rate metric and through performance analysis. Lastly, further requirements for building
secure OSGi Platforms are identified.

KEY WORDS: Software Security Assurance, Software Vulnerabilities, Security Benchmark, OSGi,
Component Platform, Dependability

1. Introduction

The OSGi Platform is a Java-based Component Platform. It enables management of several
applications on the same Virtual Machine as well as runtime installation, starting, stopping
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and uninstallation of the so-called bundles. These features characterize what we call Extensible
Component Platforms. Other examples are Java MIDP [18], Android which is built on a
Java/Linux stack, and the .Net Platform by Microsoft.

Runtime extensibility provides a radical improvement in flexibility and management of
applications. However, it also opens a brand new attack vector: the dynamic and transparent
installation of bundles that may be provided by unknown or at least uncontrolled providers.
In particular, bundles are installed automatically to provide all dependencies of an application
that is being installed. This attack vector can be exploited in two ways. Either malicious
developers act in the development team of the bundle provider or uncontrolled providers
publish malicious bundles that are installed dynamically on the victim platform.

So as to improve the security status of existing OSGi Platforms, a set of requirements are
identified. First, a better knowledge of the security risks that are bound with OSGi is necessary.
Few works have been done so far on the subject. Secondly, performing a security benchmarking
of the open source implementations of the OSGi platform is mandatory to make developers
aware of the actual weaknesses of the development environment they are working on. The
relative importance of OSGi-specific weaknesses and more widespread weaknesses such as
those that are implied by the underlying Java Virtual Machine is of particular interest, since
the latter are highly likely to concern other Java Platforms. Thirdly, recommendations for
building more secure implementations of the OSGi Platform are required so as to patch the
identified weaknesses and not let them open for aggressions.

The remaining of the paper is organized as follows. Section 2 defines the OSGi Platform
and gives an overview of its security strength and weaknesses. Section 3 presents the catalog
of vulnerabilities that we identified in the OSGi Platform, as well as security benchmarking
results for Open Source implementations. Based on these data, recommendations for building
Hardened OSGi Platforms are given and evaluated in Section 4. Section 5 concludes this work.

2. The OSGi Platform

Performing security benchmarking for a given system implies that this system is properly
understood, and that its key security properties are identified. Core elements of OSGi-based
systems, the platform itself and the bundles (name of the OSGi components) are therefore first
defined. Next, these definitions are formalized as taxonomies to support systematic analysis.
Thirdly, an overview of known strengths and weaknesses of the OSGi Platform is provided.

2.1. Structure

The structure of OSGi-based systems is defined in OSGi Specifications Release 4.1 [25]. The
specifications presents the architecture of the OSGi Platform and defines the format of bundles,
in particular what relates to metadata.

The Platform

Copyright © 2000 John Wiley & Sons, Ltd. Softw. Pract. Ezper. 2000; 00:1-7
Prepared using speauth.cls
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The OSGi Platform is compound of four layers that are running on top of a Java Virtual
Machine: the Security Layer, the Module Layer, the Life-Cycle Layer and the Service Layer
(Figure 1).

The Java Virtual Machine can be any JVM that provides an over-set of the Java Connected
Device Configuration (CDC) Foundation Profile. Standard JVM from 1.3 upwards are
supported.

The Security Layer supports the validation of digital signature of bundles and enforcement
of execution permissions inside the OSGi Platform. Digital signature of OSGi bundles is very
similar to the digital signature of Jar files. However, verification criteria are stronger, so specific
verification tools have to be used [29].

The Module Layer plays the role of dependency resolver between the bundles inside the
platform. Actually, each bundle is executed in a specific ClassLoader, which enables class
isolation between the various applications. So as to make the interactions between bundles
possible, dependencies have to be explicitly defined, i.e. the name of the required packages
are to be mentioned as metadata in the bundles. A bundle can be installed only if all its
dependencies are resolved, i.e. if all required libraries are available. A specific type of bundle is
also handle by the Module Layer: fragment bundles, which are ‘slave’ bundles that are used to
provide configuration information or context-dependent code to a ‘Host’ bundle. They cannot
be used independently.

The Life-Cycle Layer deals with the installation, start, stop, update and uninstallation of
the bundles. These advanced management features are in the core of the power of the OSGi
Platform. It enables to load new bundles at runtime without disturbing the execution of already
installed ones.

The Service Layer provides the support of Service Oriented Programming [4]. Bundle can
publish services in a common Contexrt under the form of Java Interfaces. They are frequently
augmented with specific properties that enable service search using the LDAP request format
[16]. These services can be dynamically discovered and used by other bundles without requiring
that dependencies are defined at the Module Level.

A Bundle Downloader bundle (often called ‘Bundle Repository’ because it handles remote
repositories) completes the full support of the bundle life-cycle. It is defined as an OSGi
Request for Comments document [27]. It performs discovery and download new bundles over
the Internet. Metadata format for the Bundle Repositories are named OBR v2 (Open Bundle
Repository v2).

The Bundles

OSGi Bundles are Java Archive (Jar) files [32] that are extended to support specific
operations such as life-cycle management and dependency resolution. They are built of two
main types of data: Meta-data and application code. Their structure is shown in Figure 2.

The Meta-data are defined in the Manifest file of the archive. Most important informations
are the bundle symbolic name, its version number, the reference of the Activator class, and
the list of imported and exported packages. The list of required and provided OSGi services
is optional. The Activator class is a specific Java class that performs starting activities for the
bundle, such as configuration and service handling. It contains two methods start and stop
that are called when the bundle is started and stopped. The list of imported and exported

Copyright © 2000 John Wiley & Sons, Ltd. Softw. Pract. Ezper. 2000; 00:1-7
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packages enables proper dependency resolution. All packages that are not exported are kept
private to the bundle.

The application code is standard Java code. It can of course also contain native code as any
Java application. It can be either used by the bundle only, made available as packages where
all classes can be used by third party bundles, or made available as OSGi Services.

A bundle can be in one the following life-cycle phase: installed (be manageable from the
platform), resolved (installed and with all dependencies resolved, after complete installation
of after stopping), active (after its start), or not visible. Through the shared BundleContext,
bundles can be managed by all other bundles in the Platform unless specific management
permissions are set.

2.2. Taxonomies for OSGi-based Systems

Systematic security analysis of a system implies that a model of this system is available. We
therefore define two taxonomies that represent the core elements of an OSGi-based system,
the platform and the bundle.

The taxonomy of the elements of an OSGi Platform is presented in Figure 3. It is subdivided
in three subsystems: the Operating System, the JVM and the OSGi Platform. The JVM can
be subdivided between the Runtime, which is the execution engine, and the Classpath which
is built up by the Standard APT classes. The JVM is specified by [19]. The OSGi Platform is
built up by the Module Layer, the Life-Cycle Layer and the Service Layer. The security layer
is split between these three internal layers.

The taxonomy of the elements of OSGi Bundle Elements is presented in Figure 4. These
elements can be classified into two main categories: intra-bundle structure and inter-bundle
interactions. The intra-bundle structure is compound of the following items: the bundle archive,
the Manifest file, the Activator Class, Native Code, the Java Language, the Java API calls,
and OSGi API calls. Inter-bundle specific interactions can be performed through OSGi services
or OSGi Fragments. Interactions through package export/import are not considered explicitly
since they can be considered either as related to Meta-data (Manifest file) or as standard Java
calls.

Copyright © 2000 John Wiley & Sons, Ltd. Softw. Pract. Ezper. 2000; 00:1-7
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2.3. Security Strengths and Weaknesses of OSGi Platforms

The OSGi Platform is deemed to be highly secure by its proponents. Actually, it has several
built-in features that makes it a serious candidate for developing secure execution platforms.
However, the state of current implementations shows that this matter is still poorly addressed

in spite of the strong security requirements of the common OSGi use cases.

Why is OSGi potentially secure

The two major arguments in favor of the strong potential of OSGi as a secure execution
platform are the following. First, OSGi is executed on top of a Java Virtual Machine. Secondly,

it has been designed to support a proper namespace isolation between bundles.
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The Java language and Virtual Machine is one of the execution environment that has been
subject to extensive tests and validation since its publication (see for instance [30, 11, 17]). Tt
has been originally designed to support the safe execution of fully untrusted code, such as Web
Applets [10]. Four mechanisms support this feature [13]: Type Safety of the language, Garbage
Collection which prevents user-defined memory management, which is error prone, Bytecode
verification to ensure that executed programs are compliant with the language specification,
and Sandboxing, which prevents the access to sensible resources such as the network, or the
file system. Two additional mechanisms are meant to support secure modular programming:
secure ClassLoaders, which make it possible to load several modules that can not interact with
each other, and customizable permissions, which enable flexible sandboxing by allowing only
necessary rights to the code that needs it [14].

On top of this sound basis, the OSGi Platform extends the component-based approach
to permissions. First, it provides a clean implementation of ClassLoaders, which prevents the
application designer from misusing or by-passing them. Secondly, it defines specific permissions,
that enable to fully control the interactions between the bundles: dependencies at the package
level and at the service level can be authorized or prevented. Management capability from one
bundle to the others can also be restricted.

This clean management model makes it possible to claim that the OSGi Platform is security
aware, and that it provides advanced security features that are available on few others.
However, we will show that these security efforts in the specifications are not sufficient to
provide a secure programming model for a multi-applications platform.

Why is OSGi currently not secure

As presented in the taxonomy for the elements of an OSGi Platform, security flaws can
originate in three parts: the Operating System, the Java Virtual Machine and the OSGi
Platform itself.

Flaws in Operating Systems are out of scope of this study. A reference for the Unix System
can for instance found in [3]. It will therefore not be discussed further, all the more as the Java
Sandbox is considered since the inception of Applets as a good protection against malicious
code. Unless it is explicitly authorized, no bundle can have access to the underlying system.

Flaws in the Java Language and Virtual Machine can be divided in two categories. The
first one is built up by raw flaws that enable code to harm the system. The second one is
related to the security model of Java. This latter has originally not been designed for multi-
applications systems and proves to fall short providing strong isolation between mutually
untrusted applications.

Several unexpected and somewhat unlogical behavior are identified in the Java Language
[6, 7].This can lead to unsafe behavior, difficult to track infinite loops and memory leaks.
Moreover, several failures are reported to take place in JVMs when they are under heavy
workload [8]. In particular, optimizations such as JIT (Just-in-Time) compilers or Garbage
Collectors are an important source of weaknesses. Both of these failure types can be used to
launch Denial-of-Service (DoS) attacks against any Java execution Platform.

Java has been designed for secure execution of single application, and current security
mechanisms for secure modular systems are an extension of the single-application mechanisms.
In particular, namespace isolation is supported thanks to the ClassLoading mechanism, but
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resource isolation, i.e. isolation of available CPU and memory is only supported in specific
implementations of the Java Virtual Machine, such as the Multi-User Virtual Machine [9]. The
fact that this latter has not yet been widely deployed shows that it is not yet mature enough
to be used in production systems. Consequently, requirements for proper multi-applications
Java-based system are so far only partially addressed.

Flaws in the OSGi Platform have so far been hardly studied. Though the platform has
been subject to an important security effort, the flexibility it brings into systems do not come
without new risks. The actual security model that is currently supported therefore needs to
be clarified.

As an execution platform that targets networked environments, the OSGi platform has
been subject to an important effort for enhancing its security. The specifications introduce
a specific security layer to support the verification of the digital signature of bundles and
to manage OSGi specific execution permissions [25]. Moreover, recommendations for building
secure OSGi-based systems are detailed in a dedicated OSGi Request for Comments [26].
Nonetheless, these specifications are not systematically built-in into available implementations.
In particular and to the best of our knowledge, no implementation of the security layer is so
far available in open-source implementations of the Platform. Differences between default Java
specifications and OSGi ones are not yet considered in mainstream projects, for instance what
concerns the criteria of validation of digital signature of bundles [29].

Specific security implications of OSGi features also have been so far neglected. In particular,
the bundle life-cycle support and the Bundle Repository tool enable to install in a dynamic and
transparent manner bundles that are provided by possibly unknown developers through public
repositories. This flexilibity is the very enhancement that is brought by the OSGi Platform,
but it opens a new and easily exploitable attack vector. Understanding of the risks that are
implied is necessary to adapt the use cases of the OSGi Platforms to the security status that
is actually provided. This is what we intend to do in this work.

The security model that is currently supported by OSGi-based systems is the following. A
platform must only accept signed bundles if it wants to have any control on the origin of the
executed code. The bundle signer is thus liable for any actions of the bundles it provides. Since
the bundles are signed but never encrypted, no confidential information should be transmitted
under this form. Any system that requires both the flexibility of OSGi bundle management
and more complete security guarantees must use ad-hoc security mechanisms.

OSGi-based systems can be divided into two main elements: the platform itself, and the
bundles. Though it is designed with several efficient security mechanisms embedded in it, the
Platform is likely to contain vulnerabilities as any software system do. The bundles can contain
code that exploits these vulnerabilities to harm the system where they are installed.

As the use of OSGi increases in environments such as Smart Homes or Web Servers, the
potential security flaws may soon be an efficient way of performing costly attacks. A better
knowledge of existing flaws in the current specifications and open source implementations of
the OSGi Platform is therefore required.

Thttp:/ /sfelix.gforge.inria.fr/
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3. Security Benchmarking of OSGi Platforms

Security Benchmark of existing OSGi Platforms is required to gather knowledge that can be
exploited to enhance their security status. Requirements are twofold: build a catalog of the
vulnerabilities that exist in the platform, and perform a benchmarking of the open source
OSGi Platforms against the vulnerabilities of the catalog. We restrict ourself to Open Source
implementations of the OSGi Platform, because our goal is to help enhancing them, and not
to criticize commercial products. These latter are often tuned for specific environments and
benchmarks should take these constraints into account, whereas open source projects do not
make such assumptions. Moreover, the access to the code of such platforms is not necessarily
free or legal.

Building such a catalog requires a Vulnerability Pattern to be available, that standardizes
the data that is gathered for each vulnerability and supports security benchmarking for the
considered platform type, i.e. the OSGi Platforms. This Pattern is first introduced. Next,
malicious bundles that threaten OSGi elements are listed. Lastly, security benchmarks of the
most current implementations of the OSGi platform are presented.

3.1. The Vulnerability Pattern for Security Benchmarking of OSGi Platforms

Gathering informations relative to vulnerabilities implies that a common pattern is available
that defines the type of data that is necessary to handle them.

Existing Patterns and Languages for vulnerability documentation are first discussed. Since
none is available that supports security benchmarking for OSGi Platforms, a dedicated
Vulnerability Pattern is introduced. Its use is highlighted through an example.

Patterns and Languages for Documenting Vulnerabilities

If the use of pattern in Software Engineering is a commonplace since the ‘Band of Four’
book, the application of this approach to security engineering is more recent [31]. Patterns
and languages for documenting vulnerabilities can be parted into three categories: informative
patterns, vulnerability and exposure patterns for operational support, and languages for
vulnerability assessment and resolution.

Informative Patterns are meant for broad disclosure of vulnerability data. They provide the
minimal information that is required by systems administrators to perform security update.
Example of such patterns are the Rocky Heckman patternt, the CERT (Computer Emergency
Response Team) pattern and the CIACY (US Department of Energy) pattern.

The second type of Patterns is defined to enable Vulnerability and Exposure Description
for operational support. This type is also known as VEDEF (Vulnerability and Exposure
Description and Exchange Format). They are machine-readable descriptions of the
vulnerabilities and of the remediation process. So as to be exploitable, they should contain
the following data fields [2]: description of the platform(s) that is(are) affected, description

Thttp://www.rockyh.net/
$http://www.ciac.org/ciac/index.html
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of the nature of the problem, description of the likely impact if the Vulnerability and/or
Exploit were triggered, available means of remediation, disclosure restrictions. One of the de
facto standard is the MITRE CVEY (Common Vulnerability and Exposures) Pattern. Other
examples are the XML Common Format for Vulnerability Advisories, by the EISPP [12], the
Common Advisory Interchange Format (CAIF), by the RUSCERT!, and the Advisory and
Notification Markup Language (ANML), by OpenSec. More specific propositions, for instance
the Application Vulnerability Description Language (AVDL), by OASIS, are defined for web
applications.

The VEDEF Vulnerability Pattern type contains several useful informations for performing
security benchmarking of OSGi Platform, such as the description of the vulnerability, of the
affected platforms and of the means of remediation. However, no existing pattern supports
component-platform specific properties such as Life-Cycle information or benchmarking
specific information such as reference to attack code implementation.

The third type of Patterns is defined to supported both the assessment and the remediation
processes. One example is the OVAL Language (Open Vulnerability and Assessment
Languages) [21]. OVAL is very similar to our proposition insofar it supports penetration
testing. The main difference is that OVAL is used as a support in a series of security assessment
and remediation tools, whereas our Vulnerability Pattern only support assessment and analysis,
and is not integrated in tools.

The Vulnerability Pattern for Security Benchmarking of OSGi Platform

It falls in the category of vulnerability and exposure description for operational support,
with extension to take penetration testing as well as component Life-Cycle into account.

It is represented in XML format, and contains following sections:

e Vulnerability Reference, to provide the unique identifier of the vulnerability, and a proper
classification according to the taxonomies that are introduced in Sections 2.2 and 3.3,

e Vulnerability Description, to enable the detailed presentation of the behavior of the
vulnerability, as in the Morbray pattern [23],

e Protections, being actual or potential ones that may be efficient,

e Vulnerability Implementation, the development status of the proof-of-concept malicious
bundles.

The benefits of this Vulnerability Pattern are the following. It is the only one that considers
informations that are related to the Life-Cycle of components, which is actually surprising
with regard to the development of COTS-based systems. It includes the reference to one or
several proof-of-concept implementations of the malicious bundles. It supports the elicitation
not only of available security mechanisms, but also of potential ones, so as to support the
identification of required development efforts in the domain of security protections when a
specific platform is benchmarked. Lastly, specific values are predefined for each field of the
‘Vulnerability Reference’ section, according to the taxonomies that are defined in this study.
This provides a common language for describing vulnerabilities in a coherent manner.

Thttp://cve.mitre.org/
Ihttp://cert.uni-stuttgart.de/files /caif /requirements /split /requirements. html
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The limitations of the Pattern are the following. It could be integrated into existing patterns,
such as the OVAL one, as a platform-specific extension. This would make its integration
with security management tools using OVAL possible, but would introduce an important
development requirement to adapt the tools to this OSGi-specific extension. This is clearly
out of the scope of this paper.

FEzxample

So as to highlight the role of the defined Vulnerability Pattern, we now present an example
of vulnerability: the ‘Management Utility Freezing - Infinite Loop’ vulnerability, which is given
in Listings VII page 29 and VIII page 30.

This vulnerability consists in the presence of an infinite loop in the activator of a given
Bundle, which causes the platform management tool (often an OSGi shell) to freeze. The
presence of infinite loops as a vulnerability is given by Blooch in ‘Java Puzzlers - Traps,
Pitfalls and Corner Cases’, puzzlers 26 to 33 [7]. The matching Pattern is first given, and then
explained.

The ‘Management Utility Freezing - Infinite Loop’ is referenced under the identifier
‘mb.osgi.4’ (‘malicious bundle catalog - originates in the OSGi Platform itself - number 4). This
vulnerability is an extension of the ‘Infinite Loop in Method Call’ one. It has been identified
in the frame of the research project ‘Malicious Bundles’ of the INRIA Ares Team.

The location of the malicious code that performs the attack is the Bundle Activator. Its
source is the Life-Cycle Layer of the OSGi Platform, which is not robust against such a
vulnerability. Its target is the Platform Management Utility, which can be either the OSGi
shell or a graphical interface such as the Knopflerfish GUI. This vulnerability has a two-fold
consequence: the method does not return, so that the caller also freezes; and the infinite loop
consumes most of the available CPU, which causes the existing services to suffer from a serious
performance breakdown.

This vulnerability is introduced during development, and exploited at bundle start time.

Related Vulnerability Patterns are ‘Management Utility Freezing - Hanging Thread’, that
also targets the Management Utility, ‘Infinite Loop in Method Call’, ‘CPU Load Injection’,
‘Stand-alone Infinite Loop’ that have the same consequence of performance breakdown, and
the ‘Hanging Thread’, that also freezes the calling thread.

No specific protection currently exists. Two potential solutions have been identified. The first
consists in launching every Bundle Activator in a new Thread, so as not to block the caller
if the activator hangs. The second solution would enable to prevent invalid algorithms to be
executed: static code analysis techniques such as Proof Carrying Code or similar approaches
can provide formal proves of code wellformedness.

Its reference implementation is available in the OSGi bundle named ‘fr.inria.ares.-
infiniteloopinmethodcall-0.1.jar’, referenced on 2006-08-24. The test coverage is 10 %, since
ten types of infinite loops have been identified and only one has been implemented. The test
bundle has been tested on the following implementations of the OSGi platform: Felix, Equinox,
Knopflerfish, and Concierge. The only robust Platform against this attack is our Hardened Felix
Platform, which is a prototype meant to enhance the current Felix implementation. Hardened
Felix is presented in Section 4.
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3.2. Threatening OSGi Elements through Malicious Bundles

The various vulnerabilities that threaten OSGi-based system are now presented.

As any vulnerability list, this one does not pretend to be exhaustive, but intends to be as
complete as possible. In particular, the identification is based on the taxonomies we presented
in the Section 2.2. Analysis is performed in a systematic way, ¢.e. all elements of the OSGi
Platform and of the bundles are carefully studied to identify security holes.

A classification is established according to the origin of the attack inside the malicious
bundle: Bundle Archive, Bundle Manifest, Bundle Activator, Bundle Code (Native), Bundle
Code (Java), Bundle Code (OSGi API), Bundle Fragments. For each vulnerability, its name,
its identifier, a quick description as well as its consequences are given.

Full descriptions of the vulnerabilities according to the Vulnerability Pattern is available in
the related Technical Report [28]. Proof-of concept implementation of the malicious bundles
is available for most vulnerabilities under simple request to the authors. Features that can be
protected by a Security Manager [14] are nonetheless considered as vulnerabilities, essentially
because the important performance overhead forces many developers not to use the Security
Manager and associated Java Permissions. The second reason is that specified Permissions
[33] are often partially implemented, in particular in the Sun JVM, which makes them quite
useless.

Bundle Archive

Vulnerabilities that originate in the Bundle Archive are due to flaws in the structure of the
archive. They are not bound with the content of the archive, and are therefore not specifically
bound to the Java world.

Invalid Digital Signature Validation (mb.archive.l) a bundle which signature is NOT
compliant to the OSGi R4 Digital Signature is installed on the platform; bundles with
lacking or additional malicious classes can then be installed,

Big Component Installer (mb.archive.2) remote installation of a bundle which size is
bigger than the available device memory; this results in rapid disk space exhaustion,

Decompression Bomb (mb.archive.3) the Bundle Archive is a decompression Bomb (either
a huge file made of identical bytes, or a recursive archive); this leads to memory
exhaustion.

Bundle Manifest

Vulnerabilities that originate in the Bundle Manifest are due to flaws in the expressed Meta-
data. They are bound either to the way the JVM handles the Manifest, or to OSGi-defined
properties.

Duplicate Package Import (mb.osgi.1) a package is imported twice (or more) according
to manifest attribute ’'Import-Package’. In the Felix and Knopflerfish OSGi
implementations, the bundle can not be installed. This is due to the OSGi Platform.

Excessive Size of Manifest File (mb.osgi.2) a bundle with a huge number of (similar)
package imports (more than 1 MByte); this behavior originates in the Virtual Machine
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Table 1. Example of Malicious Code in OSGi
bundle: Infinite Loop in Bundle Activator

public class InfiniteStartupLoopActivator implements BundleActivator{
public void start(BundleContext context){
System.out.println("Bundle InfiniteStartupLoop started");
while(1==1){}

}

public void stop(BundleContext context){
System.out.println("Bundle InfiniteStartupLoop stopped");

}

(in particular, SUN JVM and JamVM are concerned), and leads to a temporary freezing
of the Platform when the Manifest is loaded into memory,

Erroneous values of Manifest attributes (mb.osgi.3) a bundle that provides false meta-
data, for instance an non existent bundle update location. This is bound with OSGi
Meta-data.

Bundle Activator
Vulnerabilities that originate in the Bundle Activator are bound to OSGi bundle starting
process.

Management Utility Freezing - Infinite Loop (mb.osgi.4) an infinite loop is executed in
the Bundle Activator (see Listing I); this freezes the process that has launched the
starting of the bundle, and consumes most of the available CPU,

Management Utility Freezing - Thread Hanging (mb.osgi.5) a hanging thread in the
Bundle Activator makes the management utility freeze. Already installed bundles are
not impacted.

Bundle Code (Native)*™ Vulnerabilities that originate in Native Code are bound to the
possibility that exists in the Java Virtual Machine to execute code outside of the JVM. They
are therefore not specific to the Java world.

Runtime.exec.kill (mb.native.1) a bundle that stops the execution platform through an OS
call,

CPU Load Injection (mb.native.2) a malicious bundle that consumes an arbitrary amount
(up to 98%) of the host CPU. Other processes on the platform experience an important
loss of performance.

**These Bundles are specifically targeted to the OSGi Platform. All native code attacks against the Operating
System or other applications are not considered here.
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Table II. Example of Malicious Code in OSGi
bundle: Recursive Thread Creation

public class Stopper extends Thread{
Stopper (int id, byte[] payload)

this.id=id;
this.payload = payload;

public void run()

System.out.println("Stopper id: "+id);
Stopper tt = new Stopper(++id, payload);
tt.start();

Stopper tt2 = new Stopper(++id, payload);
tt2.start();

Stopper tt3 = new Stopper(++id, payload);
tt3.start();

Bundle Code (Java API)
Vulnerabilities that originate in Java API are due to features that are provided through the
Java Classpath, i.e. libraries that are provided along with the JVM.

System.exit (mb.java.l) a bundle that stops the platform by calling 'System.exit(0)’,

Runtime.halt (mb.java.2) a bundle that stops the platform by calling 'Runtime.getRuntime.
halt(0)’,

Recursive Thread Creation (mb.java.3) The execution platform is brought to crash by the
creation of an exponential number of threads (see Listing IT),

Hanging Thread (mb.java.4) Thread that makes the calling entity hang through interlocking
(service, or package),

Sleeping Bundle (mb.java.5) a malicious bundle that goes to sleep during a specified amount
of time before having finished its job,

Big File Creator (mb.java.6) a malicious bundle that creates a big (relative to available
resources) files to consume disk memory space,

Code Observer (mb.java.7) a component that observes the content of another one through
reflection; code and hard-coded configurations can be spied,

Component Data Modifier (mb.java.8) a bundle that modifies the data (i.e. the value of
the public static attributes of the classes) of another one through reflection,

Hidden Method Launcher (mb.java.9) a bundle that executes (through reflection)
methods from classes that are not exported or provided as service. All classes that
are referenced (directly or indirectly) as class attributes can be accessed. Only public
methods can be invoked.
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Table III. Example of Malicious Code in OSGi

bundle: Memory Load Injection (with ‘size’

parameters on the same order of magnitude than
the total memory)

private void stressMem(int size)

System.out.println("Eating " + size + " bytes of memory");
this.memEater = new bytel[size];
for (int i=0 ; i<size ; i++)

this.memEater[i] = 0;

Bundle Code (Java Language)

Vulnerabilities that originate in Java Language are bound with language-level features,
in particular Object Orientation. They can therefore be relevant to other Object-Oriented
Languages, and some are general enough to concerns any programming language.

Memory Load Injection (mb.java.10) a malicious bundle that consumes most of available
memory (see Listing III); if other processes are executed that require memory,
MemoryErrors are caused. This vulnerability concerns any multi-process system without
resource isolation.

Stand Alone Infinite Loop (mb.java.11) a void loop in a lonesome thread that consumes
much of the available CPU. This vulnerability concerns any multi-process system without
resource isolation.

Infinite Loop in Method Call (mb.java.12) an infinite loop is executed in a method call
(at class use, package use); this vulnerability concerns any programming language.
Exponential Object Creation (mb.java.13) Objects are created in an exponential way, and
force the call to abort with a StackOverflowError. This vulnerability as such is specific
to Object-Oriented languages, but variants can be built that use procedure recursions in

any programming language.

Bundle Code (OSGi API)
Vulnerabilities that originate in the OSGi API are due to features that are provided by the
OSGi Platform.

Launch a Hidden Bundle (mb.osgi.6) a bundle that launches another bundle it contains
(the contained bundle could be masqueraded as a 'MyFile.java’ file); any program can
therefore be hidden.

Pirate Bundle Manager (mb.osgi.7) a bundle that manages others without being requested
to do so (for instance, stops, starts or uninstalls the victim bundle) (see Listing IV).
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Table IV. Bundle that launches a Bundle that is
hidden inside it.

public void start(BundleContext context)

{ Ery
//get data for the created bundle
Strin, flleName = "bigflowerpirat-1.1.jar";
byte[] buffer = this.getBundleResourceData("/"+fileName) ;
//create a new data file with loaded data
File file = this.newDataFile(fileName, buffer, context);
//install new bundle
String location = file.getPath();
System.out.println(location);

Bundle b = context.installBundle("file://"+location);
b.start();

}
catch(Exception e){e.printStackTrace();}
System.out.println("Malicious BundleLoader started");

Zombie Data (mb.osgi.8) Data stored in the local OSGi data store are not deleted when
the related bundle is uninstalled. It thus becomes unavailable and consumes disks space
(especially on resource constraint devices). This is due to the implementation of the
OSGi Platform.

0SGi Services and Bundle Fragments

Vulnerabilities that originate in the OSGi API are due to the specific type of interactions
that exist inside the OSGi Platform. Those that are due to the Service-Oriented Programming
(SOP) [4] paradigm are relevant to any SOP Platforms.

Cycle Between Services (mb.osgi.9) a cycle exists in the services call; this vulnerability is
related to SOP,

Numerous Service Registration (mb.osgi.10) registration of a high number of (possibly
identical) services through an loop; this vulnerability is related to SOP,

Freezing Numerous Service Registration (mb.osgi.11) registration of a high number of
(possibly identical) services through an loop, that make the whole platform freeze in the
Concierge implementation; this vulnerability is related to SOP.

Execute Hidden Classes (mb.osgi.12) a fragment bundle exports a package from its Host
that this latter do not intend to make visible. Other bundles can then execute the classes
in this package,

Fragment Substitution (mb.osgi.13) a specific fragment bundle is replaced by another,
which provides the same classes but with malicious implementation,

Access Protected Package through split Packages (mb.osgi.14) a package is built in
the fragment that have the same name than a package in the host. All package-protected
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classes and methods can then be accessed by the fragment, and thus exported to the
framework.

This catalog of vulnerability build the knowledge base that is required so as to perform
the benchmarking of OSGi Platforms. Availability of such a knowledge base is asserted in
particular in the NIST Samate project [5].

3.3. Security Benchmarking for Open Source Implementations of the OSGi
Platform

Based on this vulnerability catalog, it is now possible to assess the security status of most
widespread open-source implementations of the OSGi Platform. First, the origin of the
vulnerabilities are analyzed to identify the type of intrusion techniques that are exploited and
the relative responsibilities of the Java and OSGi environments. Next, targets and consequences
of the attacks are detailed to enable the focus on the more serious attacks when protections
are developed. Lastly, quantitative assessment and comparison of the various implementations
of the OSGi platform is performed. The Protection Rate metric is introduced to support it.

Analyses are performed through automated parsing of the XML representation of the
Vulnerability Patterns. Life-Cycle related informations are not considered further here, though
they are available. Actually, they do not bring in information that is of outstanding interest
for the benchmarking analysis.

Origin of the Vulnerabilities

Protecting a system against the vulnerabilities it contains imply that their causes and their
relative importance are known. Two main aspects are to be considered: the part of the system
where the vulnerabilities are located, and the type of intrusion technique that is used to exploit
them.

A raw partition of the system can be made between the Java Virtual Machine and the
OSGi Platform. This distinction enables to identify the relative liability of each part and to
know which amount of the vulnerabilities is specifically due to the OSGi Platform. Out of the
thirty-two (32) vulnerabilities that are presented in the catalog in Subsection 3.2, eighteen
(18) are are implied by the JVM, i.e. 56 %. The number of vulnerabilities that are implied
by the OSGi Platform is 14 out of 32, i.e. 44 %. This means that most of the vulnerabilities
that are identified in this study are due to the JVM itself, and therefore that other Java-based
Extensible Component Platforms such as MIDP also suffer from the same threats.

The relative importance of the intrusion techniques in an OSGi Platform are shown in
Figure 5. The classification that is used as reference is the Neumann and Parker Classification
[24], which defined nine categories of intrusion techniques that can be used against computing
systems. Categories 3 to 8 are related to software attacks, other ones to non technological
and hardware attacks. Category 3 concerns masquerading, which is not relevant here as far
as no access control system is considered. Categories 4 to 8 are the following: 4) setting up
subsequent misuse, 5) bypassing intended control, 6) active misuse of resources i.e. write or
execution access to the system or resource (CPU, memory, disk space) consumption, 7) passive
misuse of resources i.e. read-only access by a malicious bundle, and 8) misuse resulting from
inaction.
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Figure 5. Relative Importance of
Intrusion Techniques in an OSGi
Platform

The distribution of the vulnerabilities in the Neumann and Parker categories is the following.
One vulnerability can pertain to several categories.

Most vulnerabilities are active misuse of resources - 25 of them - which means that a great
deal of the vulnerabilities are directly implied by actions that are performed by the malicious
bundles. Preventing these actions through convenient access control mechanism would thus
bring an important improvement in the security status of the OSGi Platform.

The number of misuses resulting from inaction is 7. These vulnerabilities are due to the fact
that the OSGi Platform has not yet been designed to withstand attacks against it, and that
therefore very few counter-measures are available.

The number of passive misuse of resource is 4, mainly undue read access. Since writing and
reading access inside programs both occur through method calls, this kind of vulnerabilities
can be prevented through the same mechanisms than active misuse, i.e. access control.

The number of vulnerabilities that consist in setting up subsequent misuse is three. They
are related to bundle management and fragments and are solved by OSGi permissions.

The last type of vulnerability is bypassing intended control. The unique occurrence is due
to the fact that JVM digital signature validation algorithm does not exactly match the OSGi
specifications. A patch is presented in [29] and is available on the SFelix Web Site.

Vulnerabilities that originate in the JVM cause the majority or identified threats in the OSGi
Platform. The OSGi specification itself is not free of such threats, as very few efforts have been
so far done to make it secure. Though other types of weaknesses exist, most vulnerabilities are
due to the absence of default access control mechanism, both at the Java and OSGi level.
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Figure 6. Taxonomy for Attack
Targets in the OSGi Platform

Attacks: Targets and Consequences

Each vulnerability can be exploited to set up attacks against a platform. The objective of
the analysis of their characteristics is to identify the ones that represent major threats to the
system so as to express priorities in the process of securing the OSGi Platform. Two properties
of the attacks are relevant to identify these priorities: the platform elements that are targeted,
and the type of consequence they have.

Figure 6 shows the taxonomy of existing attack targets in OSGi-based Systems. The
two main targets are the OSGi Platform itself, and the OSGi Elements. The Platform is
the execution and management environment for the applications it contains. Consequently,
attacking the Platform means that all of the applications that are running on it are impacted.
The OSGi Elements are all the code that is executed inside the Platform. These elements can
be impacted with a varying granularity: whole bundles can be attacked, single services, or
packages. Attacks that target specific elements have impact on the element itself and to the
elements that interact with it, but unrelated elements are not disturbed. A specific type of
sensitive element is the Platform Management Utility, which is a single point of failure since
its unavailability prevents the subsequent management of any new or already installed bundle.

The most serious attacks are those that target the whole platform. The relative importance
of attacks that target specific elements depends on the number of interactions the victim
element has with others, and of the application type: the unavailability of an entertainment
service has not the same consequence that the unavailability of a health-care service.

The second characteristic of attacks is the consequence they have on the system under
aggression. To reflect the specificity of the OSGi Platform, a dedicated taxonomy is introduced,
as shown in Figure 7. As comparison with a mainstream classification, the Lindqvist
Classification [20], is also given for reference.

The types of attack consequences for the OSGi Platform are unavailability, performance
breakdown and undue access. Here, the target elements are not considered. One vulnerability
can have several consequences. Unavailability is the consequence of 13 of the vulnerabilities,
i.e. represents 40% of them. Performance breakdown concerns 11 vulnerabilities, i.e. 34%
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Consequence Type

| |
Consequence type { Unavailabilty Performance Undue

for Components || Breakdown ||  Access
| |
13 (40%) 11 (34%) 9 (28%)

indavist' ‘ e |8,
Lindqvist's Denial of Service 2 83
classification g S5
b3 =0

| | ]

23 (72%) 8 (25%) 8 (25%)

Figure 7. Taxonomy for Consequence
Type in the OSGi Platform

of them. Undue access in read or write mode represents 9 vulnerabilities, 7.e. 28%. Lindqvist
classification establishes a distinction between the Exposure (i.e. read-only) and the Erroneous
Output (i.e. read-write) undue access type. This reflects security properties of networks and
is less relevant in our case: access to a given method of a bundle enables both read and write
access, and does not depend on access control properties. It also considers all Denial of Service
(DoS) attacks as a single type, whereas in the OSGi context unavailability and performance
breakdown are clearly caused by different kinds of attacks.

The type of attack consequence that causes the most serious threats is highly dependent on
the kind of application. For instance, Health-Care Systems are very sensitive to unavailability,
whereas undue access is of the utmost importance in banking systems. In both cases, the wider
the attack is, the most damages are caused. However, it is important to note that a recent
trend in software security is that aggressions are targeted at very specific victims, and that a
precise aggression to an element that is a single point of failure can cause even more damage
than when the whole platform is attacked in a brute force manner.

Quantitative Security Assessment through the Protection Rate Metric

Security benchmarking requires that tools for quantitative security assessment are available
so as to support evaluation of the Open Source implementations of the OSGi platform and
comparison between them. To the best of our knowledge, no such metric is so far available.

A metric for fault-tolerant systems exists that addresses quantitative assessment and
benchmarking: the coverage metric [1]. Tts goal is to express the percentage of faults that
are contained by fault-tolerance mechanisms. We therefore define the similar Protection Rate
(PR) metric, which represents the percentage of the known vulnerabilities that are protected
by a given security mechanism. Several implementations of the OSGi Platform are compared
through their respective Protection Rate against the set of vulnerabilities we identified for the
OSGi specifications.

The Protection Rate is based on the Attack Surface metric [15]. The Attack Surface is the
number of functionalities and flaws that can be exploited to exploit a given system. In our
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study, the attack surface is the total number of vulnerabilities that are identified in the OSGi
Platform. Its value is 32.

The Protection Rate is defined as the quotient of the Attack Surface that is protected through
any security mechanism and the Attack Surface of the reference system. It is also expressed
as the complement of the quotient of the actual Attack Surface for the system to be evaluated
and the Attack Surface of the reference system. In our case, the reference system is an idealized
OSGi Platform that contains all vulnerabilities that are identified both in the specifications
and in common implementations. The system to be evaluated is a concrete implementation of
the OSGi Platform, possibly with some security mechanisms on. The Protection Rate can be
expressed as:

B Attack Surface of the evaluated System
Attack Surface of the Reference System

PR = (1 )+ 100 (1)

The Protection Rate metric enables to compare several similar platforms, for instance several
implementations of the same specifications, by expressing the rate of protection that each of the
platforms provides when compared to the set of the vulnerabilities that are identified for these
specifications. The Protection Rate metric still has some limitations. It does only represent the
rate of known vulnerabilities that are protected in a given flavour of the considered system. In
particular, it does not reflect the relative importance of the vulnerabilities, e.g. according to
the impact of the attacks that are made possible by them.

The Protection Rates for the various implementations of the OSGi Platform are given in
Table V.

The default Felix implementation is robust against one of the identified attacks, out of
thirty-two (32; PR = 3,1%). The default Knopflerfish implementation is robust against one
attack, out of thirty-one (31; digital signature of bundle is not supported; PR = 3,2%).
The default Equinox implementation is robust against 4 vulnerabilities, out of thirty-one (31;
PR = 13%), which is slightly better, but can not be considered as satisfactory. The default
Concierge implementation is subject to all identified vulnerabilities. Since they do not support
Bundle Fragments nor bundle signature, their Protection Rate is 0 / 28 = 0 %.

Java Permissions represent one solution that can be used to improve the security status of
the OSGi Platform. They enable to protect it against thirteen attacks (13; PR = 40%). Felix
and Knopflerfish with Java Permissions have a Protection Rate of respectively 43 % and 45 %.
Equinox with Java Permission has a Protection Rate of 53 %. Concierge with Java Permission
has a Protection Rate of 36 %.

These results show that the various implementation are designed with rather limited security
in mind. A good practice to enhance the security status of OSGi-based systems is to use Java
Permissions. However, this peculiar mechanism is known to induce an important performance
overhead during execution. For sensitive applications, a trade-off must so far be found between
security and performance.

A Vulnerability Pattern for benchmarking of OSGi Platforms is defined. The vulnerabilities
of the OSGi Platform are identified and described. Since a good half of them is due to the
underlying Java Platform, this catalog can also be of interest for all designers of Java-based
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Table V. Protection Rate for Mainstream OSGi

Platforms

Platform Type # of Protected Flaws | # of Known Flaws | Protection

Rate
Concierge 0 28 0%
Felix 1 32 31 %
Knopflerfish 1 31 32 %
Equinox 4 31 13 %
Java Permissions 13 32 41 %
Concierge with perms 10 28 36 %
Felix with perms 14 32 44 %
Knopflerfish with 14 31 45 %
perms
Equinox with perms 17 31 55 %

component systems. Moreover, widespread open-source implementations of the OSGi Platform
are benchmarked against this set of vulnerabilities.

An immediate requirement when vulnerabilities are identified is to make suitable security
mechanisms available. Since this analysis is focused on the OSGi Platforms, OSGi specific
protections are to be defined first. The creation of Java-specific security protections is
mandatory for building secure production OSGi platforms, but they are out of scope of this
study.

4. A Hardened OSGi Platform

The need for protecting OSGi Platforms urges us to define and evaluate a series of
recommendations for developing hardened OSGi Platforms.

First, recommendations for building Hardened OSGi implementations are given, along
with precise development requirements. Next, an evaluation of the prototype implementation,
Hardened Felix, is performed through the Protection Rate metric that is defined in previous
section. Then, the evaluation of the performances of the prototype implementation is presented
to validate the usability of the recommendations.

4.1. Recommendations for Hardened OSGi Implementations

Recommendations for implementing hardened OSGi Platforms are made up of two parts. The
first part contains recommendations that intend to complete the OSGi specifications. They are
classified according to the layer structure of the OSGi Platform. The second part contains API
and implementation requirements, i.e. modifications that have been necessary to implement
the Hardened OSGi recommendations in our prototype.
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Following modifications are to be taken into account at the specification level. They are
presented according to the OSGi Platform Element that is concerned.

Module Layer The recommendation for a hardened OSGi Module Layer intends to make
bundle dependency management more robust.

e Bundle Dependency Resolution Process: do not reject duplicate imports. Just
ignore them; OSGi R4 par. 3.5.4. This prevents the attack ‘Duplicate Package Import’
(mb.osgi.1).

Life-Cycle Layer Recommendations for a hardened OSGi Life-Cycle Layer intend to protect
the platform from installation of malicious or ill-formed bundles, as well as to guarantee that
the uninstallation process is performed in a clean manner.

e Bundle Download: when a bundle download facility is available, the total size of the
bundles to install should be checked immediately after the dependency resolution process.
The bundles should be installed only if the required storage is available. This prevents
the attack ‘Big Component Installer’ (mb.archive.2), without downloading the bundles
on the platform. This security mechanism is to be used in conjunction with the maximum
storage size mechanism in the context of OBR clients [27] for OSGi.

e Bundle Installation Process: a maximum storage size for bundle archives is set.
Alternatively, a maximum storage size for all data stored on the local disk is set (Bundle
Archives and files created by the bundles); OSGi R4 par. 4.3.3. This prevents the attack
‘Big Component Installer’ (mb.archive.2) of the OSGi Vulnerability Catalog.

e Bundle Signature Validation Process: the digital signature must be checked at
installed time. It must not rely on the Java built-in validation mechanism, since this
latter is not compliant with the OSGi R4 Specifications [29]; OSGi R4, Paragraph 2.5.
This prevents the attack ‘Invalid Digital Signature Validation’ (mb.archive.1).

e Bundle Start Process: launch the Bundle Activator in a separate thread; OSGi R4 par.
4.3.5. This prevents the attacks ‘Management Utility Freezing - Infinite Loop’ (mb.osgi.4)
and ‘Management Utility Freezing - Hanging Thread’ (mb.osgi.5).

e Bundle Uninstallation Process: remove the data on the local bundle filesystem when
a bundle is uninstalled (and not when the platform is stopped); OSGi R4 par. 4.3.8. This
prevents the attack ‘Zombie Data’ (mb.osgi.8).

Service Layer The recommendation for a hardened OSGi Service Layer intends to make the
Secure Oriented Programming (SOP) features of the Platform more reliable.

e OSGi Service Registration: set a Platform Property that explicitly limits the number
of registered services (default could be 50); OSGi R/ par. 5.2.3. This prevents the
attacks ‘Numerous Service Registration’ (mb.osgi.10) and ‘Freezing Numerous Service
Registration’ (mb.osgi.11).

To support this modifications of the OSGi platform implementations, following changes have
been applied to the API. These modifications are required for storage size control.

e In the Class BundleContext, a method getAvailableStorage() is defined,
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Table VI. Protection Rate for Hardened OSGi

Platforms

Platform Type # of Protected Flaws | # of Known Flaws | Protection

Rate
Hardened OSGi Spec. 8 32 25 %
Hardened Felix 8 32 25 %
Hardened Felix with 21 32 66 %
permissions
Hardened Equinox 23 31 74 %
with perms (expected)

e A property osgi.storage.max is defined, that is set in the property configuration file of
the OSGi framework.

e In the class org.osgi.service.obr.Resource, a method getSize() is defined. This method relies
on the size entry of the bundle meta-data representation (usually a XML file).

Several attacks relative to the bundle archive, the bundle manifest, the bundle activator and
OSGi APT are prevented through this set of modifications. In particular, memory exhaustion
due to the installation of big bundles or unclean uninstallation, or Denial of Service against the
Platform Management Utility and the Service broker mechanism are prevented. Installation
of maliciously modified bundles is also prevented.

These recommendations can be used in any OSGi implementation, so as to make it more
robust in presence of malicious or simply ill-coded bundles. A prototype has been built based
on the Felix Apache implementation!! of the OSGi R.4 Platform to validate their usability.

4.2. Evaluation of Hardened Felix: Protection Rate

The benefit of the Hardened OSGi recommendations must now be evaluated. This is first done
through the Protection Rate (PR) metric, which is extracted for the following configurations:
absolute PR value, PR value for Hardened Felix, PR value for Hardened Felix with Java
Permissions. Next, the relative importance of OSGi and Java vulnerabilities that stay
unprotected within Hardened OSGi implementations are discussed. These data enable the
comparison with other OSGi implementations.

The Protection Rates for Hardened OSGi Platforms are given in the Table VI. The Hardened
OSGi Recommendations prevent eight of the identified vulnerabilities, out of thirty-two. The
Protection Rate is therefore PR = 25%. Our prototype, Hardened Felix, benefits of all of
these protections, but one that is redundant with Felix features. Our prototype used with Java
Permissions is robust against twenty-one (21) vulnerabilities out of thirty-two (32), i.e. 66 %.

Thttp://felix.apache.org
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The relative importance of remaining Java and OSGi-specific vulnerabilities are discussed
for the same configurations. Hardened Felix without Java Permissions has twenty-four (24)
remaining vulnerabilities. Seventeen (17) of them are bound with the underlying JVM, d.e. 71
%. Seven (7) of them are bound with OSGi features, i.e. 29 %. However, these latter are due to
OSGi features such as bundle management, OSGi services and fragments. Almost all of these
can be protected through OSGi Permissions.

Hardened Felix with Java Permissions has ten (10) remaining vulnerabilities. Nine (9) of
them are bound with the JVM, i.e. 90 %. One is bound with the OSGi Platform, i.e. 10 %.

One single OSGi vulnerability is not protected in Hardened OSGi: Erroneous values of
Manifest Attributes. This can be prevented by automated generation of these attributes, which
is often the case when Integrated Development Environments such as Eclipse or Maven are
used. Moreover, this weakness may not be considered as an actual vulnerability but as a
configuration error as any system can experience.

OSGi vulnerabilities can be considered to be fully patched by the Hardened OSGi
recommendations, when suitable Java and OSGi Permissions are set. However, Java
vulnerabilities keep being open and make OSGi Platforms at risk. The remaining major
attacks that can occur in a Hardened Felix Platform with Java Permissions set are the
following: platform crash through recursive thread creation, uncontrolled CPU or memory
resource consumption, as well as hanging thread, decompression bomb and excessive size of
manifest size.

Relative to default OSGi Platforms, Hardened OSGi Recommendations bring an important
step toward building secure systems. When used together with Java Permissions, Hardened
Felix enables the development of platforms that have a high Protection Rate. Hardened
Felix with permissions has a Protection Rate of 66 %. Implementing Hardened OSGi
Recommendations within the Equinox implementation would provide a Protection Rate of
74 %.

Hardened OSGi Recommendation fulfill their objective, namely hardening the vulnerabilities
of the OSGi Platform that are introduced by OSGi itself. However, major Java vulnerabilities
are still open, such as the ‘recursive thread creation’ which causes a platform crash, or
uncontrolled CPU or memory resource consumption. Hardened OSGi Recommendations are
thus necessary to develop secure platforms, but it is far from being sufficient since the
underlying virtual machine has severe security drawbacks when used for multi-application
systems.

4.3. Evaluation of Hardened Felix: Performances

The benefits of Hardened OSGi recommendations must also be evaluated according to the
performance impact they have on the system. Conditions of the experiments are first given,
and results are provided and commented.

The tests are performed on a i686 architecture, with a Pentium M processor of 1,86 GHz.
Since the modifications concern for the vast majority of them the installation phase of the
bundles, only this phase is considered. The performances during the execution are likely to
be impacted by the Java Permissions, and not by the Hardened OSGi architecture, and are
thus out of the scope of this study. Five profiles are considered: a void OSGi Platform (started
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Figure 8. Compared performances of Felix and Hardened Felix
(noted SFelix), without and with Java Permissions

without any bundles), a default Felix Platform (with the OSGi shell for local management,
and the OBR client for discovering and downloading new bundles), the ‘JMX manageable
Platform’ profile (that support remote management through a JMX-based Console), the ‘UPnP
Control Point’ profile (that can play the role of UPnP gateway in intelligent Homes), and the
applicative profiles ‘JMX Console’ and ’SF-Jarsigner’* (which supports the digital signature
and publication of OSGi bundles onto OBR repositories).

Tests are therefore performed for the following configurations as shown in the Figure 8:
OSGi instance without (on the top) and with (on the bottom) integration of the Hardened
OSGi Recommendations, and without (on the left side) and with (on the right side) the Java
Permissions.

Hhttp:/ /sf-jarsigner.gforge.inria.fr/
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Performances of ‘Hardened Felix’ (C, D) are weaker than those of Felix (A, B), except in
the case of the void profile: this is due to the verification of the validity of the bundle digital
signature, which is relatively heavyweight - and not available in most OSGi implementations,
which are highly security unaware. Starting an application without Java Permissions (A, C) is
quicker that starting it with these Permissions (B, D). This difference is important in particular
in the case of execution of complex programs, such as the starting process of the ‘SF-Jarsigner’
tool.

The other main modification in the platform behavior that is introduced by the Hardened
OSGi Recommendations’ is the fact that the bundle activator is launched in a separate thread.
Consequently, two phases must be considered: the time point where the platform is available for
receiving new commands (dotted lines), and the time point where the launching of the whole
bundles is effective (plain line). The second phase is negligible in the case of basic activation
processes (such as in the void, default, JMX manageable Platform, or UPnP Control Point).
The two-phase launch behavior of Hardened OSGi improves the reactivity of the system, and is
especially appreciated for embedded or handheld devices [22], in the case where the activation
is a complex process, for instance when Graphical User Interfaces (GUIs) are started. This
modifications thus also imply a better usability (and not only dependability) of the OSGi
platforms.

As shown by the test results, other Recommendations only have a negligible impact on the
performance of OSGi Platforms, since they are made of lightweight controls or actions. The
performance measures also show the overhead that is implied by Java Permissions.

The Hardened OSGi Recommendations enable to build OSGi Platforms that are robust
against some ill-coded bundles, or bundles that exploit some of the vulnerabilities that are
described in this study. The overhead of securing an OSGi Platform can not be considered
as negligible. Main performance loss are implied by Bundle Digital Signature and Java
Permissions. The proposed Hardened Architecture in itself has no noticeable performance
drawbacks. On the contrary, by using separate threads for executing applications, it provides
better usability in addition to the dependability performance.

A secure flavour of the OSGi Platform is required to prevent the exploitation of the following
attack vector, that is specific to Extensible Component Platforms: dynamic and transparent
extension of the system at runtime. Recommendations for hardened OSGi Platforms are
given which provide a great improvement in the security status of these platforms. These
recommendations are validated through qualitative evaluation with the Protection Rate Metric
and through performance evaluation.

Hardened OSGi recommendations tackle almost all the vulnerabilities that are due to the
OSGi specifications themselves. However, Java specific vulnerabilities are not addressed, and
build an obvious requirement for future work.

5. Conclusions and perspectives

The contribution of this study is threefold. First, the security benchmarking of several open
source OSGi Platforms is performed, that enables us to provide recommendations for building
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secure OSGi-based Systems. Secondly, tools are defined to support the security engineering
process for such systems: a specific Vulnerability Pattern is introduced, as well as the Protection
Rate metric which expresses the efficiency of security mechanisms. Thirdly, a Hardened
implementation of Apache Felix is provided. It supports the validation of our recommendations
and tools.

This study also put to light a strong requirement for further research efforts in order to
build secure OSGi-based systems. In particular, we identify Five Security Challenges that are
currently not prevented through any available security mechanism for the OSGi Platform:

1. Infinite loop/hanging Thread in method call: any bundle can contain non-returning

calls,

Memory load injection: any bundle can consume memory,

3. Decompression Bomb: though it is identified by anti-virus software, this vulnerability
is not prevented in OSGi-based systems,

4. Exponential thread number: any bundle can cause the Platform to crash due to
memory exhaustion,

5. Service Short circuit: the numerous and optional service management mechanisms in
OSGi do not support security enforcement so far.

[\

The most urgent of these challenges is to patch the Ezponential thread number attack, with
implies the most serious damages to the platform.

An important conclusion of this work is that more than the half of the vulnerabilities in an
OSGi Platform are not bound with OSGi itself, but to the underlying Java Virtual Machine.
This means that all Java-based (and probably most VM-based systems) have a high probability
to be weak relative to the presented attacks.

With this study, we intend to increase the knowledge of the security implication of Java-
based Extensible Component Platforms, in particular the OSGi Platform. We also intend to
solve most of OSGi-specific security issues by patching identified vulnerabilities. An important
research effort is still required to achieve the long term objective that is made technically
possible by the OSGi Platform: running secure multi-applications systems with mutually
untrusted bundles.
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Table VII. Example of the Vulnerability Pattern:
Management Utility Freezing - Infinite Loop

<?xml version="1.0" encoding="UTF-8"7>
<vp:vulnerability
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:vp="http://sfelix.gforge.inria.fr/VulnerabilityPattern">
<vp:reference>
<vp:vulnerability_name>Management Utility Freezing \\
- Infinite Loop</vp:vulnerability_name>
<vp:extends>Infinite Loop in Method Call</vp:extends>
<vp:identifier>
<vp:catalog_id>mb</vp:catalog_id>
<vp:src_ref>osgi</vp:src_ref>
<vp:id>4</vp:id>
</vp:identifier>
<vp:origin>Ares research project ‘malicious-bundle’</vp:origin>
<vp:location>Bundle Activator</vp:location>
<vp:sources>
<vp:source>
<vp:entity>0SGi Platform - Life-Cycle Layer</vp:entity>
<vp:related_flaw_or_function>
<vp:flaw>No safe Bundle Start</vp:flaw>
</vp:related_flaw_or_function>
</vp:source>
</vp:sources>
<vp:target>0SGi Element - Platform Management Utility</vp:target>
<vp:consequence_type>Performance Breakdown</vp:consequence_type>
<vp:consequence_type>Unavailability</vp:consequence_type>
<vp:introduction_time>Development</vp:introduction_time>
<vp:exploit_time>Bundle Start</vp:exploit_time>
</vp:reference>
<vp:description>
<vp:description_text>an infinite loop is executed in the Bundle \\
Activator</vp:description_text>
<vp:preconditions>-</vp:preconditions>
<vp:attack_process>an infinite loop is executed in the Bundle \\
Activator</vp:attack_process>
<vp:consequence_description>block the 0SGi Management entity (the \\
felix, equinox or knopflerfish shell; when launched in the KF \\
graphical interface, the shell remain available but the GUI is \\

frozen). Because of the infinite loop, most CPU resource is consumed

</vp:consequence_description>

Copyright © 2000 John Wiley & Sons, Ltd. Softw. Pract. Ezper. 2000; 00:1-7
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Table VIII. Example of the Vulnerability Pattern:
Management Utility Freezing - Infinite Loop (II)

<vp:see_also>CPU Load Injection, Infinite Loop in Method Call, Non \\
Perturbating Infinite Loop, Hanging Thread</vp:see_also>
</vp:description>
<vp:implementation>
<vp:code_reference>fr.inria.ares.infiniteloopinmethodcall-0.1.jar \\
</vp:code_reference>
<vp:osgi_profile>J2SE-1.5</vp:osgi_profile>
<vp:date>2006-08-24</vp:date>
<vp:test_coverage>10%</vp:test_coverage>
<!-- for ease of use, type ’osgi_platform list’ is defined as a XSD list -->
<vp:tested_on>
<vp:vulnerable_platform>Felix</vp:vulnerable_platform>
<vp:vulnerable_platform>Equinox</vp:vulnerable_platform>
<vp:vulnerable_platform>Knopflerfish</vp:vulnerable_platform>
<vp:vulnerable_platform>Concierge</vp:vulnerable_platform>
<vp:robust_platform>SFelix</vp:robust_platform>
</vp:tested_on>
</vp:implementation>
<vp:protection>
<vp:existing_mechanisms>-</vp:existing_mechanisms>
<vp:enforcement_point>-</vp:enforcement_point>
<vp:potential_mechanisms>
<vp:potential_mechanism>
<vp:potential_mechanism_name>Code static Analysis \\
</vp:potential_mechanism_name>
</vp:potential_mechanism>
<vp:potential_mechanism>
<vp:potential_mechanism_name>0SGi Platform Modification - Bundle \\
Startup Process</vp:potential_mechanism_name>
<vp:potential_mechanism_descr>launch the bundle activator in a \\
separate thread to prevent startup hanging</vp:potential_mechanism_descr>
</vp:potential_mechanism>
</vp:potential_mechanisms>
<vp:attack_prevention>-</vp:attack_prevention>
<vp:reaction>-</vp:reaction>
</vp:protection>
</vp:vulnerability>

Copyright © 2000 John Wiley & Sons, Ltd. Softw. Pract. Ezper. 2000; 00:1-7
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Abstract. Today we see more and more services, such as entertainment
or home automation, being brought to connected homes. These services
are published and operated by a variety of service providers. Currently,
each provider sells his own box, providing both connectivity and a closed
service environment. The open service paradigm aims at mixing all ser-
vices within the same box, thus opening the service delivery chain for
home users. However, open service gateways still lack important mech-
anisms. Multiple service providers can access and use the same gateway
concurrently. We must define what this use is, i.e. we must define a notion
of user. Also, service providers should not interfere with each other on
the gateway, except if explicitly required. In other words, we must isolate
services from different providers, while still permitting on-demand collab-
oration. By combining all these mechanisms, we are defining a multi-user,
multi-service execution environment, which we call a virtualized service
gateway. We implement part of these features using OSGi technology.!

Keywords: Virtual gateway, multi-user, service-oriented programming.

1 Introduction

During the last years, high speed connectivity to the home has evolved at a
very fast pace. Yesterday, home network access consisted in bringing IP connec-
tivity to the home. The services made available were common application-level
programs, such as web or e-mail clients. Today, the operators are moving to
integrating value-added services in their offer, mainly multicast TV and Voice
over IP. These network-enabled services are provided by the same connectivity
box, or by a dedicated set-top box. It is foreseen that in the next few years, both
the number and the quality of available services will increase drastically: home
appliances, entertainment, health care... However, these services would be de-
veloped, maintained and supervised by other parties, for instance respectively
whitegoods manufacturers, the gaming industry, and hospitals. Until today, the
entire service chain and the delivery infrastructure, including the home gateway,
are under the control of a single operator. Emerging standards push towards
open solutions that enable both integration and segmentation of various mar-
kets such as connectivity, entertainment, security, or home automation. This

! This work was partially supported by the IST-6thFP-507295 MUSE Project



approach implies that, on the single access point that connects the home net-
work to the internet (i.e. the home gateway), many service vendors are each able
to deploy and manage several services.

Current and ongoing service platform efforts enable multi-party service provi-
sioning, but they still lack strong concepts and mechanisms to completely sup-
port it. In particular, no isolation of services that belong to different parties has
been defined.

We propose an isolation of services, depending upon which party, or user,
deploys, manages and owns them. Consequently, we also define the notion of
user in this context. By isolation, we mean that a service provider should only
be able to “see” her own services on the common service platform. We represent
this as a wvirtual service gateway. Each service provider owns and manages his
own virtual gateway and the services it runs. All virtual gateways are run and
managed by a unique core service gateway, typically hosted inside the home
gateway (physical box), and operated by the home gateway provider.

The paper is structured as follows. Section 2 describes ongoing works on
multi-application Java environments. Section 3 defines the notion of virtual ser-
vice gateway in this context. Section 4 explains how we implement these concepts
on top of OSGi. Finally, section 5 discusses and concludes the article.

2 Multi-application Java Environments

This paper focuses on Java-based environments. Java applications are architecture-
and OS-agnostic, which is an interesting feature when using very diverse hard-
ware platforms (e.g. home gateways). Also, Java Virtual Machines are avail-
able and already deployed on lots of architectures, which range from enterprise
servers through PCs to mobile phones. Reusing the existing software base is
a key to technology acceptance. The main alternative to Java is Microsoft’s
.NET. Our main concern with .NET is the lack of unloading facilities for assem-
blies. This would cause the environment to grow huge if applications were often
updated. Therefore, in this section, we examine solutions to make the JVM a
multi-application environment, which is essential for an open service gateway.

2.1 Current Java Environments

A standard Java Virtual Machine is a multi-thread but mono-application envi-
ronment (figure 1). In order to run two applications, two JVMs are launched.
In this case, the applications run independently, i.e. if they need to collaborate,
they must access the operating system’s communication facilities (e.g. TCP/IP
network stack, file system...). We can see that the problems with this solution
are both the overhead from running two JVMs, and the inefficiency of commu-
nications, even though there are proposals to limit these [1].

There are two kinds of responses to these insufficiencies: bringing multi-
application capabilities to the JVM, or using an overlay on top of the JVM,
e.g. a J2EE or similar application server.



2.2 Multi-application Java Environments

e Sun’s Multi-tasking Virtual Machine [2] (figure 2), for instance, runs sev-
eral Java applications, called isolates, in the same Java environment. Isolates
share class representation, so that only static fields are duplicated. Applications
are instrumented using a resource management interface, for heap memory man-
agement in particular.

e Rival proposals are Java operating systems [3] [4]. These mix the JVM with
the operating system layer, and often come with multi-process capabilities.

e A last option is to add multi-application-like functionalities using an overlay
on top of the JVM (figure 3). The overlay is the single application that runs in
the JVM, but it allows several pseudo-applications to run concurrently on top
of it.

| [serviee | [soni | [ somee

¥ e | e ) | == |
JVM MVM JVM

Fig. 1. Mono-application Fig. 2. Multi-task Fig. 3. Multi-service

2.3 Isolation Terminology

The term “isolation” may imply several kinds of mechanisms. We attempt here
to basically classify them.

e The first family of mechanisms is namespace isolation. A namespace is a
context for identifiers, and, in our case, for applications or services. Applications
in different namespaces cannot “see” each other: this is an access right enforce-
ment. With Java technology, this namespace isolation may be achieved through
the use of classloaders, or more advanced loading facilities such as the Module
Loader [5] or MJ [6].

e The second family of isolation mechanisms concerns low-level resources. In
a resource-isolated environment, applications are supposed to be protected from
one another. For instance, schedulers provided by operating systems allocate
CPU slots for applications according to their priority. Recent Linux kernels also
endorse out-of-memory Kkills, i.e. if a process endangers the whole system using
too much memory, it gets killed. Such memory protection can be qualified as
a reactive mechanism, versus proactive mechanisms. An example of a proactive
mechanism would be Xen’s hypervisor [7].

There are two ways to combine namespace isolation and resource isolation.
The first one is to complete namespace isolation with reactive resource isolation,
for instance by checking specific constraints such as CPU usage [8]. The second
one is to build a combination of proactive, strong resource isolation and names-
pace isolation through the use of different virtualization techniques. Proposals
such as Xen [7] or Denali [9] run multiple lightweight or full-featured operating
systems on the same machine. Other attempts, such as Java isolates, provide an
isolation API for Java applications.



2.4 Owur Goals

The advantages of a modified runtime are performance (communications, mem-
ory sharing) and resource isolation (see below). Inversely, the advantages of
overlays are their usability on any standard JVM, and their ease of development
through their level of abstraction. Table 1 summarizes this comparison.

Namespace|Resource| Performance Uses a Easiness of

isolation |isolation |optimizations|standard JVM |integration®
Modified JRE yes yes yes no intrusive
Overlay no no no yes effortless

Table 1. Summary of Multi-application Java Environments

Our goal in this paper is to define a multi-user, service-oriented Java environ-
ment, without modifying the standard Java Runtime Environment. This implies
that we use an overlay. Our contribution is divided in two steps: first we add
namespace isolation to the overlay solution, then, we add a definition of users.

3 Towards a Multi-user, Service-oriented Environment

In this section, we evoke the notion of service-orientation and its benefits. We
then detail the terms multi-user, through the definition of core and virtual service
gateways. We explain on one hand how they should be isolated, and on the other
hand when and how they should be able to cooperate.

3.1 Service-oriented Programming

For clarification, the term “service” in this paper refers to Service-Oriented Pro-
gramming (SOP). SOP is based on Object-Oriented Programming, which relies
on ideas such as encapsulation, inheritance and polymorphism. SOP addition-
ally states that elements (e.g. components) collaborate through behaviors. These
behaviors, also called services or interfaces, allow to separate what must be done
(the contract) from how it is done (its implementation) [10].

Some service-oriented solutions, such as Web Services, deal with the interop-
erability in communications, and are referred to as Service-Oriented Architec-
tures. By contrast, SOP environments such as the OSGi Service Platform [11]
and Openwings are centered on the execution environment, which is the focus
of this paper.

3.2 Namespace Isolation

Core and Virtual Gateways. A core service gateway is a software element,
managed by an operator. It makes resources available in order to run services.

2 Easiness of integration means the easiness of developing the environment itself, using
it, and developing applications for it.



Such resources, physically supplied by the underlying hardware (i.e. the home
gateway), include CPU cycles, memory, hard disk storage, network bandwidth,
and optionally standard services (e.g. logging, HTTP connectivity). The gate-
way operator grants service providers access to these resources. This access is
symbolized by a virtual service gateway, and provides a namespace isolation.
Figure 4 illustrates this architecture.

common services per-gateway services

e A\
il il

D D ‘Virtual Service Gateway ‘ ‘ Virtual Service Gateway‘

‘ Core Service Gateway ‘

JVM
Fig. 4. Multi-service, namespace-isolated environment

Service cooperation. In an isolated, multi-application environment, applica-
tions are cloistered by default. However, they still should be able to cooperate on
demand. In resource isolated environments, they cooperate through data com-
munications. They either use standard OS facilities (e.g. sockets, IPCs, filesys-
tem), or dedicated facilities (e.g. Links in the Java isolates API). By contrast,
in open, non-isolated service environments, applications pass references on ser-
vices (or interfaces). In an open, multi-service, multi-user, namespace-isolated
environment, this still must be possible if explicitly permitted. The framework
is then responsible for passing these references.

3.3 Multi-user Java Environment

The gateway operator, through the core service gateway, acts much like a Unix
root user. He allows users (service providers) to launch their shell or execu-
tion environment (their virtual service gateway). The core gateway also runs
services accessible to all users. However, contrary to Unix root users, the core
gateway does not have access to service gateways’ data, files, etc, since these
would belong to different, potentially competing companies. Figure 5 represents
the architecture with participating users.

The root user, i.c. the gateway operator, is responsible for the management
of the virtual gateways it runs. This management layer is structured around 4
activities. Lifecycle management provides a mean to start and stop virtual gate-
ways. Performance management provides information about the current status
of a gateway (a virtual gateway or the core gateway itself). Security management
positions credentials and make security challenges with core and virtual gate-
ways. Finally, Accounting and Logging brings information about service usage
for each gateway.
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Fig. 5. Multi-service, multi-user residential gateway

Users, or service providers, access their virtual gateways through a remote
monitoring interface. According to the business model described in section 1,
each service provider is responsible for the bundles she deploys. This means that
service providers are encouraged to supervise their own services on their clients’
service gateways. Also, some business services may inherently need remote mon-
itoring: health care, home automation. . .

4 Implementation

4.1 OSGi and Virtualized OSGi

The service-oriented overlay we use for our prototype implementation is the
OSGi Service Platform [11]. The OSGi specification defines a service-oriented
API (figure 3), deployment units (components called bundles), and a container
(the service platform) which guarantees dependencies resolution for hosted com-
ponents.

In order to create virtual gateways, we launch several OSGi gateway instances
from within a core OSGi instance (figure 4). The core gateway also instruments
and manages virtual gateways. This solution allows us to create a straightforward
matching with the concepts of root user and users detailed above.

4.2 Service Isolation

The advantages of running several service gateway instances inside a single core
gateway instance are quite immediate. Each service gateway can only access
OSGi bundles and services it directly hosts. The core gateway itself does not see
the hosted virtual gateways, but only a management agent that allows their life
cycle management. This is a straightforward way to enforce namespace isolation.

Each service provider sees his own virtual gateway as if it was a standard
OSGi service platform. Therefore, at deployment time, standard OSGi deploy-
ment schemes come in action. At runtime, namespace isolation is provided
through a hierarchy of classloaders. Each deployed component (i.e. OSGi bundle)
comes with its own classloader, which delegates to its service gateway’s class-
loader [12]. This way, by default, services from different providers (i.e. running
in different virtual service gateways) are in different namespaces.



4.3 Service Cooperation

The core service gateway can provide services to its virtual service gateways.
Currently, a static list of shared services and implementations is passed from the
core gateway to virtual gateways. Each virtual gateway then needs to internally
publish these shared services, so that its own services may access them. A more
dynamic solution is planned, but not yet implemented.

4.4 Performance

We chose to run several OSGi Framework instances inside a core Framework
instance. The main drawback to this approach is that it induces a resource
consumption overhead. We ran a first set of performance tests on a standard
Pentium IV PC, using a Gentoo Linux operating system, and Sun’s JDK 1.5
with standard parameters (e.g. initial memory allocation pool). Our measures
compare a vanilla Oscar 1.0.5 gateway with a core gateway that runs six virtual
gateways, each launching a standard set of bundles. After 24 hours, we observe
an overall 33% increase in memory use within the JVM’s pre-allocated mem-
ory pool. This corresponds to a 2.9 MB consumption overhead. More thorough
benchmarks are planned and under progress.

4.5 Available Code

We provide an OSGi bundle? that allows to start and stop virtual OSGi in-
stances. The project, called vosgi for Virtual OSGi, has been tested on patched
versions of both ObjectWeb’s Oscar® and Apache’s Felix* open source implemen-
tations of the OSGi Service Platform specifications. The management activities
expressed in section 3 are enabled through a JMX architecture [13] called mosgi
(for Managed OSGi).

5 Discussion and Conclusion

In this paper, we have proposed a first step toward a multi-user, service-oriented
execution environment. It can target the same markets as OSGi service plat-
forms (mobile phones, vehicles, home gateways...), while improving isolation
and management.

Since we use a standard Java virtual machine as the lower layer, our best option
for service provider separation is to provide a namespace isolation. If we want
to go further into resource isolation, we need a JVM and an operating system
that provides such a functionality. For instance, we could provide a multi-user
environment on top of real-time virtual machines. But these are not available on

2 Available at http://ares.inria.fr/"sfrenot/devel/ under the CeCILL open
source licence.

3 http://oscar.objectweb.org/

4 http://incubator.apache.org/felix/



a large scale yet, and they are not aimed at this ”in-the-middle” market (neither
embedded nor high-end PCs).

The proposed multi-user environment currently has two main alternatives.
The first one is the multi-tasking virtual machine, and the second one is the use
of "standard” operating systems (e.g. Linux, Windows).

From the MVM point of view, Sun’s team works on mapping OS-level users
rights within the JVM [14]. This project is aimed at big server systems that
host many users and applications (SPARC/Solaris). Inversely, our approach is
focused on embedded systems, using standard JREs. Also, we believe that coop-
eration through service sharing, or interface sharing, is a better abstraction for
developers than data sharing (Link objects between isolates).

Compared to standard operating systems, we assume that a service-oriented ap-
proach is a real improvement over “classical” C programming. We argue that
both layers (Java and service orientation) are beneficial to service development
for the targeted market. It enables many advantages (code structure, code hot-
plugging. .. ) with only few drawbacks (mainly startup time).

References

1. Czajkowski, G., Daynes, L., Nystrom, N.: Code sharing among virtual machines.
ECOOP (2002)

2. Czajkowski, G., Daynes, L.: Multitasking without comprimise: a virtual machine
evolution. In: OOPSLA, New York, NY, USA, ACM Press (2001) 125-138

3. Golm, M., Felser, M., Wawersich, C., Kleinoeder, J.: The JX operating system.
In: USENIX. (2002) 45-58

4. Prangsma, E.: JNode. (http://jnode.sourceforge.net)

5. Hall, R.S.: A Policy-Driven Class Loader to Support Deployment in Extensible
Frameworks. In: Component Deployment, Edinburgh, UK. (2004) LNCS 3083, pp.
81 - 96.

6. J. Corwin, D.F. Bacon, D.G., Murthy, C.: MJ: a Rational Module System for Java
and its Applications. In: (OOPLSA. (2003) pp. 241-254.

7. Barham, P., Dragovic, B., Fraser, K., Hand, S., Harris, T., Ho, A., Neugebauer,
R., Pratt, I., Warfield, A.: Xen and the art of virtualization. In: SOSP. (2003)

8. Yamasaki, I.: Increasing robustness by code instrumenting: Monitoring and man-
aging computer resource usage on OSGi frameworks. OSGi World Congress (2005)

9. Whitaker, A., Shaw, M., Gribble, S.: Denali: Lightweight virtual machines for
distributed and networked applications (2002)

10. Bieber, G., Carpenter, J.: Introduction to service oriented programming.
http://www.openwings.org (2001)

11. The OSGi Alliance: OSGi Service Platform. 4th edn. I0S Press (2005)

12. Liang, S., Bracha, G.: Dynamic class loading in the Java virtual machine. In:
OOPSLA. (1998) pp. 3644

13. Fleury, E., Frénot, S.: Building a JMX management interface inside OSGi. Tech-
nical report, Inria RR-5025 (2003)

14. Czajkowski, G., Daynes, L., Titzer, B.: A Multi-User Virtual Machine. In: Usenix.
(2003) pp. 85-98



CHAPITRE 2. SELECTION 114

2.5 Project DARTS|Brebner et al. 2005]

Paul Brebner, Emmanuel Cecchet, Julie Marguerite, Petr Truma, Octavian
Ciuh, Bruno Dufour, Lieven Eeckhout, Stéphane Frénot, Arvind S Krishna,
John Murphy, Clark Verbrugge

A CPU Resource Consumption Prediction Mechanism for EJB de-
ployment on a federation of servers

In Concurrency Computat. : Pract. Exper, 2005, vol 17, pp 1799—
1805



CONCURRENCY AND COMPUTATION: PRACTICE AND EXPERIENCE
Concurrency Computat.: Pract. Exper. 2005; 17:1799-1805
Published online 28 June 2005 in Wiley InterScience (www.interscience.wiley.com). DOI: 10.1002/cpe.918

Middleware benchmarking:
approaches, results, experiences*

Paul Brebner!-* ", Emmanuel Cecchet?, Julie Margueritez,
Petr Tdma?, Octavian Ciuhandu®, Bruno Dufour?,
Lieven Eeckhout6, Stéphane Frénot’, Arvind S. Krishna®,

John Murphy* and Clark Verbrugge’

Lesiro 1T Centre, G.P.O. Box 664, Canberra, ACT 2601, Australia
2INRIA Rhone-Alpes/ObjectWeb, 655 avenue de I’ Europe, 38330 Montbonnot, St. Martin, France

3Department of Software Engineering, Charles University, Malostranské namésti 25, Praha 1,
Czech Republic

4Performcmce Engineering Laboratory, Dublin City University, Dublin 9, Ireland

3School of Computer Science, McGill University, Montréal, Québec, Canada H3A 2A7

6Deparz‘mem‘ of Electronics and Information Systems (ELIS), Ghent University, St. Pietersnieuwstraat 41,
B9000 Gent, Belgium

TINRIA Ares, INSA-CITI Bat. Léonard de Vinci, 69661 Villeurbanne Cedex, France

8Electrical Engineering and Computer Science, Vanderbilt University, Nashville, TN 37235, U.S.A.

SUMMARY

The report summarizes the results of the Workshop on Middleware Benchmarking held during OOPSLA
2003. The goal of the workshop was to help advance the current practice of gathering performance
characteristics of middleware implementations through benchmarking. The participants of the workshop
have focused on identifying requirements of and obstacles to middleware benchmarking and forming
a position on the related issues. Selected requirements and obstacles are presented, together with
guidelines to adhere to when benchmarking, open issues of current practice, and perspectives on further
research. Copyright (© 2005 John Wiley & Sons, Ltd.

KEY WORDS: middleware benchmarking; middleware performance; middleware scalability; middleware eval-
uation; middleware benchmark design; benchmarking guidelines; benchmarking measurement;
benchmarking metrics; OOPSLA 2003 workshop

*Correspondence to: Paul Brebner, CSIRO ICT Centre, G.P.O. Box 664, Canberra, ACT 2601, Australia.
TE-mail: paul.brebner @csiro.au

*This report was produced from the OOPSLA 2003 Middleware Benchmarking Workshop, homepage
http://nenya.ms.mff.cuni.cz/projects/corba/oopsla-workshop-03/.

Received 30 March 2004
Copyright © 2005 John Wiley & Sons, Ltd. Revised 18 May 2004
Accepted 10 June 2004



1800 P. BREBNER ET AL. %

1. INTRODUCTION

For over a decade, middleware has been a well-established part of numerous applications. The spectrum
of middleware implementations is diverse, ranging from communication-oriented middleware such as
CORBA or SOAP libraries to component-oriented application servers such as the Enterprise JavaBeans
(EJB) or CORBA Component Model (CCM) containers. Naturally, an important characteristic of these
implementations is their performance under various conditions. Such a characteristic is used both by
the middleware developers to improve and advertise their middleware and by the middleware users to
decide on their middleware of choice.

The natural way to obtain the performance characteristics of a system is through benchmarking.
However, although middleware benchmarking is a relatively frequent endeavor [1-11], the practice
is rather fragmented. Middleware developers use proprietary testing suites with results that are rarely
comparable across the spectrum of middleware implementations. Middleware users rely on simplistic
testing suites whose results are often prone to misinterpretation when related to specific usage
scenarios. Most standardization efforts in the area so far have also failed to bear fruit [12].

To remedy this situation, the participants of the Middleware Benchmarking Workshop held
during OOPSLA 2003 shared their experience with designing, running and evaluating the existing
benchmarks. As the next step, the participants identified some of the most significant obstacles
encountered in the current practice and proposed approaches to tackle these obstacles. This report
presents the results of the workshop in four sections, dedicated to the reasons for benchmarking,
guidelines for benchmarking, open issues in benchmarking and perspectives on further research.

2. WHY BENCHMARKING?

An important statement emphasized repeatedly during the workshop debates was that the nature of a
benchmark depends strongly on the intended use of the results. A benchmark that provides continuous
data to an automated load-balancing system will be different from a benchmark that provides static
data to a system developer. The somewhat obvious character of this statement is outweighed by the less
obvious nature of its implications, which touch all aspects of benchmarking from the benchmark design
through the measurement mechanisms to the processing of results. The following sections focus on the
use of benchmarking for the design and the evaluation of middleware, and outline the implications of
the considered use on the nature of the benchmark.

2.1. Benchmarking to design middleware

The first use of a benchmark that was considered important by the participants of the workshop
was benchmarking to aid in the design of middleware. Essential to this use is benchmarking real
applications to see how they stress the supporting system, collecting data to create models of
supporting system usage typical for the selected application domains. Examples of such models are the
workloads defined by the ECperf, RUBiS, SPEC jAppServer, SPEC JBB, Stock-Online and TPC-W
benchmarks, all focusing on the online business domains. Additional models are needed for other
domains.

Model-based techniques can be applied to visually represent techniques for defining entities and
their interactions in the application domain using domain-specific building blocks. An example of

Copyright © 2005 John Wiley & Sons, Ltd. Concurrency Computat.: Pract. Exper. 2005; 17:1799-1805
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a model-based benchmarking tool is the CCMPerf benchmarking tool [10], which is a model-based
benchmarking suite that allows developers and end-users of the CCM [13] middleware to evaluate the
overhead that CCM implementations impose above and beyond the CORBA implementation, as well as
to model interaction scenarios between CCM components using varied configuration options to capture
software variability in higher-level models rather than in lower-level source code. The model-based
techniques used in CCMPerf help domain experts visualize and analyze the results of performance
experiments more effectively, since they focus on higher-level modeling abstractions, rather than
wrestling with low-level source code.

During middleware design, benchmarking should be used to determine the optimal architecture for
given constraints, such as memory capacity, processing power, or network throughput and latency.
Important in this aspect is the task of validating models created during the design and, thus, predicting
the real behavior of the architecture. Contemporary middleware is too complex to be understood purely
through the analysis of its architecture, without benchmarking its real behavior.

Another important feature of the use of benchmarking to design middleware is the ability to capture
and document consequences of using a specific architecture. An example of this approach is the work
on design patterns for the server-side threading and dispatching models of TAO [14].

2.2. Benchmarking to evaluate middleware

The second use of a benchmark that was considered important by the participants of the workshop was
benchmarking to evaluate middleware. This use of benchmarking includes comparing the performance
of various middleware architectures, as well as comparing the performance of specific middleware
configurations. In addition to the obvious use of the comparisons for selecting architectures and
configurations, perspective uses include gathering data for system sizing and for determining system
state and devising autonomic computing policies.

A benchmark needs to be able to evaluate the scalability of middleware. This implies benchmarking
the behavior of the middleware and the supporting system when stretched to the limits of their
scalability, as well as when used within the limits of their scalability.

3. BENCHMARKING GUIDELINES

The participants of the workshop also noted that many benchmarking projects tend to repeat common
mistakes that devalue the results. Prominent among the common mistakes was an incorrect choice
of metrics. Timestamps alone are not necessarily sufficient for understanding the results; annotating
timestamps with system utilization and resource consumption data for the supporting system is useful.

A pitfall that can lead to useless results is using benchmarks that rely on an artificial workload such as
the microbenchmarks of an isolated feature of the middleware. It is difficult to conclude anything about
the behavior of real applications from the results of such benchmarks, and their use should therefore
be limited and well justified.

The measurement technique in benchmarking is equally important. Particular performance measures
or metrics may have a variety of intertwined effects, and a change or improvement in one measurement
will usually affect many other quantities as well. A reduction in the number of method calls
executed due to a method-inlining optimization, for instance, will increase code size, which may
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alter cache performance. In order to make valid overall performance judgments, evaluations based
on quantification must not only focus on providing a comprehensive representation of the benchmark
that reveals important qualities, but also on understanding the inevitable dependencies between
measurements.

Building a comprehensive view through measurement is itself challenging. A small, fixed suite of
measurements is desirable since it makes comparisons simple and human comprehension feasible.
Any reduced set of measures, however, may not give a true indication of benchmark activity and is
certainly unlikely to capture all possible quantities of interest. A more reasonable approach is to permit
a rough assessment through a few general measurements, but also calculate more specific measures in
order to allow exploration of an apparent behavior through other perspectives and finer-grained detail.
Evaluating a benchmark numerically is then a process of drilling down until one is satisfied that a clear
understanding of the behavior has been determined [15].

Another pitfall is related to the interpretation of the results. The results must reflect the working of
the measured feature and not interference from other features. That is especially true for warming up
the system under test to a steady state to filter out interference such as cache priming, which is known
to take minutes for simple benchmarks and can stretch to hours when complex mechanisms such as
garbage collection or database access are involved. A similar concern applies to the interference from
the workload injection limits with the system under test.

It may not be easy or straightforward to assess performance. Execution activity at various levels from
the lowest to the highest will alter performance, and so must be understood in order to give an accurate
evaluation. This is particularly true of low-level concerns; while the impact of higher-level algorithm
design (and even of code generation choices) may be well understood by an application developer,
low-level issues such as cache sizes, branch-predictor strategy and so on can have a significant impact
on the actual performance cost of various benchmark actions. For instance, an interpretation that a
benchmark is making a lot of method calls may not be indicative of excessive execution overhead if
each call is correctly predicted by the processor. Therefore, a benchmark evaluation based on numerical
data must be careful to account for all possible system features.

Particular care must be taken to understand, explore and document the impact of virtual machines for
middleware that critically depends on them. This is an often poorly understood aspect of benchmarking
Java middleware, which makes heavy demands on the Java Virtual Machine (JVM). The brand of
JVM, number running per machine, settings, type of engine and type of garbage collector can have
considerable (and not easily predicted) impacts on middleware performance and scalability, and hence
benchmark results (see, for example, [16]).

As a general guideline, the participants of the workshop agreed that it is important to release
exhaustive configuration information together with any results. In addition to the obvious need for
reproducibility of the results, the information can be used for assessing the impact of configuration
changes on the results.

Note that interpretation of numerical data will only be valid when the measurement is precisely
defined. Many analyses fail to include enough information about how the measurement is actually
calculated, making it not only difficult to reproduce and verify results, but also difficult to make
comparative assessments. For example, lines of code, a traditional measurement of static application
size, is easily perturbed by programming style and a variety of potential measurement possibilities
(should it count blank lines, comment lines, etc.). Choices by different experimenters will often differ,
and so exact metric definitions have an obvious necessity.
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4. OPEN ISSUES

Paramount among the open issues was the question of the resources needed to conduct benchmarking,
in terms of machinery, time to run the benchmarks and expertise needed to understand the complete
setup of the benchmarks. The participants of the workshop agreed that the resource requirements are
often prohibitive to conducting benchmarking, especially in a research environment with stringent
requirements on results. An additional complication is that the lifetime of the expertise and the results
is short, which increases the cost of benchmarking.

A benchmark should be indicative of the performance of a real application. This implies the need
for real workloads, but such workloads tend to be unsuitable for benchmarking because of their size.
Determining what substitute workloads are representative of real workloads is an important open issue.

During microprocessor design, computer architects face similar problems due to extremely long
simulation times—it is not exceptional that simulating one second of a real system takes 24 hours.
Several techniques have been proposed to address this issue in the context of uniprocessor performance
modeling. Sampling [17-19] refers to selecting samples from a complete program run. Since the
number of sampled instructions is smaller than the total number of instructions in a complete program
run, significant simulation speedups can be obtained. Important issues that need to be dealt with
are which samples to select and how to guarantee a correct hardware state at the beginning of
each sample. A second technique is to use reduced input sets [20,21]. These reduced input sets
are derived from longer reference inputs by a number of techniques: modifying inputs, truncating
inputs, etc. The benefit of these reduced inputs is that the dynamic instruction count when simulating
these inputs can be significantly smaller than for the reference inputs. A third approach is to apply
statistical simulation [22-24]. The idea of statistical simulation is to define and collect a number
of important program characteristics, to generate a synthetic workload from it that is several orders
of magnitude smaller than a real application and, finally, to simulate this synthetic workload. If the
synthetic workload captures the right characteristics, the behavior of the synthetic workload and the
real application will be similar.

A key issue that needs to be dealt with for all of these techniques is to determine whether the
substitute workload is representative of the real workloads. Previous work has shown that statistical
data analysis techniques could be useful for this purpose [25]. We believe that adapting these methods
to the context of middleware benchmarking could be extremely useful in speeding up measurement
time while preserving the representativeness of the substitute workload. How to do this, however,
remains an open issue.

With the middleware being just one part of a layered architecture, typically supported by the
operating system or even another middleware, the results of middleware benchmarking depend not
only on the middleware itself, but also on the supporting architecture. An open issue is how to abstract
from the supporting architecture and characterize only the middleware layer, perhaps together with the
interactions between layers.

A representative example of a layered architecture is the CCM [13], where the CCM applications
sit on top of a CORBA ORB, which comprises three layers. The host infrastructure layer is
the middleware layer that provides a uniform abstraction over the underlying operating system.
The distribution middleware layer is the middleware layer such as CORBA that abstracts the data
marshaling and connection management facilities. The common middleware services layer is the
middleware layer that provides services. Benchmarks for CCM implementations are thus heavily
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influenced by the underlying layers and it is necessary to characterize the influence of these layers
in isolation.

An open issue of an entirely different nature is that of dealing with the publication of results
for commercial products. Such results can often damage any of the concerned sides through real or
perceived bias, or through simple misinterpretation.

5. PERSPECTIVES

With the numerous technical issues, it might be beneficial to keep a knowledge base of benchmarking
expertise that would list such issues and thus help to keep research free of engineering mistakes.
The question that remains unanswered is how to keep such a knowledge base up to date.
Similar reasoning supports an open database of benchmarking results similar to the CORBA
Benchmarking Project [9]. Such a database could help extract different information from the same
results depending on the nature of the research that uses the results. The database would require
solutions to the issues of anonymity, reliability and credibility of the results. The related technical
issue of common data format would also need to be solved to facilitate sharing the results and the tools
to process them.

Another beneficial step to the benchmarking efforts would be to get the middleware designers
interested in supplying the recommended settings for specific applications and workloads.
With representative workloads for selected application domains, this would help to avoid publishing
results that are incorrect because of misconfiguration, especially for commercial products that often
have complex or undocumented settings that influence benchmark results.
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